Android EMM Policies and Permissions

Android EMM (Enterprise Mobile Management) allows you to create permissions and send policies.

Permissions Types

Permission settings may be configured on multiple levels. They are applied in this priority (low humber wins).

Application specific permission grant (list below dropdown in Permissions tab in applications fileset properties)
Specific permission for all applications (configured in Policy Fileset)

Application default (Play Store App Fileset = Permissions tab)

Global default (Android Default Policy Editor)

PwnE

1. Within Each App
After you have created a Google Play Apps Fileset:

1. Double click the Play Store App fileset
2. Permissions tab (Figure 1.1)
1. App Default Permission - The default action devices will take when an app requests a permissions
2. Application specific permission grant - The setting for a specific permission within this app
3. Choices
1. Use Default - Defer to another setting
2. Prompt - App prompts the user to approve
3. Grant - Allowed, user can not change
4. Deny - Not Allowed, user can no change

2. Policy Fileset - Permissions

You can create a policy fileset and associate that to a device to specify permission grants/denies.

See below for steps.

3. Global Policy

Specify the default application permission choice. (Figure 1.2)
Found under FileWave Admin — Preferences — Google — Configure Default Policy

e Unspecified

® Prompt

® Grant

® Deny

After you chance the default policy, you must update the model to apply the change.

Policies

You can create a Policy for (Figure 2.1)

Network
Compliance
Password

Device Restrictions
Permission Grants

Network

Settings to join a WiFi network

@ As of 15.4, additional options have been added for DomainSuffixMatch and UseSystemCA for EAP network configuration.


https://kb.filewave.com/books/android/page/deploying-google-play-apps

[ ] Google Device Policy Editor

(Q search )
Network &
show only configured
@ General Configuration Block Name

Mandatory Provide a "human friendly" name to the underlying Open Network Configuration object. FileWave's semantics make this an unnecessary field, so FileWave will

generate a name as required. However, if exporting this configuration for external use or auditing, specifying a value here may be helpful.

' [optional]
Network Configuration Type

Restrictions At present, Google supports exactly one "Open Network Configuration" configuration type: WiFi

Compliance Policy ¥ WiFi ~

Not configured

5]

Service Set Identifier (SSID)

. The SSID of the wireless network. Sometimes called "the wifi network name." To configure a non-UTF-8 SSID, use the Hexadecimal option
Password Policy

Not configured © UTF-8 Hexadecimal
g3  Device Restrictions NETWORK NAME
= Not configured Hidden Network
Enable this checkbox if the network is hidden (or does not broadcast the SSID).
Permission Grants
v Auto Connect

Not configured ) o ,
Enable this checkbox if devices should automatically connect to the network when in range.

Encryption Protocol
The encryption protocol devices must utilize to connect to this network.
WEP-PSK B
Pre-Shared Key
The pre-shared key for this network. This is also often referred to as the wireless password," “network password", and "passphrase.”

3216549875

[ Save )

Compliance Policy

Set compliance level of associated devices.

® None - Do not enforce any compliance. When other settings are sent they can be ignored and the device will operate
® | ow (Default) - Require password compliance. If not compliant, no other apps will open
® High - same as low, but additionally disables any device running below Android 7.

[ ] Google Device Policy Editor

(Q search

Compliance Policy =
show only configured

@ General Security Level
Mandatory Low
Require password compliance. If the user's password s not in compliance, all apps will be disabled.

Network

Not configured

Restrictions

Password Policy

Not configured

e

Device Restrictions

Not configured

1

Permission Grants

<

Not configured

Cancel | =i

Password Policy

Set password constraints

® Password History Length - The length of the password history. After setting this field, the user won't be able to enter a new



password that is the same as any password in the history. A value of 0 means there is no restriction
® Count of Failed Passwords for Wipe - Number of incorrect device-unlock passwords that can be entered before a device is
wiped. A value of 0 means there is no restriction.
® Password Expiration Timeout - A duration after which a password must be changed. A value of 0 means that passwords do
not expire.
® Password Quality - The restrictions an Android device will enforce
o Weak Biometric - The device must be secured with a low-security biometric recognition technology, at minimum.
This includes technologies that can recognize the identity of an individual that are roughly equivalent to a 3-digit PIN
(false detection is less than 1 in 1,000)
o Password Required - A password is required, but there are no restrictions on what the password must contain.
o Numeric - Must contain numeric characters
o Minimum Length
o Numeric, Non repeating - Must contain numeric characters with no repeating (4444) or ordered (1234, 4321, 2468)
sequences.
o Minimum Length
o Alphabetic - The password must contain alphabetic (or symbol) characters.
© Minimum Length
o Alphanumeric - The password must contain both numeric and alphabetic (or symbol) characters
o Minimum Length
o Complex - The password must contain at least a letter, a numerical digit and a special symbol. Other password
constraints, for example, passwordMinimumLetters are enforced.
Minimum length
Minimum count of letters
Minimum count of uppercase letters
Minimum count of non-alphanumerics
Minimum count of numerals
Minimum count of special symbols

O 0 0 0 0O

[ ] Google Device Policy Editor

(Q search )

Password Policy s
show only configured

@ General 4  Password History Length

Mandatory The length of the password history. After setting this field, the user won't be able to enter a new password that is the
same as any password in the history. A value of O means there is no restriction.

Network
v

Not configured
LRI 1 C Count of Failed Passwords for Wipe

Restrictions Number of incorrect device-unlock passwords that can be entered before a device is wiped. A value of 0 means there is no
restriction.

Compliance Policy

0/ C | Months Password Expiration Timeout
Not configured
A duration after which a password must be changed. A value of 0 means that passwords do not expire.
Co Alpabetic & Password Quality
The "Password Quality" choice sets the restrictions an Android device will enforce.
bl Device Restrictions 3 C Minimum Length
= ot configured The minimum allowed password length. A value of O means there is no restriction. Only enforced when Password Quality
9 is 'Numeric', 'Numeric, non-repeating’, 'Alphabetic', 'Alphanumeric', or ‘Complex'.
Permission Grants
v

Not configured

Cancel [l

Device Restrictions

Restrict access to device functionality
You can choose Unspecified, Allowed, Disallowed for:

Use of camera

Debugging

Install packages from unknown sources
Allow user to add own WiFi networks

As of 15.4, a new restriction for USB Data Access has been included to allow or disallow file or data transfer for Android
devices.

Key Name: "usbDataAccess", Values: Unspecified / (Don't Save), Allowed / ALLOW_USB_DATA_TRANSFER, Disallow File
Transfer / DISALLOW_USB_FILE_TRANSFER, Disallow Data Transfer / DISALLOW_USB_DATA_TRANSFER.



Google Device Policy Editor

(Q search . o
Device Restrictions

show only configured

gy Coners! | Functionality |
Mandatory
— Unspecified ] Allow use of camera.
v Network — Unspecified [ Allow use of device debugging features.
Not configured Debugging features are not automatically enabled, but users will be allowed to enable them.)

Restrictions

— Unspecified [ Allow user to install packages from unknown sources.

Compliance Policy

Password Policy

o)
Not configured
-
S
Permission Grants
v

Not configured

Permission Grants

Whether the user is allowed to enable t
Not configured This is popularly known as "side-loading."

— Unspecified ] Allow user to add their own WiFi networks

A detailed list of permission settings for settings that have been classified

® Dangerous
e Normal
® No Classification

And includes everything from allowing answering of calls, camera, NFC, vibrate, to battery status, and system alerts

Cancel

“Unknown Sources" setting, which allows installation of apps from unknown sources.

—

Google Device Policy Editor

(Q search ) oL
Permission Grants
show only configured

General These are the "policy-wide” permission grants. Changes made here take precedence over the global default permission policy and application default permission
i@ policies, but will be overridden by any application-specific permission grants.
Mandatory
Permission Setting
Network v Classified dangerous
¥ e configured ACCEPT_HANDOVER — Use Application Default Permission Policy

ACCESS_BACKGROUND_LOCATION —
ACCESS_COARSE_LOCATION =
ACCESS_FINE_LOCATION -
ACTIVITY_RECOGNITION =

Restrictions

Compliance Policy

Not configured

o Password Policy ADD_VOICEMAIL -
Not configured ANSWER_PHONE_CALLS =
BODY_SENSORS —
73 Device Restrictions L EENE _
= Not configured
CAMERA —
GET_ACCOUNTS s
v

PROCESS_OUTGOING_CALLS -
READ_CALENDAR =
READ_CALL_LOG -
READ_CONTACTS =
READ_EXTERNAL_STORAGE —
READ_PHONE_NUMBERS =
READ_PHONE_STATE —
READ_SMS —
RECEIVE_MMS -
RECEIVE_SMS =
RECEIVE_WAP_PUSH -

Use Application Default Permission Policy
Use Application Default Permission Policy
Use Application Default Permission Policy
Use Application Default Permission Policy
Use Application Default Permission Policy
Use Application Default Permission Policy
Use Application Default Permission Policy
Use Application Default Permission Policy
Use Application Default Permission Policy
Use Application Default Permission Policy
Use Application Default Permission Policy
Use Application Default Permission Policy
Use Application Default Permission Policy
Use Application Default Permission Policy
Use Application Default Permission Policy
Use Application Default Permi

ion Policy
Use Application Default Permission Policy
Use Application Default Permission Policy
Use Application Default Permission Policy
Use Application Default Permission Policy
Use Application Default Permission Policy

Cancel

|_Save ]

Toggle to show all Permission options... Expand source

ACCEPT_HANDOVER
ACCESS_BACKGROUND_LOCATION
ACCESS_COARSE_LOCATION
ACCESS_FINE_LOCATION
ACTIVITY_RECOGNITION



ADD_VOICEMAIL
ANSWER_PHONE_CALLS
BODY_SENSORS

CALL_PHONE

CAMERA

GET_ACCOUNTS
PROCESS_OUTGOING_CALLS
READ_CALENDAR
READ_CALL_LOG
READ_CONTACTS
READ_EXTERNAL_STORAGE
READ_PHONE_NUMBERS
READ_PHONE_STATE

READ_SMS

RECEIVE_MMS

RECEIVE_SMS
RECEIVE_WAP_PUSH
RECORD_AUDIO

SEND_SMS

USE_SIP

WRITE_CALENDAR
WRITE_CALL_LOG
WRITE_CONTACTS
WRITE_EXTERNAL_STORAGE
ACCESS_LOCATION_EXTRA_COMMANDS
ACCESS_NETWORK_STATE
ACCESS_NOTIFICATION_POLICY
ACCESS_WIFI_STATE
BLUETOOTH

BLUETOOTH_ADMIN
BROADCAST_STICKY
CALL_COMPANION_APP
CHANGE_NETWORK_STATE
CHANGE_WIFI_MULTICAST_STATE
CHANGE_WIFI_STATE
DISABLE_KEYGUARD
EXPAND_STATUS_BAR
FOREGROUND_SERVICE
GET_AND_REQUEST_SCREEN_LOCK_COMPLEXITY
GET_PACKAGE_SIZE
INSTALL_SHORTCUT

INTERNET
KILL_BACKGROUND_PROCESSES
MANAGE_OWN_CALLS
MODIFY_AUDIO_SETTINGS

NFC

NFC_TRANSACTION_EVENT
READ_SYNC_SETTINGS
READ_SYNC_STATS
RECEIVE_BOOT_COMPLETED
REORDER_TASKS
REQUEST_COMPANION_RUN_IN_BACKGROUND
REQUEST_COMPANION_USE_DATA_IN_BACKGROUND
REQUEST_DELETE_PACKAGES
REQUEST_IGNORE_BATTERY_OPTIMIZATIONS
SET_ALARM

SET_WALLPAPER
SET_WALLPAPER_HINTS
TRANSMIT_IR

USE_BIOMETRIC
USE_FINGERPRINT

VIBRATE

WAKE_LOCK
WRITE_SYNC_SETTINGS
ACCESS_MEDIA_LOCATION
BATTERY_STATS
BIND_REMOTEVIEWS
BIND_SMS_APP_SERVICE
CHANGE_CONFIGURATION
GET_ACCOUNTS_PRIVILEGED



GET_TASKS

GLOBAL_SEARCH
INSTANT_APP_FOREGROUND_SERVICE
PACKAGE_USAGE_STATS
PERSISTENT_ACTIVITY
READ_MEDIA_AUDIO
READ_MEDIA_IMAGES
READ_MEDIA_VIDEO
SMS_FINANCIAL_TRANSACTIONS
SYSTEM_ALERT_WINDOW
USE_FULL_SCREEN_INTENT

Configuration | :ogyicblenel . Managed Properties

App Default Permission
— Use Global Default

The default action devices will take when an app requests a permission. Changes made here affect solely this application
and take precedence over the policy default permission, the app default permission (dropdown above), and policy-wide

permission grants.

[ ©)

Permission

v App Requested Permissions
ACCESS_NETWORK_STATE
BLUETOOTH
FOREGROUND_SERVICE
INTERNET
MODIFY_AUDIO_SETTINGS
READ_EXTERNAL_STORAGE

RECEIVE_BOOT_COMPLETED

RECORD_AUDIO
SYSTEM_ALERT_WINDOW
VIBRATE

WAKE_LOCK

WRITE_LEXTERNAL_STORAGE

WRITE_SETTINGS
READ_EPG_DATA
WRITE_EPG_DATA
BIND_DATA_CONSUMER
READ_EXTENSION_DATA

Figure 1.1 - App

Setting

?
4
(W)

Prompt

Grant

Deny

Policy-Wide Permission Default
Policy-Wide Permission Default

Policy-Wide Permission Default

v Policy-Wide Permission Default

? Prompt

v~ Grant

© Deny
Policy-Wide Permission Default
Policy-Wide Permission Default
Policy-Wide Permission Default
Policy-Wide Permission Default
Policy-Wide Permission Default
Policy-Wide Permission Default

Policy-Wide Permission Default

<



FileWave Admin Preferenc
Mail Education Imaging Editor Proxies Software Update

Kiosk VPP & DEP Inventory

General Organization Info Mobile Google LDAP

OAuth 2.0 Service Account
a oK
I

Configure OAuth token
Last synchronization: 7/13/20 8:00 PM

Synchronize

Chromebooks Extension
-.. and then import the certificate in the Google Admin console

Export Certificate
- and then import the policy in the Google Admin console

Export Policy for Extension

Android Service Account

Android Default Policy Editor

Customize default policy

Configure Service Account

Configure Default Policy

tion Permissian
The policy for granting permission reguests to apps. For example, if an
g Py application would like access to the camera, this sets the default action
w2l M taken by the device operating system: prompt user, automatically grant
Prompt the permission, or deny the application access.
Grant
Deny

To add Factory Reset Protection, use the plus button (below) to add a valid Gmail or G-Suite
This account will be required to recover a device that has been wiped.

Default Appli

eset Protection

account email.

Configure FRP Email Template )

Password

Note: Policy not in sync with Google; use Update Model

Cancel

Figure 1.2 - Global



Network

Not configured

Restrictions

Compliance Polic
P y

Not configured

Password Policy

Not configured

Device Restrictions

(1

Not configured

Permission Grants

AN

Not configured

Figure 2.1 - Policy Options

DEDICATED DEVICE

Keyguard

This feature enables you to lock and unlock your screen.
Disabled option will bypass the lock screen.

Dedicated Device -

— Unspecified
. Enabled
| . Disablec 12} Keyguard

Use this set
desirable Int

screen may not be a

this setting.)

Custom Launcher

When enabled, it will set your device to kiosk mode. All the applications available on device screen were deployed through FileWave.


https://kb.filewave.com/uploads/images/gallery/2023-12/8uXLYvG5r81HzaDe-screen-shot-2023-12-12-at-3-59-40-pm.png

— Uunspeaclified
% Enabled ) Custom Launcher

0 Disabled when anabled, the home screan will be replaced with a launcher that only allows access to assoclated applications.

Locked Task

This option will lock the device to open only a single app. The App must be downloaded and installed via FileWave.

TS RS, S T @SS AT W SRS T S IR I AT WY SIS ST aa WSS GV O L 13,

[ Locked Task a Locked Task

Specify an app to be the sole user Interaction for a device.

Click to designate the pinned app for a dedicated device. Q, [optional]
MName -~ Size Version Fil
ﬁ- Play Store App - Adobe Acrobat Reader: Edit PDF 1 1
&- Play Store App - Adobe Lightroom: Photo Editor 3
[ Play Store App - DNSFilter 1
E Play Store App - Evernote - Note Organizer
&- Play Store App - Google Chrome: Fast & Secure 3 2
&- Play Store App - Microsoft Outlook: Organize Your Email & Calendar 1
&- Play Store App - Notion - notes, docs, tasks 1
[® Play Store App - YouTube 1 1
v & -ios
[5= Play Store App - FW Client 1 1

v £ 01.User Test Groups
v &4 -Test Group
= & parmad Eilesats

Cancel
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