Force Location for EMM Android Devices

Description

This article will help you enable location services and open the FileWave app on devices to start the reporting process.

The EMM FileWave client will send location every 15min but needs to be launched one time to start this process and location services
need to be on to support the app.

o Note that for any location services through the Android companion app to function, there is a server side setting for Android
that must be enabled (for version 13.3.x). See related article here: Location Tracking

Ingredients

e FW Central

Directions

1. Create a Fileset for the FileWave Google Play Store app
2. From FileWave Admin, create a new mobile fileset

1. Select Play Store

2. Search for "FileWave" and click on it (Figure 1.1)

3. Press the "Select" button on the right

4. Close that window

You do NOT need to associate the app out to devices. FileWave does this automatically. You are only adding
this application from the play store so you can select it in the policy
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Figure 1.1 - FW Client on Play Store


https://kb.filewave.com/books/filewave-client/chapter/location-tracking

1. Create a Fileset For the Android Policy

From FileWave Admin, create a new mobile fileset

Select Policy under Android

In the description, give it a name (like "Force Location On")
Select "Device Restrictions" on the left and press "Configure..."
Change "Location accuracy" to "High Accuracy" (Figure 1.2)
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This setting to turn on location services is not mandated...a customer can turn their location services back off.
There is no policy available to prevent this.

However, if you make any other policy changes to that device and update the model, this same policy will turn
it back on again. (Every time the policy is changed it applies wholly again to the device)

6. Select "Dedicated Device" on the left and press "Configure..."
7. For "Locked Task" change the dropdown to "Locked Task"
8. Select your "Play Store App - FW Client" fileset (Figure 1.3)
2. Associate this Policy Fileset out to EMM enrolled Android Devices
3. Update the Model

Google Device Policy Editor

Q Search . o
) Device Restrictions &
show only configured
Wianuawory
— Unspecified Allow use of camera.

g

Certificates

Not configured

This is a device restriction; if disallowed here, then the specific application policies and permission grants lose — the camera
will be disabled.

— Unspecified Allow user to configure the developer settings of the device.
Network If enabled, the user has access to and can configure developer settings such as Safe Boot and device debugging features
l Not configured — Unspecified  [@) Allow user to initiate a factory reset of the device.
If factory reset is enabled, a user may manually initiate a device reset. If disabled, a device reset (or "wipe") must be done by

1 Global Proxy a FileWave administrator. The global policy default is "disabled."
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The degree of location detection enabled on organization owned devices.
| | Allowed %) Allow location sharing.
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) Allow users to configure location sharing preferences. The Android global default is "allowed."
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Password Policy Allow users to install from the Play Store only the associated apps (Whitelist), or all apps from the Play Store except those
(% ] associated and set to the 'Blocked install type (Blacklist). In Whitelist mode, apps that are not in a device's policy will be
Not configured uninstalled. The API default is "Whitelist."
— Unspecified Allow user to install packages from unknown sources.
<> Whether the user may enable the "Unknown Sources" setting, allowing installation of apps from unknown sources. This is
ol popularly known as "side-loading."
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\/ Permission Grants nspecifie Allow user to add WiFi networks.

Not configured — Unspecified Auto-update policy for device apps.
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Radio Settings

The Play Store App Auto-Update Policy enforced on a device. If unspecified, the Android default is Choice to the User. To
force apps to update, use Always or WiFi only.
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2 - Policy for Location
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1 payload(s) configured.

Dedicated Device

— Unspecified
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[ Locked Task

Keyguard

Use this setting to bypass the lock screen. For kiosk-style instal
interaction. (Note that if a device has a password set, the keygu

Status Bar

Allow use of the device's notification/status bar. If enabled, user
settings.

Custom Launcher
When enabled, the home screen will be replaced with a launcher
Locked Task

Specify an app to be the sole user interaction for a device.

Click to designate the pinned app for a dedicated device.

Name

Play Store App - FW Client

[> Play Store App - Google Chrome: Fast & Secure

D> Play Store App - Maps - Navigate & Explore

Figure 1.3 - Policy for Dedicated Task
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