Force Location for EMM Android Devices

Description
This article describes the process of enabling Location Services on Android Devices.

The EMM FileWave client companion app sends coordinates every 15min, once configured.

& A server side setting is required since FW 13.3.x. Details highlighted in: Location Tracking

Users may disable Location Services, preventing positional data being returned. However, each time the policy is redelivered
to a device (for example policy changes), the policy should re-enable the feature.

Ingredients

® FileWave Central Admin App
® EMM enrolled Android Device

Directions

Play Store App

A policy to manage the location will be created, but this policy must reference the FileWave Client App. To do this, there must be a
Fileset for the FileWave Client Android App.

B There is no need to create an Association or Deployment for this below created Fileset.

1. From the FileWave Central Admin App, create a New Fileset
1. Select: Google > Android > Play Store
2. Search, open and select the "FileWave" app

Play Store Fileset Creator

< | Search | n 22 @

a FW Client

FileWave, Inc.

E PEGI3

&, This app offers managed configuration

@ This app is only available in certain countries

Select

Filevrare Clentinfe

FileWave Client Info

Android Policy
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The policy created will enable location reporting once active on devices. From the FileWave Central Admin App, create a New Fileset,
for Google > Android > Policy and name the policy, e.g. "Force Location On". Two payloads to be considered.

Device Restrictions (Required)

1. Highlight "Device Restrictions" and select "Configure..."
2. Alter Location Mode and Sharing to Enabled and Allowed respectivel

per the screenshot:

s Location Mode
Tho degrea of location detaction enabled an organization ownod devices

+  Allow location sharing

Allow users 1o configurs location sharing prefarances. The Android giobal dofoult Is “iowed.”

Dedicated Device (Optional)

FileWave Android App must have background running services to report location, notifications, etc. The Dedicated Device Policy is
included to ensure the App is launched at least once; a requirement for the background services to be enabled.

@ Ifitis known that the App has already been launched prior, this payload is not required.

1. Highlight "Dedicated Device" and select "Configure..."

2. Set "Locked Task" as "Locked Task"

3. Select the "Play Store App - FW Client" Fileset from the list.
Q search

O Dedicated Device ©
— Unspecified ¢ Keyguard

General
C Use this setting to bypass the lock screen. For kiask-style Installatians, requiring Users ta interact with the lock screen may not ba a desitable interaction. (Note that if a devica has a password set, the keyguard wil be
Mandatory presented regardiess of this setting.)

~  Custom Launcher
— Unspecified T
Certificates

‘When enablad, the home screen will be replaced with a launcher that only allows access to associated applications.
Not configured

[ Locked Task ¢ Locked Task

Specify an app to be the sole user interaction for a device.

— Network
A 4 Notconfigimsd Click to designate the pinned app for a dedicated device. CLFW Client] x

1 clobarp Name A~ siz2 Verson  Files  Modfied D DefaultRevision  RevisionCount Comment VPP Token
4 bk eonngiie 8 Android 54152 o

e [» Play Store App - FW Client 1 56941 Initial Revision 1

Compliance Policy
Not configured

& Password Policy
Not configured

Device Restrictions

1

1 payload(s) configured.

Permission Grants

<

Not configured

Dedicated Device

1 payload|

- ...

Assignment
On saving the Policy, choose to assign the Policy to devices either as an Association or Deployment and Update Model.

From assignment, opening the Device Info for a relevant device should now show an additional tab called "Position Map". However,
until the Policy is active and the device has subsequently returned the initial coordinates, no map will yet be shown.

& If Device Info is already open, Position Map may remain this way until the Device Info window is closed and re-opened.
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The Status of the Policy may be observed from the Fileset Status view:

Last Connected: 2024/11/13 09:27
Platform: Android 10
Enroliment Type: Enrcliment via EMM_API = |ﬁ|

Export Current Tab Tools -~

Filesets Status = Device Details Installed Policy Position Map

Show All e 1 Association(s) I'Cl force location
Fileset ~  Fileset ID Revision Revision 1D Status
Google Policy - Force Location On 56942 <default> (Initial Revision) 56942 Active

The map will then display the device location once reported.

Last Connected: 2024/11/13 09:27
Platform: Android 10
Enrollment Type: Enrollment via EMM_API = |ﬁ|

Export Current Tab Tools -

Filesets Status Device Details Installed Policy Position Map
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