Apple Classroom

Apple Classroom is an application developed by Apple for educational environments. It is designed to assist teachers in managing and
monitoring students' iPad activities during class. With Apple Classroom, teachers can launch apps, lock screens, send and receive
documents, view students' screens, and control their iPad usage remotely. It provides educators with tools to guide and enhance the
learning experience, promote collaboration, and maintain a focused classroom environment. Apple Classroom enables teachers to
better engage with students and tailor instruction to individual needs using iPads as educational tools.

® Classroom — Feature Overview
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Classroom — Feature Overview

»

This is Apple's application for teachers allowing them to manage a class of students using iPads. The application is available on
the iTunes App Store and the Volume Purchase Program (VPP) App Store. Apple has a video about the application in the "Meet your

new teaching assistant" section at this link: http://www.apple.com/education/products/
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Main features:

Show, for each device, what the student is doing (which app is in the foreground)

Lock student devices (eyes up front)

Start application or Safari on a given web page on student devices (either in single app mode or not)
Observe (without interaction) student devices

Pre-assign shared iPad to student to ease login

Display student iPad screen on Apple TVs

Logout users

Change user passwords (with Managed Apple IDs)

Note: The Classroom app should only be installed on teacher iPads. Do not install it on a student device; it will only produce an error

when launching...

Apple School Manager (ASM)

ASM can be thought of as a "Super Device Enrollment Program (DEP)" account, including VPP, DEP, Student Information System (SIS)

data management, and Apple ID management. Existing customers will have to upgrade their DEP account to ASM. Customers are

encouraged to read and follow this Apple knowledgebase article to prepare their setup for conversion: https://support.apple.com/en-
HT206590.

ASM is only mandatory to create and manage Apple IDs. Which means that the only features requiring ASM are:

® Shared iPad support
® Reset student password


https://itunes.apple.com/app/id1085319084
http://www.apple.com/education/products/
https://support.apple.com/en-us/HT206590

Everything else - Classroom included - works without an ASM account.
How FileWave supports it
FileWave helps with deploying the Classroom app to devices. After deployment, the app has to be configured, which requires:

® Client SSL certificates for each device
e A specific profile ("education payload") that will configure both the Classroom app and Shared iPad devices

FileWave will do all of this for you:

Get information from your SIS provider

Helps you associating devices and persons (1:1 context) or carts and classes (shared context)

Support for both 1:1 and Shared iPad models

Automatically generates and deploys the education payload, specific for each device

Provide a way to import "place holders" for devices that you have not yet physically deployed, so you can prepare workflows
for apps / payloads in advance

Unique FileWave benefits:

® Seamless integration with your usual FileWave deployment workflow



Classroom — Shared iPad

Terms and Definitions

Classroom — this is this is Apple's application for teachers allowing them to manage a class of students using iPad devices. Main
features:

Lock student devices

Start application or Safari on a given web page on student devices
Observe (without interaction) student devices

Pre-assign shared iPad to students

Display student iPad screen on Apple TVs

Shared iPad - this is a special mode in which iPad devices can be put, which allows multi-users on a single iPad.

Only one user is logged in at a time

Personal data are downloaded from iCloud on first login on the device and cached on the device
You can configure how many "user caches" can be stored on the device

Managed Apple IDs are required

Apple School Manager - this is Apple "Super DEP" portal for education.

Works as a normal DEP account (you can create multiple "virtual servers" and use them to deploy your devices)
Integrates VPP

Integrates Student Information System data

Integrates Managed Apple IDs management

One-to-One (1:1) context - this is a deployment model where a person is getting a device that is not shared with another person.
Cart - this is a Group of devices that usually stay in one classroom, and that are shared by students. They do not have to actually be
stored in a cart; this is just a logical grouping that we chose to call a Cart.

While Classroom and Shared iPad share the same underlying concepts, it is not mandatory to use both together:

® Classroom only can be used in 1:1 context without Shared iPad
® Shared iPad can be used without a teacher running Classroom

Hardware Requirements
Apple has the hardware requirements listed here: https://help.apple.com/classroom/ipad/1.1/#/cadc1b9b4f8a (I know that it's an
ugly URL, but it takes you where you need to go). On this page, you will see that the following applies:

All devices require Bluetooth LE (Low Energy) support
Nothing additional for teacher devices

1:1 student devices must be supervised

Shared iPad requires more storage space

How it works: Classroom

® Classroom is configured using a special "education" payload (profile), which has to be sent via MDM.

® The profile has to contain data based on SIS data, indicating who is using what.

® From a communication point of view, Apple uses Bluetooth LE (hence the hardware limitation) to initiate the connection
between devices and then establish a TCP/IP connection, using SSL certificates for security.

How it works: Shared iPad

Devices have to be in an ASM account.

There is a special option you have to enable in DEP profile before activating the device.

Once the device is activated, it will be prepared for Shared iPad (it will reboot just after enrollment).
Users can log into the device using a Managed Apple ID from the same ASM account.

Device space will be shared:

° i0s

o Common apps, media

o For each user, local cache of personal data

® When user logs in / out, data are synchronized via iCloud.


https://help.apple.com/classroom/ipad/1.1/#/cadc1b9b4f8a

Classroom — SIS Data

SIS Support

To know how to configure devices, FileWave needs to import SIS data; mainly person details and class organization.
We currently support:

e ASM import (AKA "roster API")
® CSVimport

ASM data will be synchronized once every day (at midnight). You can force a refresh in Education settings of FileWave Admin
Preferences.

Classroom
Classroom has import settings. The format for the CSV files is the same, but the syntax to import these is different

Importing CSV files for students, teachers, and classes for Classroom
SSH into the FileWave Server, then run the following commands as appropriate (note, the full path to python and django have to be
specified):

/usr/local/filewave/python/bin/python /usr/local/filewave/django/manage.pyc sis_csv_data_import -teachers <full
path to teachers.csv> [full|-incremental]

/usr/local/filewave/python/bin/python /usr/local/filewave/django/manage.pyc sis_csv_data_import -students <full
path to students.csv> [full|-incremental]

/usr/local/filewave/python/bin/python /usr/local/filewave/django/manage.pyc sis_csv_data_import -classes <full
path to classes.csv> [full|-incremental]

Required Data

Classroom is an application that allows teachers to use their iPads to manage student devices during a class. Classroom requires the
devices to be configured by MDM; with the configuration defining:

For teacher devices:

® Which classes are lead by the teacher
® Which students are in the classes
® Which devices are used by those students

For student devices (1:1):

o Which device(s) are used by the student
o Which classes are attended by the student

For cart (shared) devices:

o Which classes will use this cart (defined as a Group of devices used with Classroom, irrespective of whether they are
in a physical cart).
o Which students will use this cart (because they are in the class)

This means that in order to configure Classroom, you need to know:

1. Which devices you are managing

2. SIS data, which tells you which students are in a class lead by which teacher

3. Alink between the device(s) and person(s):
1. Either a direct link for 1:1 (teachers or for 1:1 students deployment model); or
2. Alink between a Group of devices ("a cart") to a Group of students ("a class")

Devices

Single devices

Any device already enrolled in FileWave can be used for Classroom. However, at times it may be useful to prepare your deployment
system upfront, before devices are actually enrolled. This is more important in a 1:1 deployment model where you want to have your
students unboxing and enrolling devices with their own usernames, but you don't want to wait hours (or days) until all VPP licenses
finally land to the device.

FileWave 11.1+ allows the creation of placeholders for iOS devices and preparation of your deployment workflow as well as your
classroom settings before real enrollment occurs:

® AnyiOS device in a DEP account can be imported as placeholder (if not enrolled yet)

® You can import a CSV file based on serial number for non-DEP devices.

Carts
Classroom support introduces concept of Carts, which are nothing more than a special Group of iOS devices. These apply to the term



Cart:

A Cart contains only Clones of iOS devices.

A device can have a Clone in one and only one Cart.

You can create a Cart by clicking on the toolbar icon.

You can add a device to a cart by right-clicking on an iOS device and select "Add to Cart" or by drag-and-drop. Note: this will
move any existing Clone currently in another Cart into the target Cart.

Define how persons are using devices
You need to tell FileWave who will be using which device. This can be:

® Adirect 1:1 association for teachers
® Adirect 1:1 association for students in a 1:1 deployment model
® An association between Group of devices (cart) and Group of students (class)

Note: Shared iPads can only be used with carts. If you make a 1:1 association between a shared iPad and a user, it will not work as
part of a "Cart" Grouping of iPads.
FileWave offers you different ways of providing these mappings:

1. Importa CSV file for 1:1 associations

=¥ Import one-to-one associations

Select a CSV file with one-to-one (Person:Device) associations.

This will be used to generate Classroom configuration.

Replace existing association(s)

one-to-one association file: .csv file Browse...

Note: in one-to-one, a device can be associated to one and only one person.

Download template Cancel OK

1. Import a CSV file for cart:class associations

=¥ Import Carts:Class associations

Select a CSV file with Cart:Device associations.

This will be used to generate Classroom and shared iPad devices configuration.

Replace existing association(s)

Carts:Class association file: .csv file Browse...

Note: a device can be in one and only one cart, and can't at the same time in a cart and associated to a single person.
Download template Cancel OK

1. Authentication for 1:1 with LDAP

You can configure FileWave to automatically associate a device to a person using the enrollment auth username. Upon enrollment,
FileWave can then look into SIS data and if there is a person having the same identifier in your SIS data, then the auth username link
will be made. This can be enabled in Classroom preferences.

1. Manually via drag-and-drop
In order to import CSV files, you have to first specify that you will be using CSV files using the SIS pane of the Education settings of

FileWave Admin Preferences, by clicking on the "Edit Settings..." button, authenticating as the super user (fwadmin), as shown on the
next page.



General Organization Info Moabile LDAP Kiosk VPP & DEP Inventory Mail Imaging Editor Proxies

m Engage  Apple Classroom

Edit Settings... No SIS configured
BYNCTTONIZE Last Sync: NJA

NOTE: The above SIS configuration is used to extract SIS data for both Engage and Apple Classroom.
If you have Engage configured then it must be running before you can modify the SIS configuration.

The import dialog should default to "None / CSV" in the selection box of "SIS data source."

@ @ - Configure SIS source

SIS data source: | None [ CSV

SIS data extraction will not automatically pull data from an external system.
You should use this option if you want to use CSV files as the SIS data source.

If not, select that option.



@ “# Configure 515 source

Clever.com

Apple School Manager ta from an external system.

You should use | , 5V files as the SIS data source.

You then need to enable Classroom support in FileWave Admin by selecting the following checkbox in the "Apple Classroom" pane the
Education tab of FileWave Admin Preferences.

General Organization Info Mobile LDAP Kiosk VPP & DEP

Inventory Mail Imaging Editor Proxies

SIS  Engage LTI ELEEGTT)

_ Enable Classroom support
Security

l\-_'la_ nage Certi_li-:a_tes CA Certificates not configured
Options
| Automatically associate one-to-one devices based on Idap username upan enroliment
" | Log out users of shared devices at: 12:00 AM 2

Applications can only be deployed when there is no user logged in. You can force them to logout.
Doing it overnight when users are likely not using devices is recommended.

Image service

To display students' pictures in Classroom, you need to provide a web service. FileWave will request images based on the
user_identifier and size (large and small).

The url must contain %user identifier® and %size% placeholders, for instance:
https://myserver:B080/images?user=%user_identifier¥%&size=%size%.

You can protect the service with basic or digest authentication.

Service url:
Authentication: Mo authentication =
User:
Password:
Rescet cache Classroom application caches images. Reset cache if images have changed.

The education profile will be redeployed.

Classroom security relies on SSL Certificates, which will be deployed on each device. FileWave has to create those certificates prior to
configuring Classroom. The first time you enable Classroom, you'll then be prompted to generate those certificates:



m Classroom communication security relies on
-/ / device certificates.
{ You need to create Certificate Authorities.
® Do you want to do it now ?

R

You'll then be able to save the main CA (certificate authority) private key - you'll need it if you want to revoke / renew certificates. (You
also need super user credentials for that):

Warning: DO NOT LOSE THE PRIVATE KEY!

L]

New Classroom CA certificates have been
generated. Store the private key for this
root certificate in a secure location. It will be
required when changing one of the
intermediate CAs.

For security reasons, FileWave does not
keep a copy of your private key. Therefore,
if you lose it, you will be forced to
regenerate the root certificate, which
means all devices will have invalid

certificates and need new ones.

You will then be warned that the Private Key will not be stored within FileWave. It is your responsibility to maintain a copy of this in a
safe location. Be sure to note where you are saving this so that you can put is somewhere safe. Also note that the file will be named
"FileWave Classroom Private Key.key."

Note: If you have Keynote installed on your admin machine, the icon for this file will be a Keynote deck icon!

The dialog will display the certificates in a tree structure, where the root CA certificate is the top level item in the tree. The serial
number and the expiry date of each certificate are also displayed. Certificates that will expire in less than one month are displayed
with a yellow background, while expired certificates are displayed with red letters. You can sort by any column and filter certificates
by typing some criteria in the search box and pressing Enter.



¥ Classroom Certificates

Classroom Certificates er Search... Y
Certificate ¥ Serial Number Expiry Date
¥ Root CA 1 6/22/26 11:25 AM
¥ Member CA 3 6/22/26 11:25 AM
Member Certificate & 6/22/26 11:25 AM
¥ Leader CA 2 6/22/26 11:25 AM
Leader Certificate 4 6/22/26 11:25 AM

The private key of the root Classroom certificate is reguired for renewing or revoking other certificates.

Renew Revoke m

You can renew and revoke any certificates. In order to do so, select one or more certificates. The view supports multiple selection by
holding the Ctrl key (Command or 3§ on Mac) and clicking entries. You can then either right-click to get a contextual menu or use the
corresponding buttons on the lower left corner of the dialog. When revoking a certificate, all its child certificates will also be revoked.
The certificate and its child certificates will be renewed automatically right after revocation.

You don't need the private key for renewing or revoking leader or member certificates. However, renewing/revoking any intermediate
CAs requires the private key of the Root CA that was generated before. The first time you renew or revoke an intermediate CA
certificate, you will be asked to open the private key. It will be remembered for the duration of the dialog, so you won't need to open it
again for any subsequent operations on CA certificates, unless an operation fails. If you close the dialog and open it again later, you
will need to provide the private key again for renewing/revoking CA certificates.

Although not recommended, it is possible to revoke the root CA without providing the private key by clicking "Cancel" in the file dialog
to open the private key. This is useful for example in case you lose the private key. After revoking the root CA, the whole certificate
tree will be regenerated automatically.

After getting the certificates taken care of and storing your Private Key, clicking OK in the Preferences will result in the main window of
FileWave Admin having a new category listed in the left-hand column labeled "Classroom."

CSV File Formats

The Entities supported

Before importing your mappings for Person:Device and Cart:Class associations, you first have to get Teacher, Student, Class data into
the database, which you can do through the use of CSV files. You must get class/student/teacher data into FileWave for use with
Classroom. You can do that with CSV files. There are three different entities for which you can import/update instances in the DB. Here
they are with the supported fields you can specify in the CSV files:

Students:

username (ID, required): username used for logging in.
password: password used for authentication

email

first_name

last_name

district_id

school_id

birth_date (ISO encoded date)

grade

managed_apple_id

O 0O 00 0 O0O0O0OO0OOo



Teachers

username (ID, required): username used for logging in.
password: password used for authentication

email

first_name

last_name

district_id

school_id

title

managed_apple_id

O 0 00O 00 O0O0O0

Classes:

class_id (ID, required)

teachers: a'|' (pipe) - separated list of teachers' usernames
district_id

school_id

name

description

grade

start_date

end_date

students: a'|' (pipe) - separated list of students' usernames

O 0O 00 00 O0O0O0OO0

To import the CSV file, change your path to:
/usr/local/filewave/Django/ (on Mac or Linux), or
C:\Program Files (x86)\FileWave\ (on Windows)
then run this command:

/usr/local/filewave/python/bin/python manage.pyc sis_csv_data_import -classes <path to classes.csv> --teachers
<path to teachers.csv> --students <path to students.csv> [-full|-incremental]

Note: This is a single command without carriage returns at the end of the line.

Where:

<path to classes.csv> gives the path to the CSV file that defines the classes to import

<path to teachers.csv> gives the path to the CSV file that defines the teachers to import

<path to students.csv> gives the path to the CSV file that defines the students to import

--full or --incremental (default is --full): The full sync is handled so that a record that is in the DB but not in the file is marked
as inactive (for later deletion). An incremental sync on the other hand is just updating or inserting records without touching
the ones that are not referenced.

It's possible also to specify only one file

CSV Structure

Each file is a CSV with a header. In the header you have to specify which fields you want to insert/update for each of the records. Each
entity type has a field that uniquely identifies it (see entity description for detailed info).

When a CSV file is imported, we try to find the corresponding record in the DB with that identifier. If we can we update the fields that
are specified in the file (and leave the other fields as they were before).

The new "Classroom" view is not enabled by default. We do not want to have this showing for all customers unless they are using
Classroom.
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Cart associations (Cart to Class)

) Esarvihing is OK

From the Classrrom view you can:

® Import One-to-One or Cart associations CSV files
® Change associations via drag and drop:

© Drop one device to a single person for 1:1

© Drop one person to a single device for 1:1

© Drop a cart to a class for shared iPad model

© Dropaclasstoacart
® See the current association state

Clicking on "Import one-to-one association(s)" results in this dialog box:

L ] =¥ Import one-to-one associations

Select a CSV file with one-to-one (Person:Device) associations.
This will be used to generate Classroom configuration

Replace existing association(s)

one-to-one association file: _csv file Browse...

Note: in one-to-one, a device can be associated to one and only one persan.
Download template Cancel OK

Note the "Download template" button, which produces a CSV file that is commented to make it easy for you to produce files in the
proper format.

Clicking on the "Import Cart:Class association(s)" button results in this dialog box, which also has a "Download template" button:



=  Import Carts:Class associations

Select a CSV file with Cart:Device associations.
This will be used to generate Classroom and shared |Pad devices configuratien.

| Replace existing association(s)

Carts:Class association file: _csv file Browse...

Note: a device can be in one and only one cart, and can't at the same time in a cart and associated to a single person.

Download template Cancel OK

Once the import is successfully done, you will receive a prompt asking if you want to re-generate the Education Profiles. In cases
where you are importing both 1:1 associations and carts mappings, the suggested workflow is to generate the Profiles only after the
second import.

Cart CSV File

You can also produce the Cart:Device associations via CSV import. The file format needs to contain three columns:

® cart_name: identifier of the cart
® devices: list of serial_numbers separated by pipe "|"
® classes: list of class identifiers separated by pipe "|"

This is an example
cart_name,devices,classes
cart-1,SN-1|SN-2|SN-3,class-1]|class-2
cart-2,SN-4|SN-5,class-2

Notes:

® Inincremental mode is possible to omit the devices or the classes column.
® So this file updates only the list of the classes:

cart_name,classes
cart-1,class-1|class-2
cart-2,class-2

® And this file updates only the list of devices belonging to the carts

cart_name,devices
cart-1,SN-1|SN-2|SN-3

® Adevice can belong only to one cart. If the same serial number is listed multiple times, the last assignment will be the final
one

Mappings Validity
To validate the mappings (1:1 or cart/class) the code applies the following rules:

Rule #0: a mapping is invalid if the related item does not exist
Rule #1: Devices in cart cannot have 1:1 mapping

Rule #2: A 1:1 device can have only 1 mapping

Rule #3: Teachers can have multiple 1:1 devices assigned

Rule #4: Students can have only 1:1 mapping and use cart devices

Each time the check is performed a mapping is validated only if it is compliant with all the rules, otherwise it will be marked as invalid.

Invalid mappings are not taken in account for Education Profile generation

Information about invalid mappings are shown in the Dashboard



%= Go to Settings
Found 1 invalid mappings (1 for 1:1, 0 for carts)
Last Check: a few seconds ago May 20, 2016 6:20:40 PM




Classroom — Image Service

The Classroom app is able to display pictures of students - by default, initials will be used. FileWave has to be configured regarding
where to get images.

Classroom uses SSL for communication and will use the device certificate to authenticate itself to the imaging service. FileWave will
receive the request from the device and check if the certificate is valid. If it is, then FileWave will request the image from the image
(picture) hosting service and serve back the image to the device

People, in the Classroom environment, whether teachers or students, all have an identifier (sis_id) and images are stored on the
referenced server in two sizes (large, small). Our recommendation regarding image size are 675x1024 pixels for the small image and
2700x4100 pixels for the large image. Test a few before deploying hundreds of images to ensure that these sizes work well with your
student devices.

In FileWave Admin Preferences, Education Tab, Apple Classroom pane, you can specify where FileWave will request images from. We
support http and https protocols, as well as basic and digest authentication.

Image service

To display students pictures in Classroom, you need to provide a web service. FileWave will request images based on the

user_identifier and size (large and small).
The url must contain %user_identifier% and %size% placeholders, for instance:

https://myserver:8080/images?user=%user_identifier%&size=%size%.
You can protect the service with basic or digest authentication.
Service url: http://pn.filewave.com:20499/sis/images/%user_identifier¥%/%size%
Authentication: = No authentication
User:
Password:
Template check: template is valid.

Classroom application caches images. Reset cache if images have changed.

e il The education profile will be redeployed.

Classroom app and shared iPad login screens have a long time cache based on the image URL. The cache can be "reset" by clicking
the corresponding button above. Iit does not clear the cache (there is no way to do so), but it generates a new URL for each image, so
devices will be forced to re-download them.

For more information regarding setting up your Classroom Image service, see this FileWave knowledgebase article: Getting student
images into Classroom


https://kb.filewave.com/books/apple-classroom/page/getting-student-images-into-classroom

Classroom — Shared iPad

Keep in mind that Shared iPad and Classroom are independent; they use the same configuration system (education profile), but they
can be used separately.

Enable Shared iPad

® Devices have to be in an ASM DEP account; check also hardware requirements - they are pretty high.
® There is a new option in DEP profile

Shared iPad options (Apple School Manager only)
Enable Shared iPad

Device will be configured as Shared iPad. Devices that
do not meet requirements ignore the option.

1 ~  Maximum number of users

Sets the maximum number of users that can
use a shared iPad. If greater than the
maximum possible number of users supported
on the device, the device will be configured
with the maximum possible number of users
instead.

® Device must then be re-activated (wiped)

Shared iPad and multiple users

Shared iPad users are not "concurrent" users (as you could see with fast user switching on mac0S); they just "share" iPad space and
applications. Their personal data is stored in iCloud (this is why Managed Apple IDs are required) and will by synchronized on the
device upon login.

Maximum resident users

You can define, in the DEP profile, the maximum number of users that can use a Shared iPad. Note: this only configures how many
slices the user space will be divided into. For instance, on a 128 GB iPad, if you allocate 10 max users, each user will have an equal
amount of storage space for personal data. Ten students can log into the device and will have a nearly instant login once their data is
cached on the device. If an 11th student logs in, the oldest account will be deleted to free space for this user - so the login will be
pretty long (sync user 1 data to iCloud, remove user 1 data from device, download user 11 data from iCloud).

User Management

There is a new entry in the Client Info dialog showing users on a shared device:



DMPRHPAFC

DMPRHPAFGEVY
Device Name: DMPRHPAFGEVY

Device Type: Pad
Last Connected: 07/06/16 12:01

108 Version: 9.3.2

Export Current Tab Exgcute Verify Remote Wipe...

Filesets Status  Device Details Command History  Managed Apps  Installed Apps ~ Managed Documents  Installed Profiles

User Name ¥ IsLogged in Has Data To Sync Data Quota Data Used
pierrenicolasr+asm_mv_im@filewave.com false false 0B 358 MB
plerrenicolasr+asm_mv_hu@filewave.com false false 0B 3BaImMB
pierrenicolasr+asm_mv_ca@filewave.com true true 4GB 1251 MB

It returns data regarding who is logged in and the amount of space used by that user.
You can:

® Delete a user's current cache on a device: next login will be slower, but this will save a slot
® Logauserout

Has Data To Sync Data Quota Data Used
false 0B 35,9 MB

false 0B 38,3 MB
G

Force log out
Delete cached data

Shared iPad and Login

To login to a Shared iPad, you need to enter a Managed Apple ID. To ease login, Apple provides different ways:

Enter full Apple ID

Select one of the recent users

Select a class and then a user from the class
Use "Assign" feature from Classroom app



Four Ways to Log In

E008-26C004

Passcode is still required; this is pre-login only.
By default, FileWave will use passcode type "four." This can be changed.

1. add this in settings_custom.py and restart apache
2. supported values are "four", "six", "complex"
settings.CLASSROOM_DEFAULT_PASSCODE_TYPE = "six"
Supported values are complex, four, or six
This file is located at:
on Mac OS X/ Linux - /usr/local/filewave/django/filewave
Roster API currently only returns "Name" - no distinction between first and last name. In that case, FileWave will take the
first word as first name and the rest as last name.

Shared iPad restrictions

Application installation

Applications can only be installed when there is no logged in User - MDM will report invalid MDM command when it's done
while a user is logged in on a shared iPad.

The recommended workflow is:

® Pre-deploy all required apps before school starts
® Ifyou need to deploy an app during school time, then:
o FileWave can be configured to automatically log out users at a given time and proceed with Application self-healing.
You can prepare app installation during the day and let FileWave log users out and then install apps overnight; or,
o If urgent, you have to either force logout of all users or get them to manually log out.

-~

Log out shared device users at: 00:00 [

Applications can only be deployed when there is no user loged in. You can force a logout.
Doing it overnight when users are likely not using devices is recommended.



Classroom — Different Deployment Scenarios

To have Classroom working, you need:

All devices enrolled in FileWave

Teacher devices identified, with Classroom app installed on them

1:1 devices identified (with identified Student)

Cart Groups for shared devices

Classes information (teachers, students, cart) loaded into the FileWave database

So you will have to:

Enroll devices

Import SIS data (classes, teachers, students)

Associate devices to users (for 1:1 and teachers) and Carts-to-Classes (Shared model)
Deploy Classroom app to teacher devices

FileWave does not require a specific order for these actions.
Some scenarios:

Enroll Cart devices and create carts

Import SIS data

Associate classes to carts

Create placeholders for teacher devices

Associate each teacher device to its teacher

Deploy Classroom to teacher devices

Have a 1:1 enrollment process (with auto enroll) where MDM auth username matches SIS identifier, so students can unbox
their iPad and do the enrollment themselves

NoogkrwnE

You can also prepare everything upfront:

Import SIS data

Import placeholders for 1:1 devices

Enroll cart devices

Associate classes to carts, devices to persons
Deploy Classroom to teacher devices

Enroll one-to-one devices

curwNE

Changes can be incremental - so if, for instance, you have a new student, you can add the device:person association later without re-
doing everything.



Classroom — What we don’t support

e Carts are always associated to a whole Class. There is no way to indicate to FileWave that this cart is for the 10 first
students while the second cart is for the last 10 students.

® Passcode options - we can't get the passcode type from ASM for a person, so we can't prepare the right passcode keyboard.

We don't Group classes by Department.

® C(Class-level deployment (i.e. make an association to a Class, all devices used by that class will get the app, users in that
class will see the app, others won't. However, it is still possible to deploy apps outside of the Classroom use case, so you
can't say that just because an iPad is in a Cart Group that only apps that have been deployed to the class(es) associated
with the cart can be seen by students in a given class...).



Managed Apple IDs

Apple IDs has always been the central piece of Apple ecosystem - linked to an iTunes account, it was the only way to get software
licenses until VPP device based licenses have been added. It was becoming more and more complicated for Education Organization to
maintain, even after Apple introduced education / under-age Apple ids.

This is why Apple introduced, in conjunction with Apple School Manager, "Managed Apple Ids" - those Apple Ids behave like any
other, but instead of being "owned" by a user, they are "managed" by an education organization.

Silent invite

It is now possible to assign licenses to Managed Apple IDs, via VPP Users. While most of the apps now support Device Based
assignment, a few apps still require user based licenses, and books are still using User Based Licenses. On this level, Managed Apple
IDs are like normal Apple IDs: they have to be associated to a VPP user for the corresponding VPP token so the token organization can
assign licenses to the Apple ID.

To improve customers workflow, Apple introduced the ability for MDMs to automatically and silently link a VPP user and a Managed
Apple IDs. This makes organization life easier as they don't have to rely on human interaction to link their Apple ID to your VPP
organization.

With the release of FileWave 12.7 FileWave have implemented this feature for 1:1 devices. Whenever a change occurs in the
"Classroom" panel, FileWave will link the VPP user to the device;

e from the same Organization as the DEP token used for SIS extraction
® used ina1:1 association for SIS

When this happens a VPP user will be associated to the user Managed Apple ID - and therefore user based licenses, including those
for books, can be deployed, without the need of manually joining the organization. You will no longer need to accept the Apple terms
and conditions on each device you are managing.

How to implement Managed Apple IDs with user assignment with FileWave

The user will need to sign in to the App store on their device with their managed Apple ID. Without this there is no way to know what
managed Apple ID should be on which device. To do this the user will need to go to Settings -> iTunes & App Store -> Sign in with the
account. If you are already signing the devices in with the managed Apple ID for iCloud you still will need to sign them in to the iTunes
App store settings on the device.

One tip with this setup would be to sign in with the Managed Apple ID on the device during DEP setup on the individual devices. This
would allow you to skip a step of signing the devices in after Enrollment is finished. So for this you would want to Enable Apple ID
setup in your DEP profile so that this is not skipped during initial activation.



Getting student images into Classroom

Do you want student images to show up in Apple's Classroom tool? You have come to the right place.

Overview

. Images

1
2. Large and small format of each student's image
3

. Properly named

® %user_identifier% = SIS/Student ID

® %size% = large or small
Web server to host images
Some form of security

cukr

Images

Enter the URL into FileWave Admin Preferences

Many photography companies will name and resize images to whatever you need. Try contacting them before spending too much time

creating perfect images.

It might also be work checking out how you SIS and/or Library checkout system store and share images, you may just be able to share

that folder.

Image Name

Student image files have three requirements.

® %user_identifier% = SIS/Student ID

® %size% = large or small
® extension = png or jpg

%user_identifier%

If I was looking at ASM (Apple School Manager), and my students were showing with IDs like S0001, SO002 etc.

Search People

Search Person Number Only :

Status

Active

Active

Active

Active

Active

Active

Active

Active

Active

Then I would know that SO001 should be used for %user_identifier%
Be Careful: Apple School Manager lists "Person Number" and "Person ID" and you want to use "Person Number" when naming the

images

Person ...

50001

S0001

50002

S0003

S0004

50004

S0005

50005

S0006

First Name

PN

Balinda

Ben

Parker

Pari

Schueler

Hedi

Steven

Jason

Last Mame

Stud

Pink-bow

Student

Blue-Plad

Green-Scarf

Eins

Blue-Eyes

Wigan

Black-Shirt

pi...

Grade Le...

None

None

None

Role

Student

Student

Student

Student

Student

Student

Student

Student

Student

vl



%size%

As of the writing of this document, Apple has specified small and large versions of images are needed, but not the size.
FileWave's recommendation regarding image size are:

Small: 675x1024 pixels
Large: 2700x4100 pixels

Test a few before deploying hundreds of images to ensure that these sizes work well with your student devices.

Web Server

There are two main ways to list and share images (with some minor variation)

e A web server with a directory(folder) of student images
e A web server running some scripts (like python, java)

We will only talk about option one here, if you are advanced enough to program option two, you probably don't need FileWave's help.
What if I don't know which one to do?

If you don't know which one is best or you can do. A directory of images is by far the easiest. But always feel free to contact support
with further questions and help.

Directory

In this setup you typically have a flat structure (meaning images are not in folders, just one folder will all student images in it), and
would look something like:

Filename ~ Size
& S0001-large.jpg 4.5 MB
& S0001-smalljpg 592.6 KB
= S0002-large.jpg 4.6 MB
& S0002-small.jpg 419.6 KB
= S0003-large.jpg 4.9 MB
& S50003-small.jpg 672.5 KB
= S0004-large.jpg 5.5 MB
a S0004-smalljpg 649.4 KB
& S0005-large.jpg 4.6 MB
& S50005-small.jpg 588.7 KB
= S0006-large.jpa 4.0 MB
& S0006-smalljpg 417.6 KB
= S0007-large.jpg 4.2 MB
& S0007-small.jpg 466.5 KB
= S0008-large.jpg 3.0 MB
= S0008-smalljpg 3346 KB
& S0009-large.jpg 4.8 MB
5 S0009-smalljpg 620.5 KB
= S0010-large.jpg 3.0MB
& S0010-smalljpg 3243 KB
% S0011-large.jpg 4.2 MB
& S50011-small.jpg 405.6 KB
= S0012-large.jpg 4.5 MB
a S0012-small.jpg 490.4 KB
& S0013-large.jpg 5.1 MB
5 S0013-smalljpg 529.6 KB
= S0014-large.jpg 3.0MB
& S50014-small.jpg 431.1KB
= S0015-large.jpg 4.8 MB
& S0015-small.jpg 506.4 KB

Setup for your web server will vary depending on which one you selected. But if you can navigate via a browser to a URL simular to
https://fwusa.filewave.com/images/stu/S0001-small.jpg

Then you are ready to move on

Security



Student images are personally identifiable pieces of information and are important to maintain privacy. You will want to give
reasonable assurance that you have done your best to prevent these images being released into the wild.

Below could be considered minimum recommendation, but always make things as secure as you can.

Setup will vary depending on the web server selected, so please refer to best practice or hardening guides of the respective server
solution.

Internal only

This web server should not be accessable from outside your network. So using the main district web server, a computer sitting in a
Firewall's DMZ or a hosted server are all insecure solutions.

You could start up a virtual machine running a free linux OS, enable server.app's webserver on an macOS computer, or use windows.
Whichever you do, use something that will always have the same IP/domain name, and is always running.

HTTPS

These days there are few excuses for not doing https. Certificates are cheap or free, and using a secure connections helps prevent
data interception from source to destination. Just do https (Port 443/TCP), and even disable http (Port 80/TCP)

Password Protected

Many web servers can enable password protection for a whole site or even just a section of a site. If using apache an .htaccess file
simular to this:

AuthType Basic

AuthName "Protected Student pictures"
AuthBasicProvider file

AuthUserFile /var/www/.htpasswd
Require valid-user

Can be placed inside the student images folder to password protect it.
(see https://httpd.apache.org/docs/current/howto/htaccess.html for more info on apache .htaccess files including setup and use)
And a user can be created by something like:

htpasswd -c /var/www/.htpasswd picture_user

Note: that the password file is the same /var/www/.htpasswd in both .htaccess and htpasswd

(see https://httpd.apache.org/docs/current/programs/htpasswd.html for usage).

Constructing the URL for Admin Preferences

If we were able to access the images via browser at a URL like

https://fwusa.filewave.com/images/stu/S0001-small.jpg

Then we can use that as our template

https://fwusa.filewave.com/images/stu/S0001-small.jpg

tsizel

https://fwusa.filewave.com/images/stu/50001-small. jpg

—

tuser identifier% extension

Would become:
https://fwusa.filewave.com/images/stu/%user_identifier%-%size%.jpg

Note how the - needed to stay in the URL, and that it was an https server.


https://httpd.apache.org/docs/current/howto/htaccess.html
https://httpd.apache.org/docs/current/programs/htpasswd.html

<V FileWave Admin Preferences

General  Organization Info  Mobile ~ LDAP  Kiosk VPP &DEP  Inventory  Mail m Imaging  Editor  Proxies

SIS Engage Apple Classroom

Enable Classroom support
Security

Manage Certificates CA Certificates configured
Options

Upon enrollment automatically associate the device to a user that matches the LDAP auth username
Automatic association relies LDAP auth username being the same as the SIS id.

Force users of shared devices to log out at: 12:00 AM T

Forcing a user to log out is useful for shared iPad using iOS 9 because applications can only be deployed when there is no user logged in.
Starting from iOS 10 applications can be deployed when user is logged in.

Image service

To have your students' picture show up at the login screen of shared iPad and in Classroom app, FileWave needs a way to access them.
Please provide a url that FileWave can use to fetch your students' pictures. The url must contain %user._identifier% and %size% placeholders, for instance:

https://myserver:8080/images?user=%user_identifier%&size=%size%.

Size will be either "large" or "small", user_identifier will be the SIS id. For instance, when a large image for user abc is requested, FileWave will use the following url:

https:// ver:8080/ii user=abc&size=large

You can protect the service with basic or digest authentication.
Service url: http://fwusa.filewave.com/images/stu/%user_identifier%-%size%.jpg

Authentication: =~ Basic Authentication a

User: myusername Password: esesccece

Template check: template is valid.

The Apple Classrom app caches images, you will have to reset the cache if your students' pictures have changed.

L iReseticache! Resetting the image cache will also cause the education profile to be redeployed.

Cancel



Force shared device passcode type

There is a limitation (As of July 2018) in Apple's Roster API by which FileWave uses to obtain all SIS (student information system)
data like classes and student passcode requirements.

For example, on ASM (Apple School Manager - school.apple.com) you can define that a user's password requirements are for a 4 digit
pin to a complex alpha-numeric. This information should then be shared via Apple's Roster API to FileWave, so that we can show the

appropriate keyboard, like a simple 10 button numeric keypad if a pin only user, but it's currently not available.
Until Apple adds this information to the Roster API, you can force all devices to one type:

Linux/MacOS FileWave Server:

/usr/local/filewave/django/filewave/settings_custom.py

# add this in settings_custom.py and restart apache
# supported values are "four", "six", "complex"
settings.CLASSROOM_DEFAULT_PASSCODE_TYPE = "six"

You can use either
four
six

complex

Which corresponds to Apple's different Password Policy options:

jord Policy

Standard (8 or more numbers and letters)
4-Digit (4 numbers)
6-Digit (6 numbers)


http://school.apple.com/

Classroom — Identity Certificate Management

Overview

FileWave 11.1 includes support for Apple Classroom. The setup recommended by Apple for MDM providers is to have one root CA,
intermediate CAs for leaders (teachers) and members (students) and one certificate per device. This means we need a UI where
administrators are able to generate, view and manage those certificates, which allows renewing/revoking certificates, as well as
creating the initial root CA and intermediate CAs.

In the Admin
Dashboard

First place where you might see anything that is related to classroom is in the dashboard. By default we check if all the certificates are
ok. It goes into warning state (yellow) if a certificate is about to expire (in less than 30 days) or if the whole classroom CA/certificate
chain is absent. IT goes into error if at least on the the certificate is already expired.

In case of warning or error, you can click on "Go to settings" and it will ask you the super user credentials and if you want to create the
defaut CA/Certificates (see following on how to proceed).

8§ Primary Services
¥ Classroom Certificates Info
& Status Updated: a few seconds ago May 20, 2016 4:51:54 PM
Needs Setup

= Go to Settings
Classroom CA and certificate structure is empty.

After it has refreshed (can take a few seconds), it will look like that:

£ Primary Services

Preferences

The certificate management Ul is available in the Preferences, in the Education section, on the Apple Classroom tab. Click "Manage
Certificates" to open the Classroom certificate management UL You will need to enter fwadmin credentials.


https://kb.filewave.com/uploads/images/gallery/2024-05/vHjAehjq6Cwsr9Ql-image.png
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FileWave Central Admin Preferences

General Organization Info Mobile Google LDAP Kiosk VPP & DEP Inventory Mail Education Im

SIS Apple Classroom e a

Enable Classroom support

Security
o

Manage Certificates = CA Certificates configured

Options

The first time you open the Manage Certificates dialog, no certificates exist at all. Therefore, FileWave Admin asks you whether you
want to generate the certificates:

000 Classroom Certificates

Classroom Certificates [Q, Search... ]

Certificate Serial Number Expiry Date

No certificates found. [ )

found. Would you like to generate the

m No Classroom Certification Authorities
o}
/ default CA certificates?

®

No Yes

The private key of the root Classroom certificate is required for renewing or revoking other certificates.

Renew Revoke Close

As part of the process, a private key for the root CA certificate is generated. FileWave does not store a copy of this private key. It is
your responsibility to store this key in a secure location, as you can see in the warning that is displayed.
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Warning: DO NOT LOOSE THE PRIVATE KEY!

The Classroom CA certificates have been
generated. Store the private key for this root
certificate in a secure location. It will be
required when changing one of the
intermediate CAs.

For security reasons, FileWave does not
keep a copy of your private key. Therefore, if
you loose it, you will be forced to regenerate
the root certificate, which means all devices
will have invalid certificates and need new

ones.

FileWave will ask you to store the private key as soon as the certificate generation is completed successfully. The private key is a
PKCS #8 key stored in DER format. FileWave Admin saves this private key in the local disk of the computer where it is running and
sets restrictive permissions on the file. You will need to provide this private key when renewing or revoking certificates. The default
file name is "FileWave Classroom Private Key.key" and it is stored on the Desktop by default. If you press Cancel or the Esc key by
mistake while on the save dialog, FileWave stores the private key on the default location anyway, so you won't need to regenerate the
root CA.

The dialog displays the certificates in a tree structure, where the root CA certificate is the top level item in the tree and child
certificates appear as child items. The serial number and the expiry date of each certificate are also displayed next to it. Certificates
that will expire in less than one month are displayed with a yellow background, while expired certificates are displayed with red
letters. You can sort by any column and filter certificates by typing some criteria in the search box and pressing Enter.

[ = Classroom Certificates

Classroom Certificates [Q, Search... |
Certificate A Serial Number Expiry Date
v Root CA 113 16/05/26 17:44
v Leader CA 14 16/05/26 17:44
Leader Certificate 116 16/05/26 17:44
v Member CA 115 27/05/16 17:44
Member Certificate 17 16/05/16 17:44

The private key of the root Classroom certificate is required for renewing or revoking other certificates.

Renew Revoke
e ———

You can renew and revoke any certificates. In order to do so, select one or more certificates. The view supports multiple selection by
holding the Ctrl key (3 on Mac) and clicking entries. You can then either right-click to get a context menu or use the corresponding
buttons on the lower left corner of the dialog. When revoking a certificate, all its child certificates will also be revoked. The certificate
and its child certificates will be renewed automatically right after revocation.

You don't need the private key for renewing or revoking leader or member certificates. However, renewing/revoking any intermediate
CAs requires the private key of the Root CA that was generated before. The first time you renew or revoke an intermediate CA
certificate, you will be asked to open the private key. It will be remembered for the duration of the dialog, so you won't need to open it
again for any subsequent operations on CA certificates, unless any operation fails. If you close the dialog and open it again later, you
will need to provide the private key again for renewing/revoking CA certificates.
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000 Classroom Certificates

Classroom Certificates [Q, Search... ]
Certificate A Serial Number Expiry Date
v Root CA
. En] oo 0 3!v | [ Desktop ] a Q, Searc
v Leader CA EE—
Leader Cert| Favorites Name ~  Date Modified
dmin » [ | Backup Scripts 29 Oct 2015 18:05
v Member m 2 -
Classroom Certificates.png Today 17:47
72: Applications =
Member Cer  #°3 cmake.sh 31 Dec 2015 12:07
[ Desktop > Database Cleaning 29 Oct 2015 18:29
Bj Documents . FileWave Classroom Private Key.key Today 17:44
fwcld.newprefs.plist 28 Apr 2016 11:06
0 Downloads remove_filewaveadditional.sh 05 Feb 2016 14:44
Devices remove_filewavenew.st 08 May 2015 13:29
The private key of the r . P
£ 4 Remote Disc
Renew Revo
Shared E
' [5] buildbox k
[ cfe-srv
[ cuci
1 demo
] demo.local

i New Folder

Cancel

=

Although not recommended, it is possible to revoke the root CA without providing the private key by clicking Cancel in the file dialog to
open the private key. This is useful for example in case you loose the private key. Beware it will not be possible to revoke intermediate
CAs before renewing the root CA certificate. However, after revoking the root CA, the whole certificate tree will be regenerated

automatically, including intermediate CA certificates and their child certificates.

o What is the impact if I lost my private key? You can revoke and start a new one. On devices they will get the new keys when

they check in. Shared iPads will need each user to logout and login again.

Under the Hood

Device certificates are valid for 10 years. FileWave takes care of renewing device certificates automatically when they are about to
expire. This is done 30 days before the expiry date. On the other hand, CAs cannot be renewed automatically because the private key
is required. For this reason, administrators should take care of renewing the CA certificates manually. When the CA certificates are
about to expire, a warning is displayed in the Dashboard.
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