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Apple’s Volume Purchase Plan and License
Management

What is VPP?

VPP, or more formally, Apple's Volume Purchase Program, is a mechanism by which an organization or institution can purchase
macOS and iOS applications and books in bulk and provide these to their end users. The process revolves around creating a VPP
administrator account, creating one or more VPP facilitator accounts, enrolling devices into the MDM (mobile device management)
system, and assigning applications and books to the end users. More details on Apple's requirements and capabilities with VPP are
available at the following two URLs:

e http://help.apple.com/deployment/ios/
e https://help.apple.com/deployment/macos/

VPP is supported in FileWave for both iOS and macOS. There are two mechanisms for assigning applications and books to clients -
redeemable codes and managed distribution licenses. Redeemable codes provide a set of codes to be used for content distribution,
but once given out, the content legally belongs to the owner of the Apple ID that redeemed the code. Managed Distribution provides
licenses that can be associated and revoked, so the purchasing authority retains ownership of the license (with the exception of
books, which always are owned by the person to whose Apple ID the license was distributed to). This allows you to assign
institutionally-purchased applications to end users as needed; then revoke the licenses for those apps at a specific time, returning the
licenses to your control.

Differences between redeemable codes and managed
distribution licenses

The original model for mass deployment of content was using redeemable codes. The VPP administrator purchased applications from
the Apple VPP site. Apple provided a set of codes in a spreadsheet that could be downloaded. Those codes were then used to create
an application Fileset for installation on managed devices, or were provided to the end user for them to redeem. Once a code has been
redeemed, it cannot be reclaimed by the MDM administrator. VPP redeemable codes are available for applications and books. Note:
With the current VPP system, free apps and books cannot be obtained with redeemable codes, only managed licenses.

It is also possible to have all of your redeemable codes exchanged for Managed Distribution licenses. This Apple Support article

describes the process: https://support.apple.com/en-us/HT202863.

Apple's newer model for application license management allows you to assign licenses to users and revoke those licenses at a future
date. This mechanism is called Managed Distribution and it applies to VPP purchases of any free content, applications, and books.
When a license is assigned to a user, that user sees the item in their Purchases list, as well as in FileWave's Kiosk. When the
application is no longer needed, or the user is no longer associated with that institution, the MDM administrator can revoke or remove
the license. FileWave regains that license for distribution to another user.

Note: This process is only valid for applications since Apple requires all book distributions to be permanently assigned to personal
Apple IDs.

Managed Distribution - user versus device assignment

Initially, Managed Distribution required association to a unique Apple ID for any deployed content. With the release of iOS 9 and OS X
10.11, VPP managed distribution licenses acquired the ability to be assign applications directly to a device, provided the developer
allows it. This method opens up a huge benefit in layered deployment models. Now an institution can assign core applications directly
to devices in carts, labs, or even on 1:1 deployments.

How FileWave works with VPP

There are several approaches to using FileWave with VPP. The deployment workflows relate to the overall control of the application(s)
to be deployed. The actual workflows discussed are covered in detail later in this Chapter.

Redeemable Codes - A Fileset is created that links to the App Store and provides a redeemable code for each device that is associated
with that Fileset. When the user accepts the installation, the code is redeemed against that user's Apple ID. The code, once
redeemed, belongs to the end user and cannot be retrieved by the FileWave administrator. If the user refuses the installation, the
code is reserved for the next 24 hours against that device, then it is returned to the pool for that Fileset. Note: Under OS X, all
application associations must be done as Kiosk items.

Managed Distribution licenses - For the managed distribution method, FileWave doesn't manage users directly; but associates users
with specific devices. All of this is done through the linkage of an Apple ID and the FileWave MDM. Whether you use individual Apple
IDs, in the case of a BYOD or full 1:1 deployment, or institutional Apple IDs in the case of a managed lab or cart, the application
licenses remain under your control.

If you assign the licenses to devices, there is no longer a requirement to match an Apple ID with the device. You can, for example, use
a generic LDAP or fixed MDM authentication account to enroll the device(s), then just configure your Filesets to be assigned to the
device.

When you assign or associate Apple Store content through a Fileset to a user's Apple ID, the end user will see that content in their
Purchases in the App Store.

For iOS devices, you could use Apple Configurator to prepare, and possibly supervise, the device; then turn it over to an end user to
add their own content using their personal Apple ID. You could use VPP direct device association to place the applications onto the
device, then let the user add items as they see fit. With this model, you, as the FileWave administrator, would be responsible for


http://help.apple.com/deployment/ios/
https://help.apple.com/deployment/macos/
https://support.apple.com/en-us/HT202863

maintaining the institutional content and software, while the end users would be responsible for any applications and content they
install.

Setting up your FileWave server for VPP

In order to provide your users with content from VPP, you need to establish an institutional VPP account and link that account with
your FileWave server. If you are an educational institution, you need to follow the steps provided by Apple on setting up VPP for

Education: http://www.apple.com/education/it/vpp/. If you are a business or enterprise customer, you need to use the VPP for

Business instructions: http://www.apple.com/business/vpp/. Once you have your VPP account, you are ready to configure FileWave
for VPP support.

Important - Ensure you do not have another VPP system, such as Apple's Profile Manager or Apple Configurator, active with your VPP
token when you set up FileWave for VPP. This will cause problems with your ability to manage VPP user accounts.

Set the VPP token(s)

When you signed up for your VPP account, you were provided a coded token that allows you to configure FileWave for VPP. Use the
instructions in Chapter 2 to configure your FileWave Admin Preferences for VPP.

Synchronize data with the VPP server for VPP

Once your token(s) are active, the FileWave Server will automatically synchronize with Apple's VPP service. Depending on how many
items you have in your purchase list, this process may take a while. When you have synchronized your VPP data with your FileWave
Server, you should see any VPP Managed Distribution purchases listed in the License Management section of FileWave Admin.

The first time after you set up VPP, you can force a full synchronization by holding down the option key, and clicking on the
Synchronize button.

You should see entries in the License Management view that match your purchase history.

Note: Only VPP Managed Distribution licenses will be displayed here. The older VPP Redeemable Codes, if you have any, will still be
located in the "VPP Code Management" assistant in FileWave Admin. When you purchase redeemable codes, you must download the
spreadsheet and import it into FileWave using this assistant.

Adding licensed applications to your FileWave
Server

The process of adding content for VPP code redemption or managed distribution is extremely simple. When you purchase any content
in the VPP Store, upon a VPP sync with your FileWave server, the items will appear in your License Management pane. First, you make
your purchase in the VPP Store:

Volume Purchase Program e so00 (R
Search Media Type Category
(Q, history iosapps [  Reference ™ Search

Purchase Details
Price Quantity

American History Interactive Timeline Free i0S App ;|
by Touchzing Media

2

Managed Distribution: Free apps are only available in bulk using managed distribution. Assign apps by using a Mobile Device Management (MDM) solution,
such as the latest version of Apple Profile Manager. You retain ownership of apps only, allowing you to revoke and reassign them as needed. Learn More »

Review Order

Once you receive confirmation that the purchase is completed, you can force a sync of VPP in your Preferences, or wait for the
overnight sync. In FileWave Admin, go to the License Management pane and click the Refresh button in the toolbar. You will get the
following dialog:


http://www.apple.com/education/it/vpp/
http://www.apple.com/business/vpp/

| FileWave has detected unused VPP licenses. |

Would you like to create 1 new fileset(s) for
these licenses now ?

Note that you will have to do a Model Update
to be able to use them in associations.

That dialog tells you that your purchase information has been loaded into FileWave; but there is no corresponding Fileset. At this
point, you should click on Yes and follow up by updating the Model to refresh the database. You will be taken to the Filesets pane, and
your new VPP application Fileset will be waiting:

& Dashboard Mame Size Version Files Modified 1D Comment

& Clients [_D 10S App - American History Interactive Timeline 1 5371

& Filesets ad Clear the Mines 0B 5370 MineCraft eliminator
=wre | MS| - Firefox

Back at the License Management view, it will display the new license:

& Dashboard 1 Totsl number of conse definitions: 28 0L Search (canoas
T Ceants Mame & Irstaiied Crwned Compfance Status Fatiorm Toker Mame
. Fliesets a : Amarican History Interactive Timeling 0 & License Compliant 05 (vPP) FWDEM Primary I
@ | Astronomy Picture of the Day 2 20 Licensa Compliant 0% (VPR) FWDEM Primary
GD Associaions o & Autodesk SketchBook 0 1 Licensa Compliant OSX(VPP)  FWDEN Primary
&, Imaging @ [ sig Calculator Free 0 Licensa Compliant 08 (VPP) FWDEM Primary
[ (oS inventory a E Digits, the calculator for humans ] 6 Licensa Compliant 0S5 (VPP) FWDEM Primary
" 8 | Draw Something Frée 0 10 License Compliant 105 (VPP) FWDEN Primary
@ @ EngageX 1 3 License Compliant OSX (VPP]  FWDEM Primary

At this point, you can begin associating the new content with your enrolled devices.

VPP and iBooks

If you purchase managed distribution licenses, you have control over the assignment of those licenses to end users, regardless of the
deployment model. The one exception to this is with books. Free books can only be provided with managed distribution licenses, yet

the item becomes permanent property of the assigned user. Books available for a cost do allow the use of redemption codes; but the
same rules apply - books cannot be revoked or reassigned. Books must also be assigned to personal Apple IDs; they are not allowed

to be assigned to institutional Apple IDs per Apple's legal guidelines, nor can they be assigned to devices.

Manually creating Filesets from VPP managed distribution
content

By default, your VPP managed distribution license purchases should automatically show up in License Management, and upon a
Refresh of the pane, you should get a dialog asking you to create a Fileset for your purchases. If, however, you have items that are
displayed in the License Management pane, and they do not have a corresponding Fileset, you can manually correct that problem.

Create a mobile Fileset for a managed content item

AlL VPP purchases now appear in License Management as soon as the FileWave server syncs with the Apple VPP site. The first time
you access this area after setting up your FileWave Server, you will get a dialog box telling you that a Fileset can be created for each of
the licenses. You can also right-click on any purchase and create a Fileset.

Redeemable codes

For redeemable codes, you will need to download the code spreadsheets. Log into your VPP account online, and select your Purchase



History. For any content that you purchased using redeemable codes, you will see that you are able to download the codes in the form
of an .xls spreadsheet. Note: This spreadsheet will always be kept up to date on the VPP site. As you, or your users, redeem codes, the

online spreadsheet will be updated to show remaining codes.

Purchase History

Order Date Order Name Type Quantity  Total

Dec 20, 2013 MCWKD1IZ69X  United States Constitution » Book 30 Free Processing

Dec 20, 2013 MCWKD1Z69X Digits, the calculator for hum... » i05 App 7 $7.42 Download Codes
Dec 20, 2013 MCOWKD1Z69X Grimm's Fairy Tales » Book 50 Free Managed Licenses

Once you have downloaded the spreadsheet(s) as needed, you will need to go to Assistants / VPP Code Management. This pane is
used only for linking redeemable codes to Filesets. You have two methods for bringing codes into FileWave Admin, by importing the

spreadsheet or manually entering the code information.

6 Filesets (O ) No VPP codes found (O )

Awailable M 4 of codes Upload Date Order Number | File Name

. I0S Book - Grimm's Fairy Tales
D 105 App - iBooks (Labs)
3.2

105 App - iBooks (1-15)
3.2

. 105 App - Fragment
1.1

105 App - Digits, the calculator for humans
Ll 2.2.1

Delete Orders

[ Import Spreadsheet... ‘[ Impert Manually... _II . Redeem codes

The Import Spreadsheet... method is quite simple. Select the Fileset (if there are multiple Filesets for a purchased item, just pick one),
then click on the Import Spreadsheet... button, locate your downloaded VPP .xls file, and import it. The dialog box tells you to verify
that the codes you are uploading into FileWave Admin match the item you want to link them too. You will get errors if you try to match
codes to the wrong content, or try to import an older spreadsheet into the set once you have begun redeeming codes. Once you have
imported codes, you will see them listed next to your selected Fileset.

B00 W VPP Code Management
11 Filesats ' | & VPP Codes 0.

il | Available Application Name ¥ 4 al codis Upload Date Ordér Number  File Name
4+ |05 App - Digits - calculator (codes-testing) v Digits, the calculator for hum... & SatJan 11 1... MCWKD1Z6... /[Usersfj
. 2.2.1

105 App - Digits - calculator (codes) “’uu
i 6 NEH3 These codes are unique to the i0S app
. 105 Book - Grimm's Fairy Tales HXPE ] gigi!g

AFTY ]

106 App - IBooks (testing)
n 3.2 3H39 3y
n 105 App - iBaoks MEN....... A

3.2

The Import Manually... button lets you import a custom text file you create. The format is the URL as you would see it on the App Store
or on the VPP spreadsheet, or just the redeemable codes. For example, the file custom_codes.txt could look like this:

https: .itun L m/W jects/MZFinance.woa/wa/freePr t Wizard? =Y6XJI69TEXDE

Y4XJ69HYTFEB

A benefit of using FileWave for working with redeemable codes is that you don't need to breakdown your spreadsheets into separate
sections to match the different sets of the same content you plan to deploy. You can just select the number of codes you want to
assign to specific Fileset and drag those codes onto that Fileset. This example shows dragging one code from the main Fileset for
Digits onto the Fileset meant for the testing team.

I ¥ Availabl Wlnﬁ:nﬂel

4+ 105 App - Digits - calculator (codes-testing
x= 2.2.1

105 App - Digits - calculator (codes)
2.2.1
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Managed Distribution

Licenses

The managed distribution content licenses are treated as part of a pool. When you look at each Fileset's details, you can see the status

of your licenses:

Filaset Name: 10S App - Map My Ride - GPS Cycling and Route Tracking with Calorie Counting 1

Details

Kiosk Configuration

Map My Ride - GPS Cycling & Route Tracker

Ead
App Store Link (i0S])

Developer:
Version:
Genre:
Release Date:
Bundle Size:
Languages:

Options and Management Flags

Remove App when MDM profile is removed
Prevent Data Backup
Summary:

Under Armour

16.10.1

Health & Fitness

2008-10-14 05:05:14+00:00
154.1 MB

EN, FR, DE, IT, JA, KO, PT,
ZH, and ES

*This App will remain if the MDM profile is removed

*This App's data will be backed up in iTunes

Take management of this app if the user has installed it already

Volume Purchase Program - Licenses

Associated token: LeRoy's VPP token
Licenses: Reserve a Maximum of 5
You purchased: 10
Other Filesets are using: 4

~
v

Z outof 6

Apply Manage VPP Codes

Cancel OK

You will be required to track the usage of your licenses to avoid exceeding your allowed limit. If you distribute more copies of an item

than you have licenses for, you will get installation errors.

VPP Managed Distribution User Management

The most complex portion of the VPP Managed Distribution system is the interaction of the end user and the VPP license architecture.

The process is as follows:

User agrees to link their Apple ID with your VPP MDM server
The MDM server associates managed distribution content licenses with a linked user

The user sees all assigned content in their own Apple ID-based purchases in the iTunes/App Store

If the user has auto-install enabled, the content automatically appears on the user's device(s)

If/when the MDM systems administrator revokes a license, the end user may be allowed up to 30 days to continue use of

that application while the MDM systems administrator regains use of the license for another distribution. That timeframe is
entirely up to the application developer. It is not a value that you can set or change. You would need to check with the
specific app developer to get their assigned revocation timeframe.
e If the user purchases the revoked application within the developer allotted timeframe, they maintain all of their sandboxed
content. If not, the application and content are deleted (i0S only).

# Note: Never use your VPP account Apple ID for personal purchases.



Creating users for your devices

Apple's VPP manages licenses that are either assigned to a device, or assigned to specific user's Apple ID. In the Assistants / VPP
User Management pane, you can see all of your enrolled devices, and a list of VPP users.

VPP foken: | FWDEN Primary B
Clionts Al 11Devices (Q, | wppusers  without device Al include retired Busers (O
Name » Association Status  LDAP User Nami VPP Client User ID LIDAP usaimame First Name Last Mame n
& lab-macmini-booster B8e3152¢3-6299-4311-0dc9-a4fd3777ect fwalpha Able Alpha v
O tab-iPad-w Registered fwbravo B8498de3-Bd5a-4caf-8912-7d15baS05edb fwhravo Baker Bravao
0O 1ab-iPad-8 Associated mdmuser 2812d8c0-c2e2-4fac-aBBc-abB71a5db2e5 fwmdm
‘ lab-imac-alpha Associated fwalpha 9f52cBba-6138-4d71-9c09-dcaf1188deal fwalpha Able Alpha v
Send invite url via email Send invite url via emai Send invite notification to device(s) Retire
Associations 8 Assoclations Q
Device ID Device name Client name VPP Client User ID
b2be6837fb007:5b3018909b23bbei9f3154183d FilePug ATV FilePug ATV 3c0b6b21-ddB1-4820-912e-124858821789
e4184aa33be 25706 7dd6 26 30921bf6a65adb03T5 Lab-DEP-tenshi Lab-DEP-tenshi efde2213-b108-4528-852d-5e7BabGefel2
442c1b5b22677c3137649e41bb013cc0286111c8 lab-imac-alpha lab-imac-alpha 6f52c6bd-6138-4d7f-0c09-4caf1198deal
eb7e3t4{7d2e84511128da800af0e241b82010d1 johnd-MBP13-DerKapitan johnd-MBP13 20f26abB-f937-4685b-a701-d37d7acbBes57
b0d225deaTacd5c9d19adbBacd3a03b85331429 lab-iPad-W lab-iPad-W 88498de3-Bd5a-4c41-8912-7d15ba505edb

Last synchronization with VPP Web Service: 10/23M15 12:20 AM

In the upper left is the list of enrolled devices. In the upper right is the list of VPP users you need to create. The lower portion of the
window displays the device and users who are associated with each other for management purposes.

Note - You do not need to do this process manually for a population of several thousand users. FileWave provides the ability for you to
link your LDAP directory and your enrolled devices together automatically.

FileWave Admin Preferences

General  Organization Info  Mobile  LDAP  Kiosk Balzzeisdily Inventory  Mail  Engage Imaging

Vaolume Purchase Program

Configure tokens 1 token(s) configured

Synchranize Last synchronization with VPP Web service: 10/2315 12:20 AM

Configure email invitation template

Miminum delay (in minutes) between license assignment and Install Application. 1

Preferred license distribution model to use for new associations: = Assign to Device

LDAP synchronization:
Synchronize with LDAP every:
.6 hour(s) | 8 Last synchronization with LDAP:[10/23/15 12:00 AM

Automatically associate users via their email address
Send invite emails to newly registered LDAP users

The option exists to have a VPP user created automatically as each device enrolls. When doing batch rollouts of iOS devices, this may
be your best option.

Note: If you use only VPP device assighment, and do not assign licenses to any unique users, you will not need to work with the VPP
User Management pane. FileWave assigns a "ghost" VPP user account to each device to handle device assignments. You cannot see
these accounts and will not need to manage them.

In the VPP User Management pane, we can manually assign a new VPP user for each device. This will give us a VPP user account with
blank fields:

VPP Users | without device Al B include retired ousers  Q
VPP Client User D LDAP username  First Name  Last Name  iTunes ID hash Email address Status User id
9f52c6b4-6138-4d7f-0c09-4caf1198deaB fwalpha Able Alpha wRLgufpz1Q... - Associated 12845350
efde2213-b108-4528-852d-6e78ab6efef2 mdmuser MDM User xSOBBFVUfv]... Associated 12845832
20f26abB-f937-465b-a701-d37d7acb6eb? xSOBEFVfvj... (W am—— Associated 13001752

3c0b6b21-dd81-4820-912e-1a4859821789
76626060-ec02-42ff-b6b5-0ea7747620ab

Registered 13028264
Registered 13094834




The VPP Client User ID is a construct that is used by FileWave to facilitate the association of a device - which FileWave can manage -
to an Apple ID - which belongs to a user. The account is unique, and has one of three states: registered; associated; or, retired.
Registered means that the account is assigned to your FileWave MDM by Apple. Associated means that the account is linked to an
Apple ID through an iTunes ID hash and the user can have licenses assigned to them. Retired means that all licenses assigned to that
VPP Client User ID are revoked and can be used again.

An Apple ID can be associated with multiple VPP Client User ID's; but only one VPP Client User ID can be associated with an enrolled
device. It also allows users with multiple i0OS/macOS devices to have a single VPP Client User ID associated with those devices.

If you link your LDAP accounts to FileWave, then the directory service will have the users associated with a VPP account. This will fill
in those blanks, and make the next step easier. LDAP authentication is covered in Chapter 3.

Inviting users to the FileWave MDM VPP

Apple requires the end user to actively link their Apple ID to your FileWave MDM. You must send an email to each VPP user account
after you have provided their email address. Click in the Email Address field for the VPP user account and enter a valid email address.
The does not need to be a user's Apple ID email address, just an address where the user can get a VPP MDM request.

! VPP User Mﬂ
— — S —
i0S VPP Users | | has nodevice [ Al 3| [ linclude retired S Users Q

VPP Client User ID A | LDAP username First Name Last Name Email address iTunes ID hash Status

07ccfdb5-e274-400f-84c9-d7a199a479%ed Registered
Once you have entered a valid email address, the button to send an invite to the user will be active.

VPP Client User ID - - & | LDAP First Name Last Name Email address iTunes ID hash Status User Id
3fa361e9-862f-47fa-8763-2910506094 Le Registered 224,134
4b10chb7f-79e1-4d5e-8890-453d0bl 2cTce Registered 224,132
62015492-b748-4ccb-8306-8164924700c4 goodsarah@icloud.c... Registered 224,136
76b579d5-5307-4f01-b770-0eda8d37d946 Registered 224,135
7d169583-6bdd-49ab-8e9e-467a1046721F Registered 224,130
2a04521d-1383-4bde-ad98-1223e2cded 1f Registered 224,133
abaa3636-5067-43d8-9686-d2bd83a6e66a Registered 224,131

Send invite url via email Retire

The user will get an email asking them to activate the link to their "VPP organization;" i.e., your FileWave MDM server. This email
account does not need to be the email that person uses for their Apple ID. It can be an internal email address used within your
organization/institution, or any common email address the user may provide.

From: johnd@filewave.com Hide

To: goodsarah@icloud.com

VPP account created
December 28, 2013 at 9:05 PM

Your account for the VPP organization has been created.

You need to activate it by clicking on this link:
https://buy.itunes.apple.com/WebObjects/MZFinance. woa/wa/lassociateVPPUserWith
ITSAccount?cc=us&inviteCode=927691bdece6479e91f8cdf9a387e7548mt=8,

Once the user clicks on the link to the iTunes Store, authenticates with his or her Apple ID, and gives permission, the user will get
notified that he/she can now be provided with content from your FileWave MDM.

Allow Assignment

This organization can now assign apps and books to you.

oK




This process links that user's Apple ID to your FileWave MDM so that you can assign applications and content to them. You will never
see the user's Apple ID (unless they give you the email account they use for their Apple ID as their contact email). What you will see,
as proof that this has occurred, is an iTunes ID hash in the VPP User Management window.

If you are doing this as part of a BYOD or 1:1, this process can be sped up by having the end users register themselves with FileWave.
An enrolled iOS device will have the App Portal installed. When the user opens the App Portal he/she will be greeted with a dialog
asking them to register their Apple ID: This is just like the above process; i.e., they authenticate to the iTunes Store and give
permission for the linkage.

FileWave and macOS VPP users

The process for macOS computers and users is almost identical to that of iOS users. When you add an macOS computer as a FileWave
Client, it will show up in the Manage VPP Users... window.

Note: Direct device assignment is still an "in-progress" thing with OS X. Full functionality from Apple will be available in a future
release.

You still have to go through the user assignment process unless you automated that in the VPP preferences. The user email will have
to be entered unless the user logged into the device with an LDAP account and that account had a valid email account attached. If so,
you can have the FileWave server automatically send off an invitation to associate that user with the FileWave VPP. Whichever process
you use, the end user will still have to agree to associate with your system. Once that is done, you will be able to assign applications
and books to that user through Filesets linked to the VPP managed distribution system. Here's the final view of the Kiosk and the App
Store after some Filesets are associated with the client.

Retirement

Note: If you retire a VPP user account, it cannot be used again. We suggest that you DO NOT test "retiring" VPP user accounts
on actively enrolled users.

Where OS X VPP differs

One key difference between iOS and macOS VPP managed distribution is in the way the applications are installed. You will be asked
on the client if you want to turn on automatic application installs; but it refers to apps downloaded onto other devices. What that
means is if the end user has a single device, they will get apps showing up in their App Store / Purchases section and those apps will
not automatically install on the device. The user must do the installation manually.

This also affects Kiosk operations. If an application is in the Kiosk, just selecting it and telling it to install may not result in it showing
up in the user's Applications folder - until they go to the App Store / Purchases list and install it from there.

Revoking licenses using FileWave MDM with VPP managed
distribution

When a user is no longer part of an institution, or is no longer working on a project or class that requires a costly application that you
have a limited number of licenses for, you can revoke the managed distribution license for that application and return it to FileWave's
inventory.

The process is the same as you may have already used to remove any other assigned item to a managed device with FileWave - you
merely dis-associate the Fileset. Once the model has been updated, you will see the application licenses returned to your license
management pool. The behavior of the application on the client device is dependent on the way the application developer designed
the revocation settings into the app. A developer can set the app to continue to exist for up to 30 days on a user's device. This also
means that the application will remain in the user's purchased list in iTunes.

Note: macOS X computers may take several minutes before noticing the applications are no longer assigned to them. In some cases, if
the user has both an i0S and macOS device associated with your VPP system, you may see notifications pop up on the iOS device
before the macOS computer gets the word.

@D ¢ =4 E Monll:loaMm Q =

Apps Expiring Soon Close

- Some apps will no longer be ————
available to you in 30 days | Details |




VPP Token Renewal

Description

VPP Tokens need to be renewed once a year. FileWave dashboard will alert when any VPP Token is about to expire by changing to
yellow and stating duration until expiry; subsequently turning red once a VPP token expires. Use the steps below to renew VPP
Tokens.

Requirements

® FileWave Central

® FileWave fwadmin credentials

® Access to Apple School or Business Manager:
L[]

Apple School Manager (ASM)
Apple Business Manager (ABM)

The ID accessing School or Business should require the appropriate permissions to access the below mentioned VPP token.
@ This will likely be Content Managers or higher, e.g. Administrators. Apple recommend Administrators do this where the
management account has multiple VPP accounts, split across an organisation, such that all may be renewed in unison.

Directions
Steps:

1. Navigate to the appropriate Apple account, e.g ASM:

& School

Manage your institution’s devices, apps,
and accounts.

your_login@apple.com

eescesee

B Remember me

Forgot Managed Apple ID or password?

Notyet an Apple School? Enroll now.

2. Inthe ABM or ASM portal - navigate to the account name at the lower left side, select "Preferences," then "Payments and
Billing" (apps and books is usually the default tab), Then navigate to "Content Tokens". "Content Tokens" will contain the
VPP token download option for each location. Select the appropriate token to Download as highlighted:


http://school.apple.com/
https://business.apple.com/

& School

Split screen

A

7

B3

[T}

%o

]

G

® 0 © B

®

3. Log into the FileWave Admin console specifically as fwadmin, and from Preferences > VPP & DEP select "Configure tokens

Activity

Locations

Users
Classes
Access Management

Account Requests

Devices

Assignment History

Apps and Books
Custom Apps
Preferences
Help

What's New?

Sign Out

Josh D

Filewave Usa

2 My Profile

@ oOrganization Information

{g} Organization Settings

£ Payments and Billng

(&) Accounts

DM Servers ®
Add

LT MDM Server Assignment

5 T ASM

0 Devices

l _ASM
0 Devices

=]

= 5 = [ MDM

0 Devices

= -ASM

0 Devices

and enter the 'fwadmin' password:

Volume Purchase Program

Configure tokens |

Synchronize |

Configure email invitation template

Minimum delay (in minutes) between li¢
Preferred license distribution model to

LDAP synchronization:

Synchronize with LDAP every:

1 hour(s)

v

#” Payment Method

=5 Payments and Billing

Apps and Books Purchase History

This payment method is ust

Payment Method
Add ®

Store Credit
Use PO Credit to buy apps and books.

Store Credit

$0.00 Add ®

Content Tokens

Upload tokens to your MDM server in order to start assigning content.

147 Content Tokens

(o)) _ASM
Q - ASM
D L i-ASM

Edit VPP service tokens

Your FileWave password is required to complete this

operation.

Password: |

Automatically associate users via their email address

Send invite emails to newly registered LDAP users

for Apps and Books purchases made by your account, and cannot be accessed by other users. Learn more

Download @
Download @

Download @

4. From the "Edit VPP service tokens" window double-clicking the appropriate token will open the "VPP server token" showing
current VPP token details:


https://kb.filewave.com/uploads/images/gallery/2024-01/YmsHXlpWzqympmWu-image.png

=¥ Edit VPP service tokens

VPP tokens
Token Mame Organization Expiration Date Department Owner  Email Group for aut
VPP Token1 FILEWAVE (USA) INC 12/1/17 10:32 your.login@apple.com VPP
=
|+ | 12 fileset(s) are linked to this token. Take ownership

VPP service tokens can be downloaded on your Volume Purchase Program Store.

Warning: changing these settings will have an impact on VPP filesets for macOS and i0S and may affect
application deployment.
"1 Create VPP users for newly enrolled devices

When new i0OS devices are enrolled, FileWave can automatically create VPP users and associate them.

Token to use: | VPP Token 1 5

Close

5. Use the 'Import' feature to select the downloaded token from Step 3. Email is not required, but may be a good idea where
multiple tokens are configured:

=¥ VPP service token

VPP service token details:
Token name: VPP Token 1
Department:
Owner:
Owner email: \your.login@apple.com

App Store: = United States English

Token:

eyJvemdOYW1lljoiRkIMRVABVkUgKFVTQSkgSUSDIiwidmVyc2Ivbil6ljEuM
CawliwiZXhwRGFOZSIBjlwMTctMTIRMTNUMDMENTMENT gtMDgwMClsl
nRva2VuljoieEhLdXNOaCtJeVEFY2xBOU4rYnVoT2p0TnhgRFIIWKZpQWY
td2dXRWhRR2tIRmJrZmNRcWpJZjRmZ EFkeW1kOWhaTHkziuterY HRIQM

IREZVAIANIA7CEQDS 10

Warning: using a different token will have an impact on VPP filesets for
macOS and i0S and may affect application deployment.

Make sure you only upgrade the current token.
Import...

Auto create filesets

A fileset will be created for each item of your account.

Filesets will be automatically added to the following group:

VPP Choose... Reset to defaults

6. Note: You may also see this pop-up, but this is just a warning to let you know how many Filesets a token is associated with.



This is not an error, please click yes to continue.

sice token

VPP service token details:
Token name: Support External Server

Department: Support

Owner: James Carter I

Owner email: james.carter@filewave.com

App Store: United States iy English e

Token:

eyJleHBEY XRlljciMjAyMiOxMSOwOVQxNjozMzo1MSswMDAwliwid G9r ZW4i0i
JIdkNWdXMEMdIRIBTY3pVYUQvQ3BFWGKkAY2EyMFcreFV5eUIST1YxeXhhS
FRtY1VFN ndVQEVuMﬁdnVUJijUOdBd]'NWMUythEBWblRHVUNPe‘I’kZWlF!Z

Warning: using a different token will have an impact on VPP filesets for macOS
and i0S and may affect application deployment.

Make sure you only upgrade the current token.

E
This token is linked to 31 fileset(s). Are you
L @ / / sure you want to update it ? B
W p -
foll
oq
-I\.

7. On saving, a prompt will appear indicating it may take a while for synchronization. This window will automatically close at
completion.



=¥ VPP service token

The service token is being updated.

This may take time (several minutes to hours) if you have lots of ..
users and licenses.

Please wait until all data are fetched and added to FileWave...
FILEWAVE (USA) INC: Wait for previous license updates to be done.

Cancel Save

8. During any synchronization, an additional prompt may appear if there are new VPP App licenses that do not yet have
Filesets. Allow creation if desired.

Congratulations, the VPP token is now configured for another year!



VPP App Updates for macOS /10S / tvOS
devices

Description

As standard, VPP Apps on devices should update automatically, regardless of how they were installed, e.g. Kiosk or Standard
Deployment. They may also be occasion to block VPP Updates, without locking the entire device.

Information

By default, with no defined customisation, FileWave will trigger automatic updates of VPP Apps installed on devices.

At certain times, FileWave Server requests the list of installed applications. MDM commands to devices may be observed in the
‘Command History' tab of a device's information:

ManagedApplicationList acknowledged 2024-09-23T11:52:27 2024-09-23T11:52:28

InstalledApplicationList acknowledged 2024-09-23T11:52:18  2024-09-23T11:52:27

At minimum, this will occur every Automatic Verify (usually 24hrs), assuming devices are online, but other actions should also trigger
these events. For example:

Manual Verify

Model Update

Smart Group changes

Opening Client Info for a device

If an installed App has an update, that App will be flagged.

Where an App has an update Flag, a new command to instal the application is queued with the device. This should be true for all Apps
that have an update, one entry per App. On receipt of the request, the device communicates with the App Store and acknowledges
the request to update back to the FileWave Server.

InstallApplication acknowledged 2024-09-18T23:00:36 2024-09-18T23:00:47

InstallApplication acknowledged 2024-09-18T23:00:24 2024-09-18T723:00:36

FileWave does not specify the version when a device honours a request to update an App, it will update to the latest, compatible
version currently on the App Store.

Included in FileWave Anywhere, is the option to determine timings of when VPP App upgrades may take place. Please view the
following KB on this topic:

https://kb.filewave.com/books/apple-school-business-manager/page/vpp-application-upgrade-timing

Managing Updates

There have been instances where disabling auto updates of VPP Apps has been required; due to unexpected behaviour from the App
Store. Insuch cases, it can be desirable to either block updates completely or block updates per App.

Beyond the above mentioned method to manage VPP App upgrade timings, it may be desirable to block certain versions of an App.
FileWave has some additional options for VPP App management.

Overriding this behaviour may be done by adding options within the custom settings:
# macOS/Linux
/usr/local/filewave/django/filewave/settings_custom.py

Options available are:

Key Description
SELF_HEAL_APPS_BY_VERSION Enables/disables all VPP App updates
IGNORE_PREINSTALLED_APPS_SELF_HEAL Block all update attempts for a defined App by Bundle ID (Unmanaged Apps

only)


https://kb.filewave.com/uploads/images/gallery/2024-09/PAmY65BsYsTpLMeI-image.png
https://kb.filewave.com/uploads/images/gallery/2024-09/icI5k43pK4qsnFOQ-image.png
https://kb.filewave.com/books/apple-school-business-manager/page/vpp-application-upgrade-timing

IGNORE_ITUNES_VERSION Block updates, not only by a defined App Bundle ID, but only blocks defined
version numbers

Directions

Each example below involves editing: settings_custom.py. Any changes require apache to be restarted. Where the App Bundle ID or
version is required, this may be observed in a device's Installed App list.

SELF_HEAL_APPS_BY_VERSION
Add the following line will block all updates of all Apps:

SELF_HEAL_APPS_BY_VERSION = False

To revert this behaviour, either set this as True or remove the entire line.

IGNORE_PREINSTALLED APPS_SELF_HEAL

This option will only prevent erroneous attempts to update unmanaged Apps, where the device reports an incorrect Bundle ID. As an
unmanaged App, it may not be updated by MDM anyway, but installation errors would be seen in the Command History.

Obtain the Bundle ID of the App, then add the following option. For example, to block iMovie, Pages and Keynote:
settings.IGNORE_PREINSTALLED_APPS_SELF_HEAL = ("com.apple.iMovie", '"com.apple.Pages", "com.apple.Keynote")

This is a comma separated list. Add each Bundle ID per App to be blocked for updates.

To revert this behaviour, either remove the Bundle ID no longer required for blocking or remove the entire line.
IGNORE_ITUNES_VERSION

Obtain the Bundle ID and version of the App to be blocked. The settings are set out as:

'‘Bundle ID": [(version to block, version currently installed)]'Bundle ID': [(version to block, version currently installed)]
'Bundle ID': [(version to block, version currently installed)]

The below example will:

® Keynote - Block version 3.0 from the iTunes Store if device has version 2.7 installed
® Movie - Block version 10.1.14 from the iTunes Store if device has version 10.1.13 installed
® Pages - Block version 8.2 from the iTunes Store if device has version 8.2 installed

settings.IGNORE_ITUNES_VERSION = {
'com.apple.keynotes': [('3.0', '2.7'),],
'com.apple.iMovie': [('10.1.14', '10.1.13'),],
'com.apple.Pages': [('8.2', '8.2'),],

}

The Pages example prevents an App from continually attempting to update, where the version on the iTunes Store matches that on
the device, yet the device is still reporting an update is required. Add or remove entries per item to be blocked.

Taking this one step forward, consider the above Keynote example. Device has 2.7 installed, but version 3.0 is set to be ignored. If
version 3.1 were to be released, the device would upgrade to this version, if it were the next latest version available on the App Store,
after receiving a new InstallApplication command.

To revert the behaviour, either remove the Bundle ID and versions no longer required for blocking or remove this entire code entry.

White Space
4 Note, there should be no 'white space' before the added key: spaces, tabs, etc. Doing so will result in the server becoming non-
responsive.

Apache should then be restarted:
# macO0S/Linux

/usr/local/filewave/apache/bin/apachectl graceful



Redeeming VPP/Gift Codes

Description

For those that can't use VPP, Redeemable Codes provide a way to assign Licenses to iTunes Store IDs, in order to deploy Apps to
devices.

Who has used the licence, and how manageable are they ? This article gives an overview over how to find out, manage, and
troubleshoot this process.

Information

After the codes have been added into the FileWave VPP Codes assistant ( available from Assistants - "Manage VPP Codes" ), you
should see:

The file that they were imported from, along with the name of the App
Each licence should be listed

How many codes are still available for redemption

The date the codes were added to the FileWave server

([ J VPP Code Management
la oaces . O -
2Filesets (Q pages 3 VPP Codes Q )
Fileset A Available Application Name v #of codes Upload Date Order Number File Nam¢
‘ 10S App - Pages v Pages 3 Mon Mar 26 15:49:26 2018 MANUAL [Users/t
3'3' YJTTPM7YHL7J
macOS App - Pages
m 6.3.1 i 3 YJTTPM7YHL4S
YJTTPM7YHL3U
Import Spreadsheet... Import Manually... Redeem codes Delete Orders
-~ 9
Unredeem codes 0 Redeemed Codes (O, )
VPP Code v Device Name iTunes ID Application Name Version Reason Redeem Date Order Number

Automatic Assignment
Any licences available here may be redeemed automatically by the user of the device, with the following process:

Associate the Fileset

Update Model

When device checks in, the user will be prompted to accept the installation with their Apple ID

If the user accepts the installation, this code will no longer be available for use and the App will belong to that Apple ID
The code used, will automatically disappear from the found VPP Codes from the uploaded file

Instead, the code will now show in the redeemed list and will show which device was used when the code was redeemed

curwNE



[ J VPP Code Management

. o nooee .|| OF -
2Filesets (Q pages 2 VPP Codes Q )
Fileset A Available Application Name v #of codes Upload Date Order Number File Nam«
/| 10S App - Pages v Pages 2 Mon Mar 26 15:49:26 2018 MANUAL [Users}/:
L 3'3' 7 = YJTTPM7YHL4S
mac - Pages
/R 2 YJTTPM7YHL3U
Import Spreadsheet... Import Manually... Redeem codes Delete Orders
>
Unredeem codes 1Redeemed Code (Q )
VPP Code v Device Name iTunes ID Application Name Version Reason Redeem Date Order Number
YJTTPM7YHL7J  iPad (2) 1409201541 Pages 6.3.1 Redeemed Automa... 26/03/2018 .. MANUAL

Unfortunately, Apple do not allow visibility of which user accepted the licence.

Have code been used?

In rare circumstances a device may show a code as 'Redeemed Automatically", but the code was not actually redeemed and
could be re-assigned. If you suspect this to be the case, the codes in question can be re-imported from a CSV. For efficiency,
we recommend only re-importing suspected unused codes where possible. For VPP codes, downloading the file again from
Apple will provide a new file with just the unredeemed codes. Gift codes though cannot be re-downloaded in this way.

@ A clue could be if a device shows more than once with differing codes. You could try re-adding the first code that had been
redeemed via this device by date, from a new CSV import. If a code re-imported form CSV has indeed been redeemed, next
redemption attempt for this code will fail, the code will be removed from the list and an attempt will be made with the next
code in the list.

You may experience this when several users use the same device or if the code was automatically associated, but redemption
by the user was not finalised.

Manual Assignment

You may also choose to allow the user to manually install the application. In this case, you would:

Highlight the relevant code(s)
Choose redeem.
The code will now show in the redeemed window (This will not automatically prompt the user)

L]
[ ]
L]
® You would then need to send the code to the user, such that they can choose to redeem the code themselves.

[ ] VPP Code Management
¥ nonee. O -
2Filesets (Q pages 1VPP Code Q )
Fileset A Available Application Name v #of codes Upload Date Order Number File Nam¢
10S App - Pages v Pages 1 Mon Mar 26 15:49:26 2018 MANUAL [Users/t
Sl YJTTPM7YHL3U
w macOS App - Pages 1
4 6.3.1
Import Spreadsheet... Import Manually... Redeem codes Delete Orders
-
Unredeem codes 2 Redeemed Codes 'Q )
VPP Code v Device Name iTunes ID Application Name Version Reason Redeem Date Order Number
YJTTPM7YHL7J iPad (2) 409201541 Pages 6.3.1 Redeemed Automa... 26/03/2018.. MANUAL
YJTTPM7YHL4S No Device Set 409201541 Pages 6.3.1 Manual Redemption  26/03/2018 ... MANUAL

Any codes configured to be manually redeemed, that have not been redeemed, may be pulled back to the pool of licences
(unredeemed) such that they could be automatically associated instead.



Warning

A If a code has been provided to a previous user, e.g. by email, that was not redeemed and you 'Unredeem’ the currently unused

code, this code could still be used by the original user as they have the code details. The first Apple ID to use the code will own
that App and that code will no longer be useable.



VPP Application Upgrade Timing

What

As a FileWave administrator, I want more control over when VPP applications receive updates so that they happen after work or
school hours. In the past, this was not possible.

When/Why

You can now pick Never, Always or Scheduled for VPP application update settings in FileWave 14.6+

How

As shown in the below image you can go in the Web Admin to Sources and then change the VPP update settings to
either Never, Scheduled, or Always. If you pick Scheduled then you will have the option of Weekend, Non-Business Hours, or Non-
Business Hours and Weekend. The days and times shown are from the client's time zone.

FileWave Admin < ModelNumber:327 «* (&} (?)

< Sources

B2 Goto Dashboard & Apple == Microsoft G Google
I:\D Devices
@ Payloads

Q(J Software Updates

General

APNS Certificate

St Certificate valid until 21/04/2022 .1, Upload new certificate

MDM Profile Removal: Remove Apple MDM profile for devices that are removed from FileWave.

Payload Importer: Automatically import VPP Payloads

A
— Deployments S
update ©) Scheduled (© Non-Business Hours and Weekend
settings
ok Sources
Weekend
Sa; Su
0o Reports VPP Tokens
Non-Business Hours
¥ Mo - Fr. 6pm - 8am+1
@ Licenses Token Name Locatior e

Non-Business Hours and Weekend o
VPP FILEWA' Mo - Fr. 6pm - 8am+1; Sa; Su



VPP User Assignment for iBooks with Managed
Apple IDs

Description
Managed Apple IDs and Licenses
Guide will go over setting up VPP User assignment for deployment of iBooks with Managed Apple IDs. This guide will also implement

new functionality starting in FileWave 12.7 for silent invites for VPP. If you are not using Managed Apple IDs you will need to use the
steps on Apple’s Volume Purchase Plan (VPP) and License Management under "VPP Managed Distribution User Management".

Silent invite

While most of the apps now support Device Based assignment, a few apps still require user based licenses. All iBooks for instance
require VPP User assignment and can not be assigned based on Device. Managed Apple IDs can be associated to VPP User
assignment apps and have to be associated to a VPP user for the corresponding VPP token so the token organization can assign
licenses to the Apple ID.

To ease Managed Apple IDs and VPP user management, Apple introduced a change in VPP to automatically, silently link a VPP user
and a Managed Apple ID. This makes organization life easier as they don't have to rely on human interaction to link their Apple ID and
all possible organizations using the Apple App store on each device.

With a VPP user associated to the user's Managed Apple ID - and therefore user based licenses, including those for books, can be
deployed, without the need of manually joining the organization.

When working on this everything must be related to the same organization - i.e. you can only assign a Managed Apple ID from
@ 'Organization A" to an ASM VPP Account from "Organization A".
A Managed Apple ID can't be associated to a VPP user from a Legacy token for instance, or from another organization.

Steps

1. Assign a user in the Classroom tab to the student device. This will need to be the user that is assigned to the Managed Apple ID that
will be logged into the iOS device.
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2.Sign in on the device with the Managed Apple ID that is assigned to the user associated in step 1.
3. Create a VPP User for the device for the VPP token you want to assign iBooks or User VPP apps to. This window is found in the
FileWave Admin under "Assistants" = "VPP User Management".

£ This token must be an ASM account token.


https://kb.filewave.com/books/apple-school-business-manager/page/apples-volume-purchase-plan-and-license-management
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4. Associate the VPP Fileset for the iBook or VPP Application to the iOS device.

£ The Application must be purchased from the same ASM VPP Token that you assigned the device to in step 3

5. Update the model
6. You are done and the Apple ID on the device will automatically be associated to the VPP License you are deploying without input
from the user.



Unremovable VPP Applications

What

There is a new options for VPP apps, namely preventing the user from removing them. (i0S/iPad0S 14+ required)

When/Why

We may want to prevent users from removing a VPP licensed and MDM delivered application if it is essential for their day to day use.
Previously a user could remove any deployed application (although it would be reinstalled by FileWave on the next verify).

How

There is nothing special you must do to enable this attribute. By default, deletion is disabled and you should see the below in each of
your VPP filesets.

Fileset Name: iOS App - iTunes Remote

EXTE «ios

Configuration

iTunes Remote

App Store Link (i0S)

Developer:
Version:
Genre:
Release Date:
Bundle Size:

Languages:

Apple

4.51

Entertainment

2019-02-01 08:00:00+00:00

12 MB

AR, CA, ZH, HR, CS, DA, NL, EN, FI, FR, DE,

EL, HE, HI, HU, ID, IT, JA, KO, MS, NO, PL, PT,
RO, RU, ZH, SK, ES, SV, TH, ZH, TR, UK, and
Vi

Options and Management Flags

Remove App when MDM profile is removed
Prevent Data Backup
Summary:
*This App will remain if the MDM profile is removed
*This App's data will be backed up in iTunes

Take management of this app if the user has installed it already

Allow removal: If selected, the device user will be able to remove this managed application

Volume Purchase Program - Lici

Associated token: = TK "Local"
Licenses: Reserve a Maximum of 25 C out of 25
You purchased: 25
Other Filesets reserve: 0
Other dynamic quota Filesets use: 0
Manage VPP Codes Cancel OK

Note the language of this dialog...not checked means the app is NOT removable. Checked means the user can remove the app
in question.



What we should discuss though is how this setting behaves, so that it is understood:

1. This setting is NOT retroactive...that is, if you have already deployed an app, like iTunes Remote shown above, the user of
that device can still remove it

2. But, if a new device is enrolled and receives this payload, they will not be able to remove it

3. Or, if someone who had it does remove it, and FileWave re-pushes it (on verify), then the newly installed app will NOT be
removable

4. This checkbox behavior does NOT affect Kiosk based app distribution, regardless of checkbox setting
1. Any App installed by the user through the Kiosk can be removed by them as well (this setting is basically ignored)

5. The checkbox does default to unchecked, so if you do have something deployed as a push, but you want folks to be able to
uninstall, then you should modify that fileset accordingly



VPP Notifications (Apple VPP API v2)

What

Starting from FileWave version 14.6.0 we added support for a new Apple API for App and Book Management within the Apple Volume
Purchase Program. With FileWave 15.1.0 this API became the default. The main difference compared to the previous version is that
the new API is asynchronous. When we send a request to create / update / retire users or associate / disassociate assets we get a
unique event identifier in response, which we use in the scheduler task to retrieve the status of an asynchronous event. There are no
visual changes in your environment, except that the new API is more reliable, and expandable.

When/Why

In short, the new VPP 2.0 protocol is better, but out of an abundance of caution, it was not enabled by default on FileWave version
14.6.0 through 15.0.1 but with FileWave 15.1.0 it will become the default.

How

The new implementation was not yet turned on by default, until FileWave 15.1.0. To turn it on for prior releases you need to add a line
to your /usr/local/filewave/django/filewave/settings_custom.py and after that restart server.

| @ If you are a hosted customer you will have it enabled since your server was upgraded to 15.1.0 or beyond.

VPP_V2 = True

For troubleshooting it can be setto vPP_v2 = False to go back to the VPP v1 API.
| 4 The next step must be done for every server no matter if you are hosted or not.

In FileWave Central to go to Preferences — VPP & DEP and if the Enable VPP Notifications item can be enabled then VPP 2.0 is active
(24.7+ only). It will be greyed out otherwise, and the checkbox will not be selectable. You should check the box to Enable VPP
Notifications as shown below.

FileWave Admin Preferences

General QOrganization Info Mobile Google LDAP Kiosk VPP & DEP Inventory Mail Education Imaging Editor

Volume Purchase Program - Apps and Books

Configure tokens 1 token(s) configured
Synchronize Last synchronization with VPP Web service: 2/4/22 11:40 AM

Configure email invitation template

Minimum delay (in minutes) between licens gnment and Install Application. 0

Preferred license distributi el to use for new associations:  Automatic Assign to Device if possible otherwise to User

Enable VPP Notifications (VPP v2 Only)
LDAP synchronization:
Once you Enable VPP Notifications, you should click Synchronize on the same preference screen and if it is successful then VPP v2

Notifications are working. If you get an error 9720: The provided notification URL is not reachable,then Apple is unable to
connect to your server. Apple must be able to reach your FileWave server directly from their 17.0.0.0/8 network.



There was an issue when syncing VPP data
from Apple Web service.
Please check MDM log for more details.

9728: The provided notification URL is not

reachable.

Digging Deeper
Logging

If you enable it or are running a version of FileWave of 15.1.0 or newer, you can check filewave django.log. Lines with 'Sync VPP v2'is
the confirmation that the new API is activated.

Email Address

One important change in the new API is that when we create a user we need to specify an email address. For BYOD devices we are
using Managed Apple ID, for DEP devices - Device Assigner Email (it is not available when option 'Create VPP users for newly enrolled
devices' is checked), if before mentioned is not available, we use Organization Email Address, and as last resort -
'‘email.not.set@<your_mdm_host>".

Reachable by Apple

By default, FileWave uses the following endpoint:

This endpoint needs to be reachable and valid from Apple services.
@ You need to make sure that the TSL certificate is trusted by Apple and that Apple services are not blocked by any networking
rule.

Server Port refers to the port configured in Mobile Preferences, which is likely either 20445 or 20443:

https://{server_host}:{server_port}/api/vppv2/notification

If the FileWave Server is not accessible by Apple on the defined port, disable VPP Notifications, otherwise VPP will fail to work
correctly.

If for security reasons or due to your network configuration, your FileWave server can't be reached by Apple services directly, it is
possible to define a different URL that will be used by Apple. This can be done by editing the
/usr/local/filewave/django/filewave/settings_custom.py file adding the below line and then restarting the server. For hosted
customers, you will need support to set this for you.

settings.VPP_NOTIFICATIONS_CUSTOM_URL = "https://server:port/url"

Then you need to make sure requests to this endpoint are forwarded to your FileWave instance.


https://kb.filewave.com/uploads/images/gallery/2023-12/vknfIEDwJWeihso3-screenshot-2023-12-11-at-17-01-23.png
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Migration to VPP Location Based Tokens

With Apple School Manager you can:

® Transfer licenses This feature will allow you to transfer licenses from one location to another

® Share licenses Share licenses between purchasers that have been assigned, and have access, to the same location

® Simplified Purchasing of Apps & Books Ability to search and browse content directly in the “Apps and Books” section of
Apple School Manager. You will also be able to manage all your Volume Purchase Program (VPP) credit and update billing
information from within Apple School Manager (ASM)

To take advantage of these new features in Apple School Manager (ASM), you will first need to transition your institution from the
legacy VPP token system to ASM. Below are some key steps to follow to help you understand and plan to ensure a successful
transition.

You must read and follow the steps below to ensure a successful migration to VPP Location-based tokens! If you’re unclear
about any of the steps please contact your Apple, or FileWave, representative before proceeding. Not following the steps
below can lead to:

F-Y
Unable to deploy apps due to lack of licenses
Apps being removed
Loss of app data

Migration
If you have codes still

How do I know if I have code?

To see if you have any codes in your account before migration, log in and go to “View Purchase History”
If any previous purchases have “Download Codes” in the last column you will need to request those be migrated to managed
distribution.

How do I migrate codes to Managed Distribution?

1. Visit https://www.apple.com/support/itunes/vpp/ and for “What do you need help with?” select “Other”
2. Use the same institution name (and ideally the same email) as it shows in your Account Summary section
3. Describe your issue and a representative should be in touch.

Invite VPP Purchasers

If you have purchasers with existing VPP accounts that aren't in Apple School Manager or in Apple Business
Manager, invite them to join your organization before you migrate to Apps and Books.

One Purchaser per location

For the best migration experience, migrate only one purchaser per unique location. You can do this in one of the following ways:

® By restricting account access in Apple School Manager or in Apple Business Manager to the appropriate location for each
purchaser.
® By directing each user to the specific location that they should choose.

If each purchaser migrates to a unique location, all licenses — assigned and unassigned — will move to Apps and Books.

Initial migration

All licenses that move during migration will be associated with the new location token to which they move. Any assigned licenses that
don't move during migration remain associated with the purchaser's legacy token. All tokens that have associated licenses must be
uploaded in MDM.

Location-based tokens

Apps and Books use location based tokens. All licenses purchased for or transferred to a location associated with that location's
token.* Legacy tokens from the VPP portal are account-based tokens. Purchasers can access tokens for all of their locations in the
Apps and Books section of Apple School Manager's Settings or Apple Business Manager's Settings. Only one person needs to upload
location tokens to MDM. Legacy tokens aren't needed after all licenses are moved to a location.


https://help.apple.com/schoolmanager/#/apd593d6f469
https://www.apple.com/support/itunes/vpp/

When you create a location, the location is in an "untouched" state, which allows Apple to transfer all licenses, including
licenses currently in use, from a legacy token. As soon as anything is done on this location (buy apps, transfer token, change
permission...), the location is not "untouched", therefore only unused licenses are transferred. So it's critical to NOT do
anything with a location before migration happens.

Migrate all VPP purchasers

When you're ready to migrate to Apps and Books in Apple School Manager or Apple Business Manager, all purchasers should migrate
at the same time. Each purchaser must migrate their account. Migrate by clicking Get Started in the Apps and Books section of Apple
School Manager or Apple Business Manager, then selecting the appropriate migration location.

After all purchasers migrate, you can take full advantage of the new features.
If your organization decides not to use Apps and Books, VPP purchasers can continue to use the legacy VPP portal at

vpp.itunes.apple.com until December 1, 2019.

D Assigned book licenses can't be moved and remain assigned to a user.

If assigned licenses don't transfer

Only unassigned licenses will move to a location if any of the following scenarios occur:

Licenses are purchased or transferred to a location before a purchaser migrates to the new location.
Someone downloads the location's token before the first user migrates to it.

A new Content Manager is created in a location after another user opts into Apps and Books.
Multiple purchasers migrate to the same location.

If assigned licenses don't transfer, they remain associated with the purchaser's legacy tokens which should remain uploaded to MDM
with the location token. After you unassign an app from the legacy token, you can transfer the licenses to a location in Settings > Apps
and Books in Apple School Manager or Apple Business Manager.

Updating Token in FileWave Admin Preferences

Once you have successfully migrated to the location-based tokens, you’re ready to update the legacy token(s) in FileWave! You will
need to download your new location-based VPP token(s) and follow the directions below to update your VPP token in the FileWave
Preferences.

Downloading New Token(s):

Log into your ASM/ABM instance

Click "Settings" on the lower left

Click "Apps and Books" in the center column

Scroll down on the right to find the Locations Table

Click "Download" next to each location needing to be updated in FileWave

gpwNE

Updating in FileWave:

Connect with FileWave Admin and open the preferences

Click on the VPP & DEP tab

Click on "Configure tokens"

Double-click on the VPP token you need to update

Click the "Import" button and select your new location-based VPP token

agrwNE
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VPP Token Revoked Error

Problem

"VPP token is Revoked" error is displayed in the FileWave Admin> Dashboard or when trying to run a manual VPP sync in the "VPP and
DEP" tab of FileWave Admin preferences. This can be caused if you try to enter the same VPP token in Apple Configurator.

¥ Sync with Apple

There was an issue when syncing VPP data from Apple Web service.
Please check MDM log for more details.
9625: The sToken has been revoked

Solution

The solution for this error is to renew your VPP token in FileWave. For renewing your VPP token we offer the below Knowledge Base
article for this process. Renew Your VPP Token



https://kb.filewave.com/books/apple-school-business-manager/page/vpp-token-renewal

VPP Kiosk Error Detalls

When you associate VPP assets via users association there can be messages in the kiosk. Here is what these messages can mean:

unavailable for this application's organization

When the total available count of license is 0. Meaning you have no purchased licensed for this Application

unavailable for this application

When the available count of licenses is 0. Meaning you have run out of licenses for this VPP item.

application is not device assignable

The Developer of this application has not allow their application to be assigned to devices

acquired (but your VPP account was retired)

As stated, your invitation to the organizations VPP program has been retired

available

Allis well

available (but your VPP account is not)

The application is assigned as User in Admin, but there is no VPP user account tied to the device

acquired

Device has a license for this vpp item



VPP Device Assignment

About Device Assignment

With the release of FileWave version 10 and iOS 9 comes a new, simpler way to assign licenses for apps purchased through Apple's
Volume Purchase Program (VPP). Unlike VPP's previous options, which employed codes or user assignments, you no longer need CSV
uploads or registered Apple IDs on the devices. The new process for VPP allows users to send out and pull back licenses to Apple
devices regardless of whether an Apple ID is present.

The steps below walk you through the VPP device-assignment process of app deployment. Before completing the guide, make sure
the following requirements are met.

Requirements

i0S 9+ (FileWave version 10.0+)

0S X 10.11.1+ (FileWave version 10.1+)

OS X Devices MDM Enrolled (DEP or Profile Enrollment)

VPP Token in FileWave (Section 3.12 in the FW manual)

Device Assignable Apps (see the "Purchase Apps" section below)

Restrictions

All apps in the VPP Store are opt-in only for device assignment. This means not all apps can be assigned to devices, so check
compatibility before purchase (see the "Purchase Apps" section later in this document for details). User assignment, not device
assignment, must be used for books purchased through VPP, requiring every Apple device to have a separate Apple ID. Alternatively,
PDFs, ePubs, or iBooks can be deployed to iOS 8 or above devices directly with the "Document (i0S 8+)" Fileset option under New
Model Filesets.

Steps

Prepare FileWave

Go to the VPP & DEP tab in the FileWave Admin Preferences and click on the "Configure tokens" button. Then sign in with your
superuser credentials (by default, this is "fwadmin / filewave").

On the bottom of the new "Edit VPP service tokens" window, you'll find the "Create VPP users for newly enrolled device" pane. Be sure
the box is unchecked and then close the window. Note: With this option unchecked, if you still want to employ user assignment for
VPP books, non-device-assignable apps, and devices not on i0OS 9 or OS X 10.11.1 or above, you'll need to create these VPP users
manually in the VPP User Management window under the Assistants menu.

[l Create VPP users for newly enrolled devices

When new iOS devices are enrolled, FileWave can automatically create VPP users and associate them.

Token to use: = VPP Token =

Back in the FileWave Admin Preferences window under VPP & DEP, you'll see a line that reads "Preferred license distribution model to
use for new associations." Use the drop-down menu to select Assign to Device. This makes device assignment the default for any new
VPP Fileset associations. Then click OK at the bottom right to save and close the preferences.

Preferred license distribution model to use for new associations: = Assign to Device B

Purchase Apps

To purchase the apps, go to the following URL: Apple School or Apple Business. There you'll be asked to choose Education or Business
and sign into your VPP account.

Use the search field on the top left to locate the app you want to purchase licenses for. After you select the app, you'll be directed to
the Purchase and App Details screen. From there, you'll determine whether the app is device-assignable.

The Compatibility section of the app details should read "Device-Assignable." If it doesn't, user assignment needs to be used
(requiring an Apple ID for each device).


https://school.apple.com/
https://business.apple.com/

Compatibility: Re
or later. Comp

iPhone, iPad, and iPod

Device-Assignable

After confirming that an app is device-assignable, you can complete the purchase. Put the quantity of licenses in the Purchase Details
section at the top, click Review Order, and click Place Order.

Note: Make sure you purchase enough licenses. If you associated the app with 100 devices but you've purchased only 50 licenses,
only 50 devices will be able to download the app. This goes for kiosk associations as well. Associate apps only to devices less than or
equal to the number of licenses purchased and reserved.

Import Apps into FileWave and Deploy Them

After purchasing the licenses, you'll get a confirmation email from Apple noting that the licenses are ready. You can wait for VPP to
sync with FileWave automatically, or you can expedite the process by forcing a sync in the VPP & DEP section in the FileWave
preferences: Do this by clicking Synchronize.

Proceed to the License Management section of FileWave in order to locate new licenses. Click the Refresh button at the top. A prompt
will pop up, reading, "FileWave has detected unused VPP licenses. Would you like to create X new Fileset(s) for these licenses now?
Note that you will have to do a Model Update to be able to use them in associations." If you click Yes, FileWave will auto-create the
Filesets and place them in the Filesets section of FileWave. If you click No, you can manually select the new licenses from the list and
click Create Fileset at the top.
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To double-check how many licenses have been reserved, double-click on the Fileset and look at the Volume Purchase Program -
Licenses pane at the bottom. The number of reserved licenses displayed shows how many associated devices can download the app.
(Note: If devices have redeemed a license for this app in FileWave, you cannot change the associated token until the licenses are
retrieved by disassociating the app form the device.)

Wolume Purchase Program - Licenses

Associated token: VPP Token

L4

Licenses: Reserve a Maximum of 10 |2 outof 10

w

You purchased: 10

Other Filesets are using: 0
MNote: 2 licence(s) in use, therefore you can't change the associated token

Continue the process by associating the app with the device, or group of devices, in the Associations tab. In the bottom pane where
the associations are located, you'll notice an extra column called License Assignment. New associations will automatically be assign-
to-device associations. If you already created assign-to-user associations, these can easily be converted if the app is device-
assignable. To convert simply, double-click the association, navigate to the License Distribution tab, and click the Assign License to
Device radio button, and the license will change after the device syncs. If the app is not device-assignable, the second radio button
will be grayed out. Note that the app does not have to reinstall when the license is changed from user to device.

Fileset License Assignment v Type Client/Group/Clone
[J 10S App - IMDb Movies & TV  Assign to Device Standard [] FwiPad



License Distribution

Timing

Please select the license distribution model you
prefer to apply for this association

Assign License to User

You need an ApplelD to use this model

() Assign License to Device

Available only for filesets and devices supporting this model.

These options affect only VPP filesets

Now update the model to save/propagate all changes, and wait the minimum delay between license assignment and install
application. The app will automatically install on your device. Note: The default delay is 3 minutes, but you can change it in the VPP &
DEP section in the FileWave preferences.

-~

Minimum delay (in minutes) between license assignment and Install Application. |3 o

Device Assignable Query Check

To make a query to monitor which Filesets are currently in FileWave as device assignable, follow these simple steps.

Criteria:
VPP Asset / Device assignable flag - does not equal - true

Criteria LS

All a of these expressions must be true

Not VPP Asset / Device assignable flag does not equal E true a

Fields:
VPP Asset / Product Name

Criteria

Drop here the fields you want to see in the query report ; change column order by moving column header.

Product name

Leaves of Grass

Soundrop



VPP Licensing Reservations (v14+)

The History

Prior to version 14 of FileWave, license reservations for VPP applications could be problematic when purchasing additional licenses.
If you look below, we purchased 25 licenses of this app initially, and the fileset (payload) that was then auto-created had a reservation
for exactly 25 licenses.

Fileset Name: i0S App - iTunes Remote

Kiosk  Configuration

iTunes Remote
App Store Link (i0S

Developer: Apple
Version: 4.5.1
Genre: Entertainment
Release Date: 2019-02-01 08:00:00+00:00
Bundle Size: 12 MB

Languages: AR, CA, ZH, HR, CS, DA, NL, EN, FI, FR, DE,
EL, HE, HI, HU, ID, IT, JA, KO, M5, NO, PL, PT,
RO, RU, ZH, SK, ES, SV, TH, ZH, TR, UK, and
Wi

Options and Management Flags

Remove App when MDM profile is removed
Prevent Data Backup
Summary:

*This App will remain if the MDM profile is removed
*This App's data will be backed upiniTunes

Take management of this app if the user has installed it already

Volume Purchase Program - Licenses

Associated token: = TK "Local" B

Licenses: Reserve a Maximum of |25 |2| outof 25

You purchased: 25
Other Filesets reserve: 0
Other dynamic gquota Filesets use: 0

Manage VPP Codes Cancel oK

The inefficiency of this model would show itself whenever we purchased more licenses for this app. Forinstance, assume that we
purchased 10 additional licenses...the fileset shown above would not change from the original 25, so we could effectively run out of
licenses, even though we had 10 more available. This necessitated a manual change to the original fileset, which was not efficient.

The Change

Starting with v14 reservation of licenses for VPP Filesets (payloads) has made optional in order to offer more convenience when
purchasing additional licenses. You can think of the licenses now more as a dynamic quota than as a restriction. Here is how it works:

® Existing filesets will not be affected by this change (any previously defined reservations will persist, but can be turned off
simply by unchecking the checkbox). See below:



P Loading

e New application licenses that you purchase will now result in a payload (fileset) with a dynamic quota (reservation checkbox
unchecked) as shown below for both native and webadmin:

Fileset Name: iOS App - Build a Body: Biology Systems

Kiosk  Configuration

Build a Body: Biology Systems
App Store Link (i0S

Developer: InViVo Communications Inc.
Version: 3.2
Genre: Education
Release Date: 2011-12-21 17:44:33+00:00
Bundle Size: 70.5 MB
Languages: EN

Options and Management Flags

Remove App when MDM profile is removed
Prevent Data Backup
Summary:
*This App will remain if the MDM profile is removed
*This App's data will be backed up in iTunes

Take management of this app if the user has installed it already

Volume Purchase Program - Licenses

Associated token: = TK "Local" a

Licenses: Reserve a Maximum of . outof 10

You purchased: 10
Other Filesets reserve: 0

Other dynamic gquota Filesets use: 0

Manage VPP Codes Cancel OK




iOS App - Build a Body: Biology Systems 2  rroriy

Licenses
B Available (10)
TK "Local”
10 Reported installed (0)
Dynamic Quota B Kiosk: 0
Il Direct: D 08

e With dynamic quotas, the:
o Total number of licenses for a particular asset (app/book) will be considered as a pool that is shared between all
filesets
o For all filesets that do have the reservation option activated, the reserved amount of licenses will be deducted from
the total quota first
o When a license is required for a fileset that has licenses reserved, the number of assignments through that fileset will
be checked against the reserved licenses
o For all filesets that do not have the reservation option activated, the remaining number of licenses is shared and
available on demand
o When a license is required, the number of already assigned licenses is checked against this dynamic quota
If there are no free licenses available, the installation will not proceed
o When you purchase more licenses, they will automatically be added to the dynamic quota

o

Examples
If you purchased 100 licenses for a new app (Firefox):

When the fileset (payload) for the app is created, the reserve license option will be deactivated

As there are no other payloads with reserved licenses all 100 licenses will be available through the dynamic quota

You associate the payload to 20 clients: dynamic quota is reduced to 80

You now duplicate payload. In the new payload properties you specify that 25 licenses should be reserved for this fileset.

The dynamic quota is now reduced to 55

® You associate this second payload to 20 clients. The quota for that payload will now be 5, while the dynamic quota remains
55

® You create yet another copy of the payload, with no license reservation. The dynamic quota remains 55

You associate this 3rd copy to 25 clients. The dynamic quota is now reduced to 30

® Purchasing 100 more licenses at this point bring the dynamic quota up to 130

Some more complex examples, building on the above:

® You associate the second fileset above to 10 more clients:

o Five of the clients will get a license, while the other 5 won't (because we had a reservation of 25, and had already

assigned 20 of them)

© You increase the reserved license count of this fileset to 35 (from 25). The dynamic quota will now be reduced to 120
® You associate the third fileset to 150 more clients. The dynamic quota will only allow for 120 of those to get a license
® Current state:

o fileset 1 uses 20

o fileset 2 has 35 licenses reserved, but uses 30

o fileset 3 uses 145
® Thus a total number of 195 out of 200 licenses will be used, with 5 still held in reserve
® You purchase an additional 50 licenses for the app:

o After a VPP sync and Model update, they will be added to the dynamic quota

o Allclients associated to fileset 3 will now have a license assigned (-30)
® The dynamic quota will settle in at 20 licenses available



