Apple ADE - MDM Certificate vs.
MDM Trust Chain

What

For ADE/DEP enrollments there are certificates that go in the enrollment profile. In FileWave 16.2.0 we
have made a change to what is included in that profile by default.

When/Why

We've had some support issues where customers would see ADE/DEP profiles duplicate. Investigation
has found that because of the way we would include the certificates we would sometimes have to
update the profiles when certain things like renewing your SSL certificate would happen. After
investigation with Apple we had found that our method was very secure, but created complexity that
could be avoided. The root cause of DEP profile duplication is that we add MDM server in ADE profile,
which is the most secure (device checks if MDM server has the same certificate as the one in ADE
profile), but it requires us to recreate profiles when certificate is renewed.

How

In FileWave 16.2 we are changing what we are including in the ADE/DEP enrollment profiles by default.
We have new setting to only add trust chain (parent certificates), so enrolment will work, but the
device will not verify the cert (cert must still be valid, but device won't verify it's the same cert). It's a
bit less secure, but still secure (unless someone has a way to create his own cert with your fqdn). But
this allows us to not recreate ADE profiles each time we renew certificates, because it's not required
anymore.

You'll find the setting in Central's Preferences as shown in the below image. It is in the VPP & ADE tab
there. We recommend leaving it on MDM Trust Chain to avoid duplication of ADE/DEP enrollment
profiles. We have left the option there to pick MDM Certificate in case there was a customer who had
the security requirement to do that, but know that it can result in profiles being duplicated when you
update your SSL certificates if you change it to MDM Certificate.
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Using MDM certificate is more secure but requires updating all profiles when certificate is renewed. (More information)

Software Updates

Cancel m

Related Content

* Automated Device Enrollment (ADE)

“ORevision #7
% Created 2025-07-31 13:14:24 UTC by Josh Levitsky
#’Updated 2025-09-24 13:54:49 UTC by Josh Levitsky


https://kb.filewave.com/uploads/images/gallery/2025-09/XNepaXB3wR3Kv3lY-filewave-admin-2025-09-23-10-26-44.png
https://kb.filewave.com/uploads/images/gallery/2025-09/XNepaXB3wR3Kv3lY-filewave-admin-2025-09-23-10-26-44.png
https://kb.filewave.com/books/apple-school-business-manager/chapter/automated-device-enrollment-ade

	Apple ADE - MDM Certificate vs. MDM Trust Chain
	What
	When/Why
	How
	Related Content


