Minimum OS version for enrolling Apple devices
via ADE

What

MDM servers have the ability to enforce a minimum operating system version on enrolling devices when using Automated Device
Enrollment (ADE). This feature was added in FileWave version 15.1.0 for macOS 14.0 Sonoma and i0S/iPad0S 17.0. Apple does not
support this feature on older versions of macOS or i0S/iPadOS.

When/Why

Minimum OS version allows to ensure that devices are on the necessary OS version before being put into production. The MDM will
send a JSON 403 response when the device requests the enrollment profile. If the minimum operating system version is needed, the
user will be guided through a process of updating the device. Restarts will be performed automatically. Once completed, the device
returns to Setup Assistant and the user can finish the enrollment and setup process.

How

With FileWave 15.1.0 support of minimum OS version was added. To specify minimum OS versions open DEP profile and go to Options
- Requirements section. There are separate fields for macOS and iOS / iPadOS minimum OS versions.


https://kb.filewave.com/books/downloads/page/filewave-version-1510-unsupported

DEP Profile

Profile Name
readabie name for the profile.

Url

The URL of the MDM server.

https://localhost:2044 3(ios/dep_enroliment

Information Options Setup Assistant Account Anchor Certs Supervising Certs < »

Options

Do not allow user to skip enroliment step
Requires davice to enroll in MDM before complating setup
Custom Enroliment
Available for I0S 13+ and macDS 1015+
WARNING: IDP server not ccn{ugurad!

Supervise

Enable superv
Unsupervised DEP devices are depracatad as of i05 12+
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Is MDM removable

Allows unenrolimant

Allow pairing

Enable the 05 device to be paired with a Mac

Automatic Advance
Automatic advance through the Apple TV or macOS 17+ satup assistant
Shared iPad options
Enable Shared iPad
Davice will be eonfigurad as Shared iPad. Devices that do not meat requiremants ignora the aption.
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WARNING: The OS5 version must match the version format used by Apple and be installable on the device atherwise enroliment will fail.

macOS | 141 (a) i0S / iPadOS | 171 (a)
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The supplemental version identifiers can be specified in addition to standard MAJOR.MINOR.PATCH format (for example “17.1 (a)“).

What is displayed on the device? :|

When minimum OS version is requested by MDM server specific dialog appears on the device.

For macOS:


https://kb.filewave.com/uploads/images/gallery/2023-09/XoYZZ9TOR1dl43MS-image.png
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Software Update

Your Mac is required to update to *14.1% The currently
installed version is 14.0 (23A5286i).

The software update will begin installing in 56 seconds.

Continue

For iPadOS:


https://kb.filewave.com/uploads/images/gallery/2023-09/MKtXYkEdUwUp7RBs-image.png

09:41 Tue 9 Jan

Remote Management

The configuration for your iPad could not be downloaded
from Filewave Usa.

The MDM server requires the device to be updated to
710

If macOS device cannot install requested OS version next dialog appears:


https://kb.filewave.com/uploads/images/gallery/2023-09/97ovzqrB6Pui2G1C-image.png
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Software Update

System update could not

be installed.

The software update required for this
Mac by your organization could not be
installed. Contact your administrator for
assistance.

Current Version: 14.0 (23A5286i)
Required Version: 14.1

Continue

On iPadOS there is no specific dialog in this case, just “Next“ button is grey and no way to pass.

Related Content

o Automated Device Enrollment (ADE)

Digging Deeper

MachineInfo from the device is parsed on server side during DEP profile handling. If it contains MDM_CAN_REQUEST_SOFTWARE_UPDATE
flag and it’s True, the specified minimum OS version from DEP profile is compared with 0S_VERSION from MachineInfo according to
the device type (macOS or i0S/iPadOS). Software update request is sent to the device by MDM server in 2 cases:

1. If current OS version is less than minimum OS version

2. If current OS version equals minimum OS version but current supplemental version identifier is less than required
supplemental version identifier.

The software update request from the server looks like 403 JSON response with next body:

"code": "com.apple.softwareupdate.required",

"details": {"OSVersion": <minimum OS version> }

In this case enrollment is interrupted by dialogs mentioned above.
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