Bulk Update the Enrollment User
(auth_username) using API

What

This problem and solution came from a customer who had many devices in FileWave, yet did not have the 'Enrollment User' (internally
known as auth_username) populated. In order for automatic associations of iPads with Apple Classroom, devices must have an
enrolment user set. While it’s possible to set these one by one, that does not scale well. Even hosted customers could benefit from
this example.

When/Why

The below solution leverages the FileWave Anywhere API (v2) and is a great example that any customer could build. You can run this
script from your mac, Windows, or Linux computer, and it will talk to the API and make the changes in bulk.

This example happens to be a Python script. As such, if ran on the FileWave Server, Python will already be installed. However,
@ for hosted customers, the script will not be ran on the server and it should be necessary to have Python installed on the device
running this script

https://www.python.org/downloads/

https: thon.or ing/windows.html

How

e The first step is to download the script:

® Once downloaded, the zip contains two files: bulk_change_device_authname.py and auth_username.csv

® If the script is not being ran directly on the server, it may be necessary to alter the first line of code, to specify the location
of Python on the device running the script. For example, on macOS, that may be: #/usr/local/bin/python3

® The CSV file should be edited to include the desired list of Devices with Users. The supplied template looks like:

Device ID,Enrollment Username
67d6f4bfcf27fa62bb9815365c67ebf7fed8f9c3, test

An Inventory query could be used to obtain the list of Device IDs. Note, the script is only expecting two columns in the order of Device
ID and Enrollment Username.

It may assists to initially export additional columns to assist with device identification, but after adding the usernames, be sure
to remove any of these additional columns in the CSV file.


https://kb.filewave.com/books/application-programming-interface-api/page/filewave-anywhere-api-v2
https://www.python.org/downloads/
https://docs.python.org/3/using/windows.html
https://kb.filewave.com/attachments/53

QueryBuilder - new query

Q serial nu Name: query name Main Component: i0S/tvOS Device

Component

Include Archived Clients
v ActivationLock Bypass Code

Serial Number Criteria Fields

v All Devices

Drop here the fields you want to see in the query report ; change rder by moving column header.

Device ID

Product Device Name Device ID Serial Number Last Connected
Serial Number iPad11,4  Joshua's iPad 00008020-000859860AF1002E FOFYD15YLMXO  8/10/22 11:41 AM
Vv Booster iPad7,3 DMPTT57WHP50 3dac1b7e0f250d27d4a6272c41db2a67801a760f DMPTTS7WHP50 8/10/22 11:53 AM
Device ID iPhone13,2 Erikson’s iPhone 00008101-001A706A1EAQ00TE DNPDH9OTODXR 8/10/22 1:07 PM
Installed Server Certificates iPhone13,4 Josh's iPhone 12 Pro Max 00008101-000A34503468001E F2MDMOAVOD46 9/7/217:22 AM
v Client Certificate
Serial Number
w_DNFP Navira
An unique identifier for the device. On
desktop platforms, it is often a serial ~ 4 row(s)
number. On iOS, it is the UDID.

Internal name: device_id

Cancel Save

Obtain the desired users base64 Application Token from the FileWave Administrators Assistant view

FileWave Administrators

Account Name Phone El User details Permissions VPP tokens Application tokens TeamViewer

2 josh jc

2 J 1token(s) Q Search
2 fwadmin

BT oo
!

Default Token {b5cb89a0-fe59-4cb1-9359-d72b79369cc0}

Token name: pefault Token

Description: - 1hs gefault token is required for FileWave Admin and cannot be deleted.

Token: {b5cb89a0-fe59-4cb1-9359-d72b79369cc0}

Regenerate token

Token (base64): e211Y2I140WEWLWZINTktNGNiIMS05MzU5LWQ3MmI30TM20WNjMHO=

Script example: curl -s -k -H "Authorization: e211Y2140WEWLWZINTktNGNiMS05MzU5LWQ3MmI30TM20WNjMHO=" https://
fwjoshlab.filewave.net:20445/inv/api/v1/component/

& 2 Manage VPP Tokens Check LDAP/IDP user permissions... LDAP/IDP user application tokens... Apply Cancel OK

The following command may now be executed on macOS or Linux (a similar command could be executed on Windows) to action the
process.

./bulk_change_device_authname.py --token {b5cb89a0-fe59-4cb1-9359-d72b79369c0} --host ExampleCo.filewave.net --
mapping ./auth_username.csv

The script will give you feedback about the success or failure of any records.

Python Imports

The beginning of the script has a list of imports:

import argparse
import base64
import csv
import os
import re
import requests
import sys

If any are missing, e.g 'requests’, it should be necessary to instal them. The script should report such an error if any are missing when
ran. Some are available on a default Python setup.

Itis possible to instal any missing. For example, on macOS or Linux, the command may appear as (depending upon the location of
Python)


https://kb.filewave.com/uploads/images/gallery/2023-07/dEfivbDOyKFgCwGU-image.png

/usr/local/bin/python3 -m pip install requests

Hopefully the script at this point has been successful and can be see as a great example of bulk actions.

Related articles

e How to write to a custom field using the FileWave API
e Command Line API (v1)
e Anywhere API (v2)
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