Certificates

Certificates add a layer of security and trust between devices. Below are some articles that discuss how various certificates are used
within FileWave.
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Root Trusted SSL Certificate (Using and
Renewing)

Description

To communicate with devices, a certificate is required. Our recommendation is for a root-trusted SSL certificate to be implemented.
If you are currently using a self-signed certificate, we suggest moving to a trusted root certificate; wildcard certificates are supported.
This article will discuss both self-signed as well as a certificate from an authority, and the process to renew the certificate.

Since Filewave v12+, the Admin console indicates when a certificate is self-signed; Preferences > Mobile tab > HTTPS Certificate
Management

Warning: You are using a self-signed certificate. Your devices will need to trust the certificate to use FileWave. iOS 10.3+ devices require explicit trust before manual
enroliment.

Details... Upload PKCS12 Certificate Get Current Certificate

i0S 10.3+ devices can be enrolled with a self-signed certificate. Over the Air (OTA) though will experience warnings or errors; Self
Signed Certificate Errors.

B Apple provide a list of certificates automatically trusted per OS and OS version: Apple Trusted Certs

Information

Root trusted SSL certificates can be purchased from a Certificate Authority (CA). Apple provides lists of trusted root certificates:
https://support.apple.com/en-gh/HT204132

CA Vendors include:

GoDaddy

Digicert

GlobalSign / AlphaSSL
Trustwave

and many more...

As FileWave supports wildcard certificates, if you already have a wildcard certificate this could be uploaded without additional
purchase. Wildcard certificates are indicated by a * before the domain name. e.g.

® \Wildcard cert: *.initech.com
® Dedicated cert: filewave.initech.com

If you already have a certificate bundle but it isn’t in the .p12 format, you can use this link to convert the file - Digicert: How to
convert a certificate into the appropriate format

Requirements

Obtaining an official 3rd party root trusted SSL certificate will be dependent upon the Server's current domain. Only a domain that
includes an official 'Top Level Domain' (TLD) may qualify for a root trusted SSL certificate and the root domain must be registered to
purchase a certificate. Where the Server uses an internal-only domain, it is not possible to transition to an official certificate without
first changing the domain where the Server belongs. See migration below. Example TLD:

e com
® .org
® edu

In the context of a Website, the root domain refers to the highest level of the hierarchy, e.g apple.com, microsoft.com, google.com

For example:

® demo.filewave.ch is a Fully Qualified Domain Name (FQDN) of a server called 'demo' in the root domain 'filewave.ch', the
TLD being 'ch'.

® demo.filewave.local does not have a TLD and instead is using a private internal domain of ".local'. Without a TLD they are
known as a Partially Qualified Domain Name (PQDN)


https://kb.filewave.com/books/certificates/page/self-signed-certificate-error-during-ios-ota-enrollment
https://support.apple.com/en-gb/HT204132
https://support.apple.com/en-gb/HT209143
https://knowledge.digicert.com/solution/SO26449.html

Often the term FODN is used as a way to indicate the idea of writing the Server name along with its connected domain. Strictly
speaking, with internal private-only domains, this should be referred to as PQDN. Not only does FileWave recommend using

4 an FQDN, but regardless of using an FQDN or PQDN, always specify the Server name along with its connected domain name
(rather than just the hostname) when setting any preferences, be that for Server, Clients, Boosters, etc. We also discourage
the use of IP in settings.

Official SSL Compatible

Root Domain x Root iDomain
demo.filewave.ch demo.filewave.local
J ' \
| FQDN T | PQDN |
Host Name Top Level Domain Host Name Private Domain

(Self-Signed Certificate Support Only)

Migration
Migration of certificates will not pose any issues as long as:

e Wildcard cert: domain matches the domain name of the previous self-signed certificate
e Dedicated cert: Server name and domain matches the name of the previous self-signed certificate

If during migration the Server's Host Name and/or Domain Name changes, all MDM devices will lose MDM communication with
the FileWave Server and require re-enrolment into MDM

Case Current Certificate New Certificate Result

Any certificate to any certificate Self-signed cert Root trusted cert = fw.initech.com CHANGING THE FQDN WILL

(changing name) = filewave.initech.com REQUIRE DEVICES TO BE

ENROLLED AGAIN

Self-signed to root trusted (keeping Self-signed cert = Root trusted cert = This will NOT require devices to be

the same name) filewave.initech.com filewave.initech.com enrolled again

Self-signed to wildcard Self-signed cert = Wild Card cert = *.initech.com This will NOT require devices to be
filewave.initech.com enrolled again

Root trusted to root trusted Root trusted cert = Root trusted cert = This will NOT require devices to be
filewave.initech.com filewave.initech.com enrolled again

Procedure

There are 3 key steps.

1. Create a CSR and Key to request a certificate from a CA
2. Create CRT files from the downloaded certificates
3. Convert the certificate to p12 to upload to the FileWave Server

Renewing Certificates
When renewing a current expiring certificate with a CA, step 1 is not required. You will however require the key in step 3. If you
have not stored the key elsewhere, the key should always be accessible on your current FileWave Server in

© /usr/local/filewave/certs/.

If you have not stored the key safely and the Server was to break such that the key was not retrievable, the whole process
would need to be repeated instead.

Certificate Expiry

o Certificate expiry should be avoided. Renewing certificates should be done in advance to maintain full working order. If the
certificate expires before you have a chance to renew, managed devices will not be able to connect to the FileWave Server.
However, once it is renewed your devices will check back in.

Example process



For example:

e FileWave Server FQDN = fw.initech.com
® Files will be saved to created folder Certificates
® The certificate was purchased from AlphaSSL

Pre-requisite: OpenSSL. Unix-based systems have this by default. To follow this process on Windows will require an appropriate

version of OpenSSL

Step 1

Create the.CSR and . KEY from OpenSSL

From a command prompt type the following:

macOS and Unix

sudo openssl req -new -newkey rsa:2048 -nodes -keyout /certificates/fw.initech.com.key -out
/certificates/fw.initech.com.csr

Windows

C:\OpenSSL-Win64\bin\openssl.exe req -new -newkey rsa:2048 -nodes -keyout C:\certificates\fw.initech.com.key -out

C:\certificates\fw.initech.com.csr

You will be prompted for the following:

Country Name (2-letter code)

State or Province Name Locality Name (eg, city)
Organization Name (eg, company)

Organizational Unit Name (eg, section)

Common Name (e.g. Server FQDN or YOUR name)
Email Address

A challenge password

An optional company name

For this example the details should be:

® Common Name: fw.initech.com
® Do not enter a password

The Certificates folder should now show:

fw.initech.com.csr
fw.initech.com.key

The KEY should be held safely. The CSR will need to be uploaded to the CA during the request of the certificate creation. You should
receive confirmation from the CA, regarding domain ownership and how to retrieve the generated certificate along with some general
instructions.

Step 2

reate CRT files from th wnl rtificat

It is typical, that the SSL certificate will also require an intermediate certificate. These should be readily available from the CA's
website. If required, contact the CA for details of which intermediate you will require.

Once the SSL and intermediate certificate have been downloaded, instructions can be followed to create the CRT files. In the case of
the email from AlphaSSL, only steps 1-4 should be followed.

Sample email from AlphaSSL.


https://slproweb.com/products/Win32OpenSSL.html

QUICK INSTALLATION GUIDE

1) Using a text editor, copy the SSL Certificate text from the bottom of this email
(including the -----BEGIN CERTIFICATE----- and -----END CERTIFICATE-----lines) and
save it to a file such as yourdomain.txt

2) Retrieve the Intermediate Certificate (selecting SHA-1 or SHA-256 as appropriate)
from the Support Center at:
https://www.alphassl.com/support/install-root-certificate.html

3) Using a text editor, copy the Intermediate Certificate text (including the --
-BEGIN CERTIFICATE----- and END CERTIFICATE lines) and save it to a file
such as intermediate_domain_ca.txt

4) Copy these .txt files to your server and then rename them with .crt extensions

These 2 CRT files can be copied to the Certificates folder from Step 1.
From the example:

® SS| certificate: purchasedcert.crt
® Intermediate certificate: AlphaSSLCA.crt

The certificates folder should now show:

AlphaSSLCAS.crt
fw.initech.com.csr
fw.initech.com.key
purchasedcert.crt

Step 3
Convert the certificate to p12 to upload to the FileWave Server
The necessary files are now available to create the p12. From the command line type the following:

macOS/Linux

sudo openssl pkcsl2 -export -out /certificates/fw.initech.pl2 -inkey /certificates/fw.initech.key -in
/certificates/purchasedcert.crt -certfile /certificates/AlphaSSLCA.crt



Windows

C:\OpenSSL-Win64\bin\openssl.exe pkcsl2 -export -out C:\certificates\fw.initech.com.pl2 -inkey
C:\certificates\fw.initech.com.key -in C:\certificates\purchasedcert.crt -certfile C:\certificates\AlphaSSLCAS.crt

The p12 certificate can be uploaded to the Server through the Admin console: Preferences > General Tab > SSL Certificate
Management. Once uploaded, check the 'Common Name' on the General tab matches the Server name in the Mobile Tab. For wildcard
certificates, only the domain should match.

Apache web server service will automatically restart and the FileWave Server is now ready for MDM.

Command Overview

Explanation of OpenSSL command
OpenSSL pkcs12 #Create a p12 (also know as pkcs12)
o -export -out /certificates/fw.initrode.us.p12 #Output location and name of p12 to upload to FileWave
-inkey /certificates/fw.initrode.us.key #Location and name of the private key file used to generate the CSR
-in /certificates/purchasedcert.crt #Location and name of the purchased certificate provided by the 3rd party supplier
-certfile /certificates/AlphaSSLCA.crt #Location and name of Intermediate certificate, (will often contain more than one cert)

.google.com/?safe=active&ssui=on ® ® O ¢

GlobalSign
L Google Internet Authority G3

L B *google.com

hain (aka -certfile...) G
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Cortlocte * google.com <
s Issued by: Google Internet Authority G3
:—‘;’_‘; Expires: Friday, May 24, 2019 at 2:25:00 AM Pacific
Daylight Time
@ This certificate is valid

) Details




Let's Encrypt Setup for FileWave Server
(Debian)

What

This Knowledge Base (KB) article discusses the use of a shell script to automate the process of setting up Let's Encrypt SSL
certificates for a FileWave server. Let's Encrypt is a free, automated, and open Certificate Authority (CA) that provides SSL certificates
required for secure (HTTPS) connections.

When/Why

FileWave administrators would need to set up an SSL certificate for the FileWave server to ensure secure communication. Using Let's
Encrypt is a popular choice because it's free and can be automated. However, the setup process has multiple steps and can be prone
to human error. This script simplifies the process by automating most of the steps.

| B Note that this documented process is for Debian systems. It could be adapted for macOS.

How

The script needs to be run on a FileWave server with root permissions. The server should be Debian 12+ or compatible.
Here are the steps to use the script:

1. Download the script below.

2. Make the script executable by running chmod +x scriptname.sh .

3. Run the script as root with --install as the argument.
Example: sudo ./scriptname.sh -—install

4. The script will automate the rest of the process. It will:
e Check if the provided FQDN is resolvable.

Backup any existing certificates.

Install necessary tools (if not already installed).

Request a new certificate from Let's Encrypt.

Set up a script to automatically renew the certificate and apply it to the FileWave server.
e Set up adaily cron job to renew the certificate.

5. Check the output of the script to ensure there were no errors during the process.

6. If you want to remove Let's Encrypt you can do the following and then go in to FileWave Central and replace your certificate
with one from a different source.
Example: sudo ./scriptname.sh --uninstall

D Please replace scriptname.sh with the actual name of the script.

Download Script: linux-letsencrypt-v2.0.sh
v linux-letsencrypt-v2.0.sh (Debian)

#!/bin/bash

#26-May-2022 - Removed the old update dep certs file that would break a 14.7.x server updating its dep
profiles

#19-June-2020 - added parameter verification ; made DEP script injection conditional ; added firewall
exceptions ; made sure certificate is injected at initial run ; added cronjob scheduling

#10-July-2023 - Updated the script to replace the old renewal hook if it exists, made the script work with --
uninstall without additional arguments, changed the script to ask for the hostname and email during
installation, added Debian 0S check.

#16-Feb-2024 - Updated for Debian server

#08-Mar-2024 - Refinements for Debian use. Switched to SNAP for certbot and more help if errors.
#23-Apr-2024 - Added code to set the cert as trusted

scriptname="$BASH_SOURCE"

# check if script is running on Debian

if ! grep -q 'Debian' /etc/os-release ; then

echo "This script is designed to run on Debian. Exiting."
exit 1

fi


https://kb.filewave.com/attachments/413

# root or moot

if [ $(whoami) != "root" ] ; then

echo "root rights required - please rerun as"
echo "sudo ${BASH_SOURCE} --install"

exit 1

fi

#letsencrypt installation for Debian Linux
if [ -z "$1" ]; then
echo "This script automates the process of obtaining and installing a Let's Encrypt SSL certificate for a
FileWave server on Debian."
echo "Available arguments:"
echo "--install: Install a new Let's Encrypt SSL certificate."
echo "--uninstall: Uninstall the Let's Encrypt SSL certificate and remove associated scripts.”
exit 1
fi

# Check if uninstall switch is provided
if [ "$1" == '--uninstall' ]; then
echo "Uninstalling..."
rm -f /etc/letsencrypt/renewal-hooks/deploy/filewave-server-cert.sh
rm -f /etc/cron.daily/letsencrypt-filewave
snap remove certbot
echo "Uninstallation complete. The renewal hook script, daily cron job, and Certbot have been removed."
exit 0
fi

# Proceed with installation

if [ "$1" == '-—dqnstall' ]; then
read -p "Enter your fully qualified domain name (hostname): " hostname
read -p "Enter your email address: " emailaddress

# verify whether this is a resolvable public hostname ; abort if not
if | [ -x "$(command -v nslookup)" ]; then

echo "Installing 'dnsutils' for Debian."

apt install -y dnsutils
fi

nslookup $hostname 8.8.8.8
public=$?
if [ $public -ne @ ] ; then echo "$hostname not resolvable by 8.8.8.8 (Google) ; exiting." ; exit 0 ; fi

# Confirm hostname and email address

echo "Hostname: $hostname"

echo "Email Address: S$emailaddress"

read -p "Are these correct? (yes/no) " confirm

if [ "$confirm" != "yes" ]; then
echo "Aborting due to user confirmation."
exit 1

fi

#Backup existing certs

BACKUP_DATE=$ (date +%Y-%m-%d—-%H-%M)

mkdir /usr/local/filewave/certs/backup-$BACKUP_DATE

cp -p /usr/local/filewave/certs/server.*x /usr/local/filewave/certs/backup-$BACKUP_DATE

# Update Debian system and Install Certbot if not already installed
apt update -y
DEBIAN_FRONTEND=noninteractive apt-get upgrade -y -o Dpkg::0ptions::="--force-confold"

if ! [ -x "$(command -v certbot)" ]; then
echo "Installing SNAP."
apt install -y snapd
snap install core
echo "Installing Certbot."
apt remove certbot python3-certbot-apache
snap install --classic certbot
1ln -s /snap/bin/certbot /usr/bin/certbot
# Test again for the certbot command



if | [ -x "$(command -v certbot)" ]; then
echo "Certbot installation failed. Exiting."
exit 1
fi
fi

#request certificate initially
# I've seen this fail and there is no harm in the command running 2x the first time to be sure it worked.
certbot -n --agree-tos --standalone certonly -d "$hostname" -m "S$emailaddress"

echo "Certificate for $hostname should be created. If there was an error try running:"

echo 'certbot -n --agree-tos --standalone certonly -d "'$hostname'" -m "'Semailaddress'"'

# PostgreSQL command to update ios_preferences

echo "Updating i0S preferences in PostgreSQL..."

/usr/local/filewave/postgresql/bin/psql -d mdm -U django -c "INSERT INTO jos_preferences (key, value) VALUES
('mdm_cert_trusted', TRUE) ON CONFLICT (key) DO NOTHING; UPDATE 1ios_preferences SET value = 'true' WHERE key =
'mdm_cert_trusted';"

if [ $? -eq 0 ]; then

echo "i0S preferences updated successfully."
else

echo "Failed to update i0S preferences in the database."
fi

# Ensure renewal-hooks and deploy directories exist
mkdir -p /etc/letsencrypt/renewal-hooks/deploy

# Remove old renewal hook if exists
rm -f /etc/letsencrypt/renewal-hooks/deploy/filewave-server-cert.sh

# Create new renewal hook
cat>/etc/letsencrypt/renewal-hooks/deploy/filewave-server-cert.sh<<gOT
#!/bin/bash
cp /etc/letsencrypt/live/Shostname/fullchain.pem /usr/local/filewave/certs/server.crt
cp /etc/letsencrypt/live/$hostname/privkey.pem /usr/local/filewave/certs/server.key
chown apache:apache /usr/local/filewave/certs/server.x
echo "Restarting FileWave Server..."
/usr/local/bin/fwcontrol server restart
echo "Updating DEP profile certificates..."
(yes 2>/dev/null) | /usr/local/filewave/python/bin/python /usr/local/filewave/django/manage.pyc
update_dep_profile_certs 2>/dev/null
echo "DEP profile certificates updated."
EOT
chmod a+x /etc/letsencrypt/renewal-hooks/deploy/filewave-server-cert.sh

echo "injecting certificate into filewave server"
/etc/letsencrypt/renewal-hooks/deploy/filewave-server-cert.sh

echo "injection done"

##Install firewalld for configuring port 80

# if I [ -x "$(command -v firewalld)" ]; then

# echo "Installing firewalld."

# apt install -y firewalld

# systemctl enable --now firewalld

# # Test again for the firewalld command

# if I [ -x "$(command -v firewalld)" ]; then

# echo "firewalld installation failed. Exiting."

# exit 1

# fi

# fi

# echo "making firewall opening for port 80 permanent to allow for automatic renewals"
# firewall-cmd --add-port 80/tcp --zone=public --permanent
# firewall-cmd --reload

# echo "firewall settings modified"

echo "scheduling automatic renewal of certificate"
cat>/etc/cron.daily/letsencrypt-filewave<<'EOT'
#!/bin/bash
sleep $[RANDOM % 7200]



/usr/bin/certbot renew --quiet
EOT
chmod a+x /etc/cron.daily/letsencrypt-filewave

echo "scheduling complete"

echo
echo "--------—-———-—- "
echo "List of files created by this script:"
echo "/etc/letsencrypt/renewal-hooks/deploy/filewave-server-cert.sh"
echo "/etc/cron.daily/letsencrypt-filewave"
echo "Certificate for $hostname should be created. If there was an error try running:"
echo 'sudo certbot -n --agree-tos --standalone certonly -d "'Shostname'" -m "'S$emailaddress'"'
echo 'And upon success run:'
echo "sudo certbot renew --force-renewal"
echo "The main reason this process can fail is if the server is not reachable on TCP 80"
else
echo "Invalid argument. Please run with --install or --uninstall."
fi

Troubleshooting

o Please note that using Let's Encrypt requires your server to be reachable from the internet on port 80, as Let's Encrypt uses
the HTTP-01 challenge to verify your server's identity.

If you see errors when it tries to do the below command that registers with Let's Encrypt or if you just see that there is no active cert
you can run the command below again. Just replace $hostname with fwjoshlab.filewave.net if that is your server, and $emailaddress
with your email. Keep the " marks. It'll tell you if it is successful or already was previously successful.

Once you have success with reistering then running the renew will tell the FileWave Server that the cert is updated.

sudo certbot -n --agree-tos --standalone certonly -d "$hostname" -m "S$emailaddress"

sudo certbot renew --force-renew

If you have noticed that on your https://server:20443 you see 2 options where 1 is to download a certificate then you may have used
an old version of this script. The current script handles this. The fix is to do the below in a Terminal session on the server:

/usr/local/filewave/posteresal/bin/psal mdm diango
insert into ios preferences values('mdm cert trusted'. TRUE):
undate ios_preferences set value='true' where key='mdm_cert_trusted';

\q
An image of what this looks like:
admin@ip-172-30-3-220:~$ /usr/local/filewave/postgresql/bin/psql mdm django

psql (12.18)
Type "help" for help.

mdm=# insert into ios_preferences values('mdm_cert_trusted', TRUE);

INSERT 0 1

mdm=# update ios_preferences set value='true' where key='mdm_cert_trusted';
UPDATE 1

mdm=# \q

Related Links

® |et's Encrypt Documentation
e GitHub - nycon/filewave-installer: Filewave AIQO installer

® Review My Notes: FileWave and Let's Encrypt | Version 12.0 (punkstuff.com)



https://server:20443/
https://kb.filewave.com/uploads/images/gallery/2024-04/eA3cs5zaHHovAvxm-image.png
https://letsencrypt.org/docs/
https://github.com/nycon/filewave-installer/tree/main
https://punkstuff.com/filewave-new-secure-certificate

APNs

MDM/DDM communication relies upon Apple's APNs cloud service.



APNs

Apple Push Notification Service

What

® |ike to know a new message has been sent?
® \Want to see how many messages are unread from the Home Screen, per App?

| & The following is really just for information, describing APNs.

Push Notifications are mostly designed to allow 3rd party Apps the ability to inform users through their App, e.g. messages, sounds,
etc. some relevant detail. Users control which messages are silenced or visible and how they are visible through Settings.

Developers of Apps requiring this service register their App with Apple. This process requires an APNs token, integrated into the
App’s Server.

© Generation of an APNs token itself is a required action by FileWave Admins as per the other KB articles in this chapter.

For APNs to succeed, the App and 3rd party server must be able to trust Apple’s APNs Cloud Service. Hence, Trust Stores must
include Apple’s APNs Root Certificate.

APNs Certificate Update:

At times the Root Certificate used by APNs will require replacing, prior to expiry.

APNs Cert Service Up to Date From Date Expiry Date

AAA Certificate Services root ~ Sandbox Jan 2025 - Dec 31 23:59:59 2028 GMT
centificate Production Feb 2025

SHA-2 Root : USERTrust RSA ~ Sandbox B Jan 2025 Jan 18 23:59:59 2038 GMT
—“E:rr::s::ie"” Authorlt Production - Feb 2025

Apple will supply information when this occurs, ensuring developers of Apps and providers of 3rd party servers update their products.

@ FileWave Server already includes both of the above listed certificates within its Trust Store.

3rd Party Apps

The act of installing an App requiring APNs, registers that App with APNs and the device receives a Unique Device Token.
Messages pushed can include:

® Display Alert Message to User

® Apply Badge Icon to App’s Icon

® Play a Sound

® Deliver Notification Silently

Both Message and Unique Device Token are sent by the App’s Server when attempting to initiate a notification.

Notifications are relayed through Apple’s APNs service. On receipt of the notification, the device will act accordingly, e.g. display a
message to user.

In essence, the message payload therefore consists of:

® APS Dictionary: Message content
® Alert Keys: Assist notification processing, e.g. an identifier to a particular conversation of a messaging app.
® Device ID: Unique Device Token

© The App should contain the current APNs Root Certificate within its Trust Store

MDM/DDM

MDM communication also relies upon the APNs service and therefore is an example of this process, but key aspects are:


https://comodoca.my.salesforce.com/sfc/dist/version/download/?oid=00D1N000002Ljih&ids=0683l00000G9fLm&d=%2Fa%2F3l000000VbG0%2Fh70Hv.GWfGuD79pR_if0MtGjJFcUj.NRZS_RLqEyC_4&asPdf=false
https://www.sectigo.com/knowledge-base/detail/Sectigo-Intermediate-Certificates/kA01N000000rfBO

® The act of enrolment is equivalent to installing the App, initiating the receipt of the Unique Device Token.
® The App in question is a binary, included in the Operating System by Apple: '/usr/libexec/mdmclient'.
® APS dictionary should not be included in the payload from an MDM server.

MDM APNs messages are nothing more than a request for the device to contact the MDM server. Any commands are subsequently
sent directly to the device, once the device responds back to the MDM server from this APNs request.

Since Apple are the developers of the 'mdmclient', Apple manage its Trust Store. Apple’s list of supported Root Certificates per OS
version are available from their KB:

https://support.apple.com/en-gh/103272


https://support.apple.com/en-gb/103272

APNs

APNSs Certificate Creation & Renewal on macOS
Computers

Description

Apple Mobile Device Management (MDM) requires an Apple Push Notification service (APNs) certificate; renewable yearly.

P APNs Expiry
If APNs certificates are allowed to expire, all MDM communication will be lost, until renewed.

The following guide provides the steps to create and renew an APNs certificate using macOS.

APNs Topic
An APNs certificate has a unique topic, in the form of a hexadecimal string, and belongs to the Apple ID used to create the

@ certificate. When renewing, the topic must match to ensure devices continue to communicate with the server. As such, not
only must the same Apple ID be used when renewing an APNs certificate, but the current certificate must also be selected for
renewal.

Step-By-Step Guide

Creating the Certificate Signing Request (CSR)

1. Open Keychain Access, located in: Applications > Utilities > Keychain Access.app.
2. Create a CSR. Keychain Access > Certificate Assistant > Request a Certificate from a Certificate Authority...

" LCTEH WS File  Edit View  Window  Help
About Keychain Access

Preferences... 8,
Certificate Assistant > Open...
Ticket Viewer &K Create a Certificate...
5 Create a Certificate Authority...
Services

Create a Certificate For Someone Else as a Certificate Authority...
Hide Keychain Access %¥H Request a Certificate From a Certificate Authority...
Hide Others \C3$H Set the default Certificate Authority...

Evaluate a Certificate...

Quit Keychain Access #Q

3. Enter the AppleID and Server name that you are going to be associating with this certificate in the "Common Name" field.

Common Name

@ Certificate Private Key names are visible in Keychain and the Common Name is used to set the Private Key name.
Supplying the Apple ID and Server as the Common Name, ensures the Apple ID used to generate the certificate will
be stored for future reference.


https://kb.filewave.com/uploads/images/gallery/2023-07/alhme0ulSOWeQObZ-image.png

® Certificate Assistant
Certificate Information

Enter information for the certificate you are requesting. Click
Continue to request a certificate from the CA.

User Email Address: demo@filewave.com

Common Mame: | ApplelD: demo@filewave.com, Server: mdm_fil{| #—— Gommon Name

CA Email Address:

Request is: Emailed to the CA
© saved to disk ® Save to disk
Let me specify key pair information

Continue

4. Select the radio button "Saved to disk" and click Continue.
5. Save the CSR request, ready to upload to FileWave in the next section.

Certificate Storage

& Consider creating a secure location to store the created certificates and sub divide them using the date or year, e.g
folder named: 'MDM APNs certificates 2020'.

Sign the CSR

CSR requests must be signed before uploading to Apple. FileWave has a portal for this process, which requires an active FileWave
account.

Navigate to https://csr.filewave.com/ and login.
Upload the previously created CSR.
'Download signed CSR' should list this uploaded and now signed CSR.

Download this newly signed CSR, ready for upload to Apple in the next section. Again consider where this certificate is
stored.

PN P
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Signed CSR list
Original CSR filename CSR Upload Date Download signed CSR

CertificateSigningRequest.certSigningRequest July 16, 2012, 2:18 p.m. Download
CertificateSigningRequest.certSigningRequest Aug. 5, 2014, 11 a.m. Download

Upload the signed FileWave CSR to Apple
Creating a new Certificate

If you are renewing a certificate then jump to Renewing a Certificate

1. Navigate to: https://identity.apple.com/pushcert/ and log in with an Apple ID.

This Apple ID will own the certificate and is required for every renewal. Do not use a personal Apple ID, to avoid
complications if that person where to leave the business or institution.


https://kb.filewave.com/uploads/images/gallery/2023-07/WI3uC33RSK2VtDKp-image.png
https://csr.filewave.com/
https://kb.filewave.com/uploads/images/gallery/2023-07/aUMBuc33HyIemxTq-image.png
file:///tmp/knp_snappy679093cba21af1.68127360.html#bkmrk-renewing-a-certifica
https://identity.apple.com/pushcert/

2. Click 'Create'.
3. 'Accept' Apple's 'Terms of Use'.

Apple Push Certificates Portal

Create a New Push Certificate

Upload your Certificate Signing Request signed by your third-party server
vendor to create a new push certificate.

Notes

Vendor-Signed Certificate Signing Request

Choose File no file selected

Renewing a Certificate

1. Navigate to: https://identity.apple.com/pushcert/ and log in with the Apple ID used to initially create the certificate.

2. Confirm the Certificate to renew.
3. Select 'Renew'.

To confirm the certificate, compare the Subject DN (Topic) and current certificate.

Clicking the 'i' button will show the certificate details, including the Topic:

.' Store Mac iPod iPhone iPad iTunes Support Q
Serial Number : b45555371ea2lea2
g -
Apple Push Certificates subiecton: c=Gs cN=APSP.bb78e23d-9b51-4d83- ef5d-dd92a43b0930, ® ] Topic
UID=com.apple.mgmt.External.bb78e23d-9b51-4d83-ef5d-dd92a43b0930
Notes :
Certificates for Third-Pz
Service Vendor -
Mobile Device Management  FileWave (Europe) Gmbh Jan 6, 2021 Active ?
Info

Ensure this matches with the 'Current Certificate' in FileWave Admin > Preferences > Mobile > Apple Push Notification Certificate:


https://kb.filewave.com/uploads/images/gallery/2023-07/q3SFfJ5UMpW5OH2c-image.png
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General  Organization Info Google LDAP  Kiosk VPP &DEP Inventory  Mail Imaging  Editor  Proxies  Software Update
MOM Senver

Education

Server Address: |mdm filewawe.com|

| Por: 20445 > @
Shared Key: {JGB1154 -aa60d-0e74-aa6d-cBAdBIBN54c)

‘Generate new key on Save

Android/Chromebooks  macOS
Appie Push Notification Certificate

Current Certificate:  APSP:bb78e23d-0b51-4d83-el5d -dd02a43b0930 &

Expiration Date: 6 January 2021 08:34:08 CET
Serial Number: b4:66:55:37 1ecal Te:a

APM Certificate/Key: Browse....

Device un-enmiiment
Remave MDM profile for devices removed from FileWave modal

Devices removed from FileWave will require a new enroliment to be managed ; it may be required to wipe the device to start enroliment again, depending on device
restrictions.

Ignore status notifications

Cancel “

If the 'Topics' do not match do not continue. If the correct certificate is not in the list on Apple's website, this is the wrong

Topic

© Apple ID. If this guide was followed in creating the original certificate, the previously used Apple ID will be viewable from the

certificate "Private Key".

Click 'Choose File' and browse to the signed FileWave CSR from the previous section.

Click 'Upload' and Apple will return a '‘Confirmation’.

Confirmation

You have successfully created a new push certificate with the following information:

Service Mobile Device Management
Vendor FileWave (Europe) Gmbh
Expiration Date Jan 6, 2021

Manage Certificates

Click 'Download' and save the ".pem" file. Again consider where this certificate is stored.
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Favorites Name Size Kind |
E Al My Files R signed_csr_170 9KB  TextEd...ument
< iCloud Drive
#3: Applications
[&] Desktop
@ Documents
o Downloads

Create a".p12" from the Signed CSR
1. Open Keychain Access app, select login from the Keychains list and then choose 'My Certificates' tab.

Keychain
O Ifimported into the System Keychain, the Private Key will not be accessible. If 'All Items' tab is selected, private
keys will not be available!

Drag the downloaded PEM file into the Keychain main window.
Locate the imported certificate. It will begin with "APSP:".
Click the disclosure triangle and select the expanded private key.

Pwn

Common Name and Topic

) The name of the Private Key will show the value defined as the "Common Name" from the creation of the CSR.
Where recommendation was followed, this should list the Apple ID and Server name. Additionally the name of the
Certificate is the same as the Topic.

T omE
Keyehai
. - i = APSP:bb78e23d-0b51-4d83- ef6d -dd92a43b0830
u login % | 1ssued by: Appie Application Integration 2 Certification Authority
# Local ltems Expiros: Wodnesday, 6 January 2021 at 09:34:08 Cntral European Standard Time
Q This certificate is marked as trusted for this account

=
@ System .
[ System Roats Topic
Name l # Kind Expires Keychain
B ! ans . certificate 6 Jan 2021 at 08:34:08 lagin
Category i AppleiD: demo@filewave.com, Server: mdm.filewave.com private key . login
Al Items
e ! Common Name
Secure Notes
Ll My Certificates
T Keys

& cerificates

5. From the 'File' menu, choose 'Export Items...".

@ Keychain Access Edit View Window Help

New Password Item... #EN
New Secure Note ltem... {+38N
New Keychain... NEN
Import Items... 3l
Export Items... 4 3#E
Add Keychain... G 38A
Close W
Get Info k|

Lock All Keychains

6. Exportasa.pl2 file. Again consider where this certificate is stored.
7. Click Save.
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Save As: | Certificates I

Tags: ‘ ‘
Where: | Desktop ]
File Format: Personal Information Exchange (.p'12) | '

cancel

8. Leave the password blank.

Enter a password which will be used to protect the
exported items:

Password: m

Verify:

( J

Password Strength: Weak

| Show password

g cancel (T

9. Enter your local admin account, when prompted, allowing Keychain to export.
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— Keychain Access want to export the key “ApplelD:
demo@filewave.com, Server: mdm.filewave.com”

I s from your keychain.

To allow this, enter the "login"™ keychain password.

Password: I I

L]

Always Allow Deny Allow

Uploading the Certificate into FileWave

1. Launch the FileWave Admin and login to the FileWave server.
2. Open the FileWave Admin Preferences.

& AT LLE File Edit View Server Assistants Window
About FileWave Admin

Preferences... 8

r

Services >

Hide FileWave Admin 3H
Hide Others THH

Quit FileWave Admin  3#Q

. Select the 'Mobile' tab.

. Click 'Browse' and navigate to the saved ".p12" APNs certificate.
Select the exported ".p12" certificate.

Click 'Upload APN Certificate/Key Pair'.

The topic should match the previous topic.

Nooprw

General  Organization Info Google LDAP  Kiosk VPP&DEP Inventory Mail  Education Imaging  Editor

Proxies  Software Update

MOM Server
Server Address: |mdm filewave. com| | Port: 20445 2 @
Shared Key: { vBd-0e74 -aabd Generate new key on Save
Andreid/Chromebocks  macOS

Apple Push Notification Certificate
Current -0b51-4083-el5d L, Topic
Expiration Date: 6 January 2021 08:34:08 CET
Serial Number: b4:55:55:37 1e:a2 1e:a2

APN Certificate/Key: Browse...

Davice un-enroiiment

Remove MDM profile for devices removed from FileWave model

Devices remaved from FileWave will require a new enroliment to be managed ; it may be required to wipe the device to start enrollment again, depending on device
restrictions.

Ignore status notifications

Cancel m

8. Thatis it! FileWave may now manage Apple devices using Apple’s Push Notification Service.
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P APNs certificates require yearly renewals. Through FileWave Admin > Dashboard > Alert Settings, automated emails may
configured. Consider adding 'APN for MDM'. Note this requires the Email preferences in Admin to be configured.

Related articles

® APNs Certificate Creation & Renewal on Windows



https://kb.filewave.com/books/certificates/page/apns-certificate-creation-renewal-on-windows-computers

APNs

APNSs Certificate Creation & Renewal on
Windows Computers

Description

The following guide provides the steps to create and renew an APNs certificate using Windows.

APNs Topic
An APNs certificate has a unique topic, in the form of a hexadecimal string, and belongs to the Apple ID used to create the

i certificate. When renewing, the topic must match to ensure devices continue to communicate with the server. As such, not
only must the same Apple ID be used when renewing an APNs certificate, but the current certificate must also be selected for
renewal.

APNSs Expiry
# Apple Mobile Device Management (MDM) requires an Apple Push Notification service (APNs) certificate; renewable yearly. If
APNs certificates are allowed to expire, all MDM communication will be lost, until renewed.

Information

Requirements
e An appropriate copy of OpenSSL, which must be downloaded and installed.

Note, that the light version does not include the necessary configuration files.

o CMD Commands
The cmd.exe application should be opened with 'Run as an Administrator' for all commands in this KB

Step-By-Step Guide

® Creating the Certificate Signing Request (CSR)
® Sign the CSR
® Upload the signed FileWave CSR to Apple

o Creating a Certificate

o Renewing a Certificate
® Createa".p12" from the Signed CSR
® Uploading the Certificate into FileWave

® Related articles

Creating the Certificate Signing Request (CSR)

1. Open cmd.exe as an Administrator
2. Create a CSR. Enter the following command, which will result in two new files on the
Desktop: request.csr and privateKey.key:

"C:\Program Files\OpenSSL-Win64\bin\openssl.exe" req -out "%USERPROFILE%\Desktop\request.csr" -new -newkey
rsa:2048 -nodes -keyout "%USERPROFILE%\Desktop\privateKey.key" -config "C:\Program Files\OpenSSL-
Win64\bin\cnf\openssl.cnf"

Certificate Private Key names are visible from openssl commands and the Common Name is used to set the Private Key name.
@ Supplying the Apple ID and Server as the Common Name, ensures the Apple ID used to generate the certificate will be stored
for future reference.


https://slproweb.com/products/Win32OpenSSL.html
file:///tmp/knp_snappy679093cba21af1.68127360.html#scroll-bookmark-5
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E¥ Administrator: Command Prompt — (] X

C: \WINDOWS\system32>"C:\Program Files\OpenSSL-Win64\bin\openssl.exe" req -out "%US Desktop\request.csr” -new -newkey
rsa:2e48 -nodes -keyout SERPROFILE%\Desktop\privateKey.key" -config "C:\Program Files\OpenSSL-Win64\bin\cnf\openssl.cnf"
Generating a RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]:Indiana

Locality Name (eg, city) []:Fishers

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Demo

Organizational Unit Name (eg, section) []:Demo

Common Name (e.g. server FQDN or YOUR name) []:AppleID: demo@filewave.com, Server: mdm.filewave.com
Email Address []:demo@filewave.com

Please enter the following ‘extra’ attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

system32>

Sign the CSR

CSR requests must be signed before uploading to Apple. FileWave has a portal for this process, which requires an active FileWave
account.

Navigate to https://csr.filewave.com/list_csr and login.

Upload the previously created CSR.

'Download signed CSR' should list this uploaded and now signed CSR.

Download this newly signed CSR, ready for upload to Apple in the next section. Again consider where this certificate is
stored.
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Signed CSR list

Original CSR filename CSR Upload Date Download signed CSR
CertificateSigningRequest.certSigningRequest July 16, 2012, 2:18 p.m. Download
CertificateSigningRequest.certSigningRequest Aug. 5, 2014, 11 a.m. Download

Multi-platform management

Upload the signed FileWave CSR to Apple

Creating a Certificate

1. Navigate to: https://identity.apple.com/pushcert/ and log in with an Apple ID.

) This Apple ID will own the certificate and is required for every renewal. Do not use a personal Apple ID, to avoid complications
if that person where to leave the business or institution.

1. Click 'Create'.
2. 'Accept' Apple's 'Terms of Use'.


https://csr.filewave.com/list_csr
https://identity.apple.com/pushcert/

Apple Push Certificates Portal

Create a New Push Certificate

Upload your Certificate Signing Request signed by your third-party server
vendor to create a new push certificate.

Notes

Vendor-Signed Certificate Signing Request

Choose File no file selected

Renewing a Certificate

1. Navigate to: https://identity.apple.com/pushcert/ and log in with the Apple ID used to initially create the certificate.
2. Confirm the Certificate to renew.

3. Select 'Renew’.

To confirm the certificate, compare the Subject DN (Topic) and current certificate.

Clicking the 'i' button will show the certificate details, including the Topic:

.‘ Store Mac iPod iPhone iPad iTunes Support Q

Serial Number : b45555371ea2lea2

Apple Push Certificates suiecton: —c=cs, cN=Apsp:bb78e23d-0b51-4d83- efsd-dd92a43b0930, @ ) Topic

UID=com.apple.mgmt.External.bb78e23d-9b51-4d83-ef5d-dd92a43b0930

Notes :

Certificates for Third-Pe

LR
Service Vendor
Mobile Device Management  FileWave (Europe) Gmbh Jan 6, 2021 Active ? m

Info

Ensure this matches with the 'Current Certificate' in FileWave Admin > Preferences > Mobile > Apple Push Notification Certificate:


https://identity.apple.com/pushcert/

¥ FileWave Admin Preferences = m} X

General Organization Info Mobile Google LDAP Kiosk VPP &DEP Inventory Mail Education Imaging Editor Proxies Software Update

MDM Server
Server Address: [mdm.ﬁlewave.mm\ ‘ Port: |20445 $ J o
Shared Key: {a9021f54-aa6d-45b3-3a6d-c8dd6f31f54c) [] Generate new key on Save

Apdle  Ancroid/Chromebooks  macOS
Apple Push Notification Certificate
Current Certificate:  APSP:bb78e23d-9b51-4d83-ef5d-dd92a 4360930 @ Topic

Expiration Date: 06 January 2021 09:34:08
Serial Number: b4:55:55:37: 1e:a2: le:a2

APN Certificate/Key: .pi2 file Browse... Upload APN Certificate/Key Pair

Device un-enroliment
[J Remove MDM profile for devices removed from FileWave model

Devices removed from FileWave will require a new enrollment to be managed ; it may be required to wipe the device to start enroliment again, depending on device restrictions.

[ 1gnore status notifications

If the 'Topics' do not match do not continue. If the correct certificate is not in the list on Apple's website, this is the wrong
& Apple ID. If this guide was followed in creating the original certificate, the previously used Apple ID will be viewable from the

certificate "Private Key".

Click 'Choose File' and browse to the signed FileWave CSR from the previous section.

Click 'Upload' and Apple will return a '‘Confirmation’.

Confirmation

You have successfully created a new push certificate with the following information:

Service Mobile Device Management
Vendor FileWave (Europe) Gmbh
Expiration Date Jan 6, 2021

Manage Certificates

Click 'Download' and save the ".pem" file. Again consider where this certificate is stored.


https://fwkb.atlassian.net/wiki/pages/resumedraft.action?draftId=4329383#APNsCertificateCreation&amp;RenewalviaaWindowsComputer-openssl_show_p12

8 Downloads M

« * T | 8 » ThisPC » Downloads v
Favorites . . -
Bl Desktop - signed_csr_1758

& Downloads

Recent places

/& This PC

~

1 item 1 item selected 8.79 KB E -

Create a ".p12" from the Signed CSR

1. Open cmd.exe as an Administrator
2. Create a".p12". Entering the following command will create the ".p12" on the Desktop:

"C:\Program Files\OpenSSL-Win64\bin\openssl.exe" pkcsl2 -export -in "%USERPROFILE%\Downloads\MDM_ FileWave
(Europe) Gmbh_Certificate.pem" -inkey "%USERPROFILE%\Desktop\privateKey.key" -out
"%USERPROFILE%\Desktop\push_cert.pl2" -name fw-apns

If the output errors in creating the .p12 certificate file, replace the %USERPROFILE% location by pathing out the exact file
location instead.

1. Leave the 'Export Password' blank

¥ Administrator: Command Prompt - O X ‘

C:\Program Files\OpenSSL-Win64\bin\openssl.exe pkcsl2 -export -in "%USERPROFILE%\Downloads\MDM_ FileWave (Europe)
Gmbh_Certificate.pem" -inkey "%USERPROFILE%\Desktop\privateKey.key" -out "%USERPROFILES%\Desktop\push_cert.pl2" -name
fw-apns

Loading ‘screen’ into random state - done

Enter Export Password:
Verifying - Enter Export Password:

1. Certificate details may be checked:

Common Name and Topic
The name of the Private Key will show the value defined as the "Common Name" from the creation of the CSR. Where

recommendation was followed, this should list the Apple ID and Server name. Additionally the name of the Certificate is the
same as the Topic.

"C:\Program Files\OpenSSL-Win64\bin\openssl.exe" pkcsl2 -info -in C:\Users\Administrator\Desktop\push_cert.pl2

Note, below image has been edited to remove some details and highlight the two key items of interest.



B Administrator: Command Prompt

Micros dows [Version 10.0. 6]
(c) 2019 Microsoft Corporation.

ts reserved.

C : \WINDOWS\ sy

1, Iteration 1
gth: 20, salt length

ypted data: pbeWi 1And4@BitRC2-CBC, Iteration 2048

friendlyName: APSP:bb78: 9b51 -4d83-ef5d -dd92a43be930
PKCS7 Data
Shrouded Keybag: pbeWithSHA1And3-KeyTripleDES-CBC, Iteration 2048
Bag Attributes
friendlyName: AppleID: demo@filewave.com, Server: mdm.filewave.com

C:\Program Files\OpenSSL-Win64\bin\openssl.exe" pkcs12 -info -in C:\Users\Administrator\Desktop\push_cert.p12

Common Name

Uploading the Certificate into FileWave

1. Launch the FileWave Admin and login to the FileWave server.
2.

gRhwNE

Open the FileWave Admin ZPreferences.

¥ FileWave Admin

File Edit View

Close

Close All

Preferences...

Web Console

Quit FileWave Admin

Select the 'Mobile' tab.

Server Assistants

Window
C tr I = -‘t*‘a"

Ctrl+Alt+W

Ctrl+,

Ctrl+Q

Click 'Browse' and navigate to the saved ".p12" APNs certificate.

Select the exported ".p12" certficate.
Click 'Upload APN Certificate/Key Pair'.
The topic should match the previous topic.

Help



W FileWave Admin Preferences = m} X

General Organization Info Mobile Google LDAP Kiosk VPP &DEP Inventory Mail Education Imaging Editor Proxies Software Update

MDM Server
Server Address: |mdm. flewave.com| ‘ Port: |20445 $ J o
Shared Key: {a9021f54-aa6d-45b3-aa6d-c8dd6f31f54c) [] Generate new key on Save

Apple  Android/Chromebooks ~ macOS
Apple Push Notification Certificate

Current Certificate:  APSP:bb78e23d-9b51-4d83-ef5d-dd92243b0930 @ TOpI C
Expiration Date: 06 January 2021 09:34:08
Serial Number: b4:55:55:37: 1e:a2: le:a2

APN Certificate/Key: .p12 file Browse... Upload APN Certificate/Key Pair

Device un-enroliment
[J Remove MDM profile for devices removed from FileWave model

Devices removed from FileWave will require a new enrollment to be managed ; it may be required to wipe the device to start enroliment again, depending on device restrictions.

[ 1gnore status notifications

5] e

1. Thatis it! FileWave may now manage Apple devices using Apple’s Push Notification Service.

APNs certificates require yearly renewals. Through FileWave Admin > Dashboard > Alert Settings, automated emails may
configured. Consider adding 'APN for MDM'. Note this requires the Email preferences in Admin to be configured.

Related Articles

APNs Certificate Creation and Renewal on macQOS



https://bbb.filewave.com/books/certificates/page/apns-certificate-creation-renewal-on-macos-computers

Self-signed SSL Certificates



Sélf-Signed SSL Certificates Going Forward

Using a self-signed certificate is not the recommended option and needs to be given a second thought before implementation. Having
a certificate trusted by a Global Certificate Authority (CA) is not only the most recommended and most secure option but also
becoming more of a requirement for a lot of processes in the tech world.

Having a certificate trusted from a CA will also make sure all of your FileWave communication is as secure and user experience as
simplified as possible. If you're FileWave server is going to be managing Chromebooks then a root trusted certificate is required,
where as managing iOS devices were self-signed certs can work, you will have to manually trust the certificate during OTA enrollment
for the device to communicate with FileWave.

Of course there are some use cases where a self-signed certificate makes sense such as a test or evaluation server.

FileWave Clients

When using a self-signed certificate your client devices will need this certificate to trust for proper and secure communication with
FileWave.

Initial Install

If the FileWave Client has never been installed on your macOS or Windows devices then you will need to create a custom PKG/MSI.
This custom package will need to be filled out with your server address, booster info, and other important data to make sure your
clients connect successfully to the FileWave Server. One of those options is Server Certificate, you will need to upload your self-signed
certificate into this option so that your new client devices will be trusted by the FileWave server.

® macOS Custom PKG
e Windows Custom MSI

Server Certificate Choose File | no file selected

How do you get the self-signed certificate to upload?

To get the self-signed certificate that needs to be uploaded just follow the steps below:

Log into the FileWave Admin

Go to FileWave Admin - Preferences

While in the General Tab find the SSL Certificate Management pane

Finally click the Get Current Certificate button, this will download the current SSL certificate you have in FileWave

PwnNE

Warning: You are using a self-signed certificate. Your devices will need to trust the certificate to use FileWave. iOS 10.3+ devices require explicit trust before manual
enroliment.

Details... Upload PKCS12 Certificate Get Current Certificate

iOS devices will enroll normally during DEP but, during OTA enrollment the FileWave certificate will need to be trusted manually.
Please refer to the KB article linked here for more information.

Upgrade

All macOS and Windows clients on FW version 12.9.1 and below will still communicate with the FileWave server, but once upgraded
to version 13 the self-signed certificate will need to be pushed to the devices. This will be done automatically when you upload the
FileWave version 13 upgrade Fileset into the Filesets section the FileWave Admin.


https://custom.filewave.com/py/custom_client_mac.py
https://custom.filewave.com/py/custom_client_win.py
https://kb.filewave.com/books/certificates/page/self-signed-certificate-error-during-ios-ota-enrollment

Upgrade Fileset import

' A self-signed certificate is in use.
' @  This certificate will automatically be added
\( to the Upgrade Fileset to allow devices to
connect to your server.
Make sure you update the Fileset or re-
import it if you change the certificate.

iOS devices will not need anything pushed out, when the FileWave server is updated. But keep in mind during OTA enrollment the
FileWave certificate will need to be trusted manually. Please refer to the KB article linked here for more information.

If you need to renew your self-signed certificate please refer the KB article linked here for those steps.

FileWave Admin

If using a self-signed certificate the FileWave Admin won’t be able to verify the identity of the server. When you log into the Admin you
will be prompted that the server doesn’t trust the certificate and you have the option to continue with the connection being untrusted
or you can add the certificate to your trust store then connect. Also when you connect via the Web Console you will be warned that the
connection is not private.

FileWave Admin cannot verify the identity of the FileWave Server
"tony.in.filewave.us".

[ o This server may be impersonating "tony.in.filewave.us", which could put your
confidential information at risk.

FileWave Admin warns you when the server has a certificate which is not valid. This
may happen if the FileWave Server is misconfigured or if your setup is compromised.

If you understand the risks involved, you can add the certificate to the certificate
store and connect to the server anyway.

Show Details... Add and Connect Connect



https://kb.filewave.com/books/certificates/page/self-signed-certificate-error-during-ios-ota-enrollment
https://kb.filewave.com/books/certificates/page/renew-filewave-server-self-signed-certificate

000 < Em| vo| tony.in.filewave.us &

&

2 B

W This Connection Is Not Private

This website may be impersonating “tony.in.filewave.us"” to steal your personal or financial
information. You should go back to the previous page.

Go Back

Safari warns you when a website has a certificate that is not valid. This may happen if the
website is misconfigured or an attacker has compromised your connection.

To learn more, you can view the certificate. If you understand the risks involved, you can visit
this website.

@ 0On macOS, certificates manually added to trust store require explicit "Trust for SSL" permission.

Certificate must be manually trusted for SSL
| connections in system keychain.

“ "Keychain Access” Application will now open so you
. © can trust the certificate for SSL connecticn.

Once the certificate is trusted in your keychain you will
be able to log in to your FileWave server directly.

OK




i | I ———
P 2 Root certificate authority
s'g Expires: Saturday 19 August 2028 at 16:15:58 Central European Summer Time
© This certificate is marked as trusted for this account
¥ Trust

When using this certificat ?
B HEIng e Car e no value specified 1

Secure Sockets Layer (S5 LR W T ;

Secure Mail (SfMIME_ ever Trust

Extensible Authentication (EAP) | no value specified

IP Security (IPsec) | no value specified
Code Signing | no value specified

Time Stamping | no value specified

o] ol ol o] o]

X.509 Basic Policy | no value specified

Imaging Virtual Server

When using self-signed certificates the FileWave server will automatically transfer the certificate to a newly created IVS, but existing
imaging servers will need to be pushed the certificate.

1. Log into the FileWave Admin
2. Goto FileWave Admin — Preferences = Imaging
3. Select an imaging server then the Upload Certificate button at the bottom right of the pane

Select All Unselect All Status... Monitor... Download MBI file... Upload Certificate

This will send the SSL certificate to the IVS, you have to do this for any existing IVS you have attached to your FileWave server. You
can check the status of the IVS to see whether or not the certificate is uploaded, by selecting the IVS and clicking the Status... button.

Imaging Server Status - 192.168.1.85

oK
oK
oK

Version match:
FileWave Client status:
MBI for macOS imaging:

Inventory settings: Could not connect to Inventory.

Imaging admin settings: oK

Mo pending windows image - OK.

(5]
e
a
2]

FileWave server settings: @ OK
(5]
Pending Windows images: &
(o]

FileWave server certificate: Certificate is missing, send sertificate.




Version match:

FileWave Client status:
MBI for macOS imaging:
Inventory settings:
FileWave server settings:
Imaging admin seftings:
Pending Windows images:

e
e
e
(5]
(3]
(2]
e
e

FileWave server certificate:

Related Content

Imaging Server Status - 192.168.1.85

oK
oK

OK
OK
OK
OK
Mo pending windows image - OK.

oK

® |et's Encrypt Setup for FileWave Server (Debian

® FileWave Server SSL Certificate from Windows

Close



https://kb.filewave.com/books/certificates/page/lets-encrypt-setup-for-filewave-server-debian
https://kb.filewave.com/books/archived-articles/page/filewave-server-ssl-certificate-from-windows

Self-signed SSL Certificates

Renew FileWave Server Self-signed Certificate

Description

For simplicity, we should recommend Renewing with an Official SSL certificate or Let's Encrypt Setup for FileWave Server (Debian)

| D Using a self-signed certificate is strongly discouraged for a production server.

Information

A self-signed certificate may not be trusted by devices out of the box. Instead, the device requires a local copy to be able to trust the
certificate. Prior to FileWave 13, this has only affected Mobile devices: Renew MDM self signed SSL certificate on iOS

However, FileWave uses the certificate for additional security for non MDM communication and initial installation or upgrading to
FileWave 13 from a release of 12 or lower.

4 Renewal though requires additional steps to ensure device communication is not lost.

Directions

The 'fwcontrol' command for creating certificates is now a 2 step process, where 'fqdn' should be the Fully Qualified Domain Name of
your FileWave Server, e.g. demo.filewave.ch:

sudo fwcontrol server generateSelfSignedCert --create --cn=fqdn [--country COUNTRY] [--state STATE] [--locality
LOCALITY] [--organization ORGANIZATION] [--ou ORGANIZATIONAL_UNIT] [--email EMAIL] [--ignore_name_mismatch]
sudo fwcontrol server generateSelfSignedCert --install

Bracketed options are not required, but may be specified.

Step 1

Certificate Generation

Using demo.filewave.ch as an example:
sudo fwcontrol server generateSelfSignedCert --create --cn=demo.filewave.ch. --country Switzerland

This first step generates a new certificate, but unlike before, it does not overwrite the current active certificate. Instead, this
certificate is in a 'pending' state. You should see the following warning when creating the certificate:

WARNING: Self-signed certificates are NOT recommended! If you install one, clients in version 13 or greater will
no longer allow connections with the FileWave Server unless you put the new self-signed certificate in their trust
store.

A self-signed certificate has been successfully created and 1is now pending for later dinstallation on the server.

IMPORTANT!

- Before dnstalling it, you must deploy it to the trust store of any device whose FileWave Client is in version 13
or greater, otherwise these clients will no longer be able to connect to the server!

To do so, you can create a fileset with a copy of /usr/local/filewave/certs/server.crt.pending to be deployed in
the trust store folder.

- Once you are ready to install the new self-signed certificate and if you understand the risks, please run this
command again with option --install.

running restart apache command

Instead a new certificate key/crt pair of files may be seen in the following server folder and will show as 'pending’, along with the
original key/crt pair:

/usr/local/filewave/certs/server.crt
/usr/local/filewave/certs/server.crt.pending
/usr/local/filewave/certs/server.key


https://kb.filewave.com/books/certificates/page/root-trusted-ssl-certificate-using-and-renewing
https://kb.filewave.com/books/certificates/page/lets-encrypt-setup-for-filewave-server-debian
https://kb.filewave.com/books/certificates/page/renew-mdm-self-signed-ssl-certificate-with-ios-devices

/usr/local/filewave/certs/server.key.pending

As indicated by the Important message, all clients will require a copy of this certificate to communicate with the server. During
transition, it is important that both original and new certificate are installed on devices. Copy the server.crt.pending and rename
appropriately for deployment. e.g. server.2019.04.30.crt

Mobile Devices

Installing the new certificate on Mobile devices is as before, except a profile needs to be made with this new certificate as well as the

current certificate:

Renew MDM self signed SSL certificate with iOS devices

Computers

Installing the new certificate on Computers is the same as the process for Upgrading to FileWave 13, but this new certificate needs to
be added to a Fileset manually. This could either be the current FileWave Upgrade Fileset or a new Fileset. Location of the file is
either:

macOS:

macOS Client/Booster Trust Store

/private/var/FileWave/trust_store
Windows:

Windows Client/Booster Trust Store

C:\ProgrambData\FileWave\FWClient\trust_store

A Set the certificate 'Verification' to 'Ignore At Verify' to ensure it is never removed

A If the new certificate should become live on the server prior to the clients receiving this Fileset, those devices will no longer be
manageable through FileWave and a manual process will be required to locally instal the certificate.

Whichever option is chosen, a method should be designed to monitor the installation process. Only once all devices are updated,
should the 'pending' certificate become the active server certificate.

Options for monitoring could include:

® Fileset Reports
® Custom Fields

A Custom Field could take the following form (assuming the example file name of 'server.2019.04.30.crt'):
macOS Example Custom Field
#!/bin/bash
server_cert=$(find /var/FileWave/trust_store -name "server.*.crt")
if [[ "$server_cert" != "" 7]
then
echo Yes
else
echo No

i
exit 0

Step 2

This second step enables the 'pending' certificate as the active certificate, replacing the original server certificate file.
sudo fwcontrol server generateSelfSignedCert --install

Once all clients have the new certificate within their respective trust stores, the 'pending' server certificate may now become active.
When this update of the certificate occurs, any other elements requiring the server certificate should also be updated as this time.


https://kb.filewave.com/books/certificates/page/renew-mdm-self-signed-ssl-certificate-with-ios-devices

DEP

The server certificate is stored as an 'Anchor certificate' within any created DEP profile. As with any certificate change, once the
certificate is renewed, new DEP profiles should be created; do not duplicate.

Custom PKG/MSI

The Custom Client Installer also needs to include the certificate. The following links allow for uploading the current server certificate
within the 'Options’

e macOS Custom Client Builder
e Windows Custom Client Builder

Details highlighted on: Self-Signed Certificates Going Forward


https://custom.filewave.com/py/custom_client_mac.py
https://custom.filewave.com/py/custom_client_win.py
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Self-signed SSL Certificates

Renew MDM self sighed SSL certificate with 10S
devices

Self Signed certificate renewal

Renewing MDM self-signed certificate can be done if the current certificate has to be changed:

e the certificate is or is about to expire
® the certificate is not or will not be trusted by devices anymore

The main issue with self-signed certificate is that, by definition, those certificates are not issued by a trusted Certificate Authority
(CA), and are not trusted by default on devices. To have devices trust those certificates, the certificate must be added to the trust
store. This can be achieved by:

® DEP enrollment, which can add the server certificate
® Deploying a profile
® manually installing and trusting the certificate

In production environment, it is highly recommended to use trusted CA issued certificate ; self-signed certificates should only
be used for testing and evaluation purpose. The best and most simple way to solve self-signed certificate renewal issues is to

stop using self-signed certificate and use trusted CA certificates. There are free options like Let's Encrypt to have a trusted
Gene

Planned renewal

In case you need to renew a self-signed certificate, you need to ensure all your devices will trust the new certificate before you renew
it ; this implies the following steps:

1. Create a new private key and certificate

$ openssl req -x509 -nodes -sha256 -days 3650 -newkey rsa:2048 -keyout /tmp/server.key -out /tmp/server.crt
Generating a 2048 bit RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) []:

State or Province Name (full name) []:

Locality Name (eg, city) []:

Organization Name (eg, company) []:

Organizational Unit Name (eg, section) []:

Common Name (eg, fully qualified host name) []:filewave.acme.org

Email Address []:

2. Import server.crt file into a profile fileset


https://kb.filewave.com/books/certificates/page/lets-encrypt-setup-for-filewave-server-debian

[ J Profile Editor

(Q Search )

Certificates SIC

show only configured

macO0S, iOS and tvOS

Credential name
° | General

o W o

Name or description of the credential

Mandatory
a1cx

Credential information

PKCS1 or PKCS12 data from credential

Subject name: alex_
Certificate authority: alex_

Expiration date: Sat Sep 16 16:34:06 2028 GMT

Show Details

Please check Apple's Configuration Profile reference for OS compatibility.

Cancel Settings Load Profile
R m—————————————

b,

3. Deploy the profile filest to all your devices

4. You are able to confirm that the profile was received and trusted by the device by going to Settings = General = About — Certificate
Trust Settings, and should see your old as well as new self-signed certificate listed and trusted. The screen shot below shows what
you will see with the device trusting both certificates.



12:36 PM Wed Sep 19 = 98%

< About Certificate Trust Settings

Settings

Trust Store Version 2018071800

Some certificate settings are enforced by “FileWave MDM

This iPad is supervised and managed Configuration”

by FILEWAVE (USA) INC. Learn more about

device supervision...
ENABLE FULL TRUST FOR ROOT CERTIFICATES

Sign in to your iPad a‘ex_
Set up iCloud, the App Store, and..

Learn more about trusted certificates

Airplane Mode

Bluetooth On

Notifications
Sounds

Do Not Disturb
Screen Time

Control Center

VY Display & Brightness
Wallpaper

Siri & Search

(A Touch ID & Passcode

n Battery

5. Once all devices have the profile, you can switch the key and certificate. The path to your new "server.crt" and "server.key" may
change depending on where the certificate is located on your FileWave server:

cd /usr/local/filewave/certs
mkdir old_certs
mv server.crt server.key old_certs

cp /tmp/server.x*

RV N Vo VSV Vo

fwcontrol apache restart

6. Re-create DEP profiles and associations as the DEP profile contains a copy of the certificate and is sent to Apple at association time
; anew certificate implies a new DEP profile.

| £ Failure to update your DEP profiles to have the new profile will cause trust issues at enrollment

Unplanned or late renewal

| @ Worst case possibility using a self-signed cert that expires.

If the current certificate is not trusted by devices anymore (or because some devices did not get the new certificate before the
switch), the renewal process remains the same, but with one exception: as devices will stop trusting the server certificate it's not
possible to use FileWave to deploy the new certificate.

At this point, the best solution is to move forward with a trusted CA certificate ; your devices will start communicating immediately to
your server as soon as the certificate is in place.

In case trusted CA is not possible, you will have to manually add the certificate to each impacted device:



1. deploy the new certificate to devices ; you can either send it via e-mail, or send your users to the usual enrollment page and
ask them to install the cert via "step 1"
2. in the trust store, the newly installed certificate must be granted "use for SSL" permission

Related Content

® Renew FileWave Server Self-signed Certificate
® |et's Encrypt Setup for FileWave Server (Debian
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Troubleshooting



Export .p12 SSL Certificate from Windows

When managing mobile devices, it is considered best practice to install a root trusted SSL certificate on the FileWave Server. This
certificate is located in the FileWave Admin > Preferences > Mobile tab. If you generated the Certificate Signing Request (CSR) for your
SSL certificate on a Windows based system and have completed the certificate generation process, the SSL certificate and
intermediates bundle can be exported as a .pfx file directly from Windows. This bundle would contain all components (private key,
public certificate, Root CA certificate, and intermediate certificate bundle). This .pfx file (after renaming the extension to .p12) can
then be uploaded to the FileWave Admin > Preferences > Mobile tab without any modification.

Step-by-step guide

Open a Run dialog and enter "mmc".

Go to File > Add/Remove Snap-in.

Add the Certificates snap-in and click the Add > button in the middle.

Add for the Computer account.

Pick Local computer and click Finish.

Click the OK button.

In the MMC console browse to Certificates (Local Computer) > Personal > Certificates on the left. If your certificate is not
there, browse the rest of the Certificates (Local Computer) tree until you find it.

5 Consolel - [Console Root\Certificates (Local Computer)\Personal\Certificates]

File Action View Favorites Window Help

o ENEE EEN =

| Conscle Root Issued To = lesued B ————
Bl g Certificates (Local Computer) = :
= [ Personal
| Certificates
| Trusted Root Certification £
| Enterprise Trust
] Intermediate Certification £

® Select your certificate in the middle pane, right-click, and pick All Tasks > Export.
® When prompted pick Yes, export the private key.

Certificate Export Wizard E

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
{* Yes, export the private key

£~ Mo, do not export the private key

® Under Personal Information Exchange - PKCS #12 (.PFX) check Include all certificates in the certification path if possible.
Leave the other 2 checkboxes unchecked.



Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
) DER. encaded binary. #5091, CER)
" Base-64 encoded 2, 509/(, CERY
" Cryptographic Message Synkax Standard - PKES #7 Cerbificates (. F7E]
™| Include &l certificates in the certification path if possible

¥ personal Information Exchange - PKCS #12 (JPFX)
W Indude all certificates in the certification path if possible

[ Delete the private key if the export is successful

[~ Export all extended properties

® Click the Next button and specify an export password. The FileWave Admin will prompt you for this password when you
attempt to upload the SSL certificate in the Preferences> Mobile tab.

® Save the file to your desktop.

Change the file extension from .pfx to .p12.

® Upload .p12 file in the Mobile preferences tab of the FileWave Admin.



Troubleshooting

Determine Correct Intermediates Bundle for
SSL Certificate

Some SSL providers include multiple intermediates certificate bundles along with your SSL certificate. Your SSL certificate must be
merged with one of these intermediates bundles along with your private key to generate a .p12 certificate file that can be uploaded
into the Mobile preferences tab of the FileWave Admin. If the incorrect intermediates bundle is used, two steps will appear during
interactive MDM enrollment rather than one, like in the screenshot below. If the incorrect intermediates bundle is used, client devices
will not be able to communicate with the FileWave MDM server correctly. There should normally only be one step listed, the one to
"Enroll Device", if there are no certificate trust chain issues.

Install Certificate

Miows enrollment of this device

Enroll Device

Get access to mobile services and software

Step-by-step guide

Follow the steps below to determine the correct intermediates bundle to pair with your SSL certificate so that only one step appears
on the interactive enrollment page.

1. Be sure to choose Apache format when downloading your SSL certificate from the your provider. If the certificate files do
not have a .crt extension redownload them again and pick Apache format this time.

2. Go to the Intermediate Certificate Check page at https://tools.keycdn.com/ssl.

Paste the contents of your SSL .crt file from your SSL provider.

Follow it up with the contents of the desired intermediates .crt file right below it. The intermediates bundle may contain
multiple certificates. Copy and paste them all into the Intermediate Certificate Check page below your SSL certificate.

5. Click the Validate button.

6. You'll receive a response stating either "No chain issues detected" in green or "Chain issues detected" in brown. If there are
chain issues keep replacing the intermediates bundle with another one until there are no chain issues. The intermediates
bundle that results in no chain issues is the one you need to use when generating your .p12 file for FileWave.

o

Decoder

This SSL check decodes your SSL certificates and validate intermediate certificate issues.

Certificate (PEM format) - BEGIN CERTIFICATE-----Certificate-----END CERTIFICATE----
—————— BEGIN CERTIFICATE-----Intermediate certificate-----END
CERTIFICATE-----
P
Q Validate
No chain issues detected. Correct Intermediates Bundle

1. Subject CN: fw.lanrevcorp.com # Issuer CN: Go Daddy Secure Certificate Authority - G2

2. Subject CN: Go Daddy Secure Certificate Authority - G2 » Issuer CN: Go Daddy Root Certificate
Authority - G2

3. Subject CN: Go Daddy Root Certificate Authority - G2 » Issuer CN:
4. Subject CN: » Issuer CN:


https://tools.keycdn.com/ssl

Decoder

This SSL check decodes your SSL certificates and validate intermediate certificate issues.

Certificate (PEM format) ---—-BEGIN CERTIFICATE-----Certificate----- END CERTIFICATE----
------BEGIN CERTIFICATE----- Intermediate certificate----- END
CERTIFICATE-----
Q, Validate

Wrong Intermediates Bundle

Chain issues detected. Possible reasons are missing intermediate certificate or wrong order of the
certificates.

1. Subject CN: fw.lanrevcorp.com » Issuer CN: Go Daddy Secure Certificate Authority - G2

2. Subject CN: Go Daddy Secure Extended Validation Code Signing CA - G2 » Issuer CN: Go Daddy Root
Certificate Authority - G2



Troubleshooting

Self Signed Certificate Error during i0OS OTA
Enrollment

This article shows how to resolve an error if you are manually enrolling 10.3+ devices in FileWave with a self-signed certificate.

It is considered a best practise to have a root trusted certificate defined in the FileWave> Preferences> Mobile> HTTPS certificate
section. In FileWave v12+ it is easy to determine whether you have a self-signed certificate or not. Simply log into the FileWave
Admin, open the preferences, go to the "Mobile" tab, and you will see in the HTTPS section, the following line:

Warning: You are using a self-signed certificate. Your devices will need to trust the certificate to use FileWave. iOS 10.3+ devices require explicit trust before manual
enroliment.

Details... Upload PKCS12 Certificate Get Current Certificate

If this is the case, you will still be able to enroll i0S 10.3+ devices through DEP. But if the device is iOS 10.3+ and you try a manual
web enrollment (OTA), you will get the following error.

Profile Installation Failed
The server certificate for “https://
tony.in.filewave.us:20443/ios/profile/
10" is invalid.

OK

If you choose to retain your self-signed certificate, you will have to use the steps below to resolve the error. Alternatively, you can
purchase a root trusted certificate, and you will not encounter this issue. Again, it is highly recommended that you purchase a root
trusted certificate (can include a wildcard) so that you don't have to work around this trust issue, as described below.

Steps to Resolve (if you choose to keep a self signed certificate in place)

1. Navigate to the your manual enrollment address: https://your.fw.server.DNS.here:20443/ios
2. Select: "Step 1 - Install Certificate"



e

©No O

filewave

Install Certificate

Allows enrollment of this device

Enroll Device

Get access to mobile services and software

Once you have selected step one, the device will ask you to Install the cert, go through those three prompts by

hitting Install each time and finally Done.

After the certificate has been installed, open the "Settings" app on the iOS device. Do not start Step 2 (This will prompt the
error).

Go into General => About

At the bottom of the "About" section, tap the sub section called "Certificate Trust Settings"

You will see an option called ENABLE FULL TRUST FOR ROOT CERTIFICATES

Toggle that option for your newly installed certificate



Root Certificate
Warning: enabling this certificate for
websites will allow third parties to view
any private data sent to websites.

Continue

Now go back to the manual enrollment page and finish the steps with "Step 2 - Enroll Device".



Troubleshooting

SSL Server Certificates - iI0S 13 and macQOS
10.15

Apple have updated their requirements for certificates for their new operating system releases: https://support.apple.com/en-

us/HT210176
The new requirements can be broken down in the 3 major sections:

1. The mandatory presence of a Subject Alternative Name
2. Presence of an OID (1.3.6.1.5.5.7.3.1) designating the use of the certificate for TLS Web Server Authentication
3. Maximum validity period of 825 days

Requirement 1 is confirmed to render MDM clients unable to connect to the MDM server when not being met.

Requirements 2 and 3 are not currently (as of 24th of September 2019 ) interfering with MDM function when not being met. These
two new requirements are not met by newly generated self-signed certificates as of FileWave Server 13.1.3 - so renewing your self-
signed certificate will not mitigate this issue permanently. FileWave Server will be updated in a future release to accommodate these
new guidelines in order to comply with self-signed certificates.

If you are using a self-signed certificate on a production server we recommend you purchase a valid 3rdparty certificate that has been
signed by a trusted root CA.

To verify whether your certificate is affected by a missing subject alternative Name, please run the following command on your
Linux/macOS server :

certSANCheck=$(openssl x509 -in /usr/local/filewave/certs/server.crt -text -noout | awk '/DNS/'; ); if [[
"$certSANCheck" == "" ]]; then echo "Certificate requires updating"; else echo "Certificate has SAN, no action

required"; fi

If the above script returns "Certificate has SAN , no action required", please verify the presence of the OID extension using the next
snippet . Otherwise, please jump to "Directions" below to read on for instructions on how to mitigate this issue.

certOIDCheck=$(openssl x509 -in /usr/local/filewave/certs/server.crt -text -noout | awk '/TLS Web Server
Authentication/'; ); if [[ "$certOIDCheck" == "" ]1]; then echo "Certificate requires updating"; else echo

"Certificate has 0ID, no action required"; fi

If the above script returns "Certificate has OID , no action required" , you can stop reading now . Otherwise, please check this page for
updates on how to mitigate this issue .

To verify a Windows Server based Installation, please browse to your iOS enrollment page and verify the certificate as shown below :

~ac ‘ Search...
M Ac\ Search...
»  Certificate X
» Certificate X 1
2 Genersl  Detalls  Certification Path
- ¢ General Deflls  Certfication Path
Show: [<Al> <
show: | <All> ~
” ‘ = Field Value ~
Fi Vi
. - = s e i ertificate Policies [1]Certificate Polcy:Policy Ide...
Website |dentification 5 catfente polces [CerfistePocy ol ce.. & ssscconsrants Subject Type=End ity Pat..
] iJBasic C"":a‘“‘s Subject Type=End Entty, Pat... 5| cRL Distribution Points [1]CRL Distribution Paint: Distr...
T {55 subject Alternative Name DNS Name==flewave.ch, DN...
ey Usage @il Usage Server (136,
= = 5 Subject Key Identifier 97b47722562¢8bb4919964b4...
Globalsi gn Root CA - R1 fi subject Key Identifier 97477256268bb49 199644, . Au ';‘WW K: il e
ol A S . G5 Authority Key Idenifier KeyID=F5cddS3c0850/36a4f3... e % S - B
has identified this site as: i w1 ddehtet v Tl okl
= Server Authentication (1.3.6.1.5.5.7.3.1) 3
IDNS Name="=.flewave.ch
d emo .f| | ave.c h IDNS Name =flewave.ch i (Client Authentication (1.3.6.1.5.5.7.3.2)
This connection to the server is encrypted. 7
Should | trust this site?
2 EditPropertes... | | Copy toFie... 2 Edit Properties. Copy toFie... |
View certifi cate52
_“ _ﬂK

If the above "Subject Alternative Name" is visible in the Certificate Details, and the "Enhanced Key usage" shows the OID
1.3.6.1.5.5.7.3.1, you can stop reading now. Otherwise, please read on for instructions on how to mitigate this issue.

Description
Apple have updated their requirements for certificates for their new operating system releases:

https://support.apple.com/en-us/HT210176
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https://support.apple.com/en-us/HT209143
file:///tmp/knp_snappy679093cba21af1.68127360.html#SSLServerCertificates-iOS13andmacOS10.15-Directions
https://support.apple.com/en-us/HT210176

Some of these restrictions were in place with earlier versions of iOS and macOS:

https://support.apple.com/en-gh/HT209028

Loss of Device Management

This could affect device communication if using non-compliant certificates. Certificate should be updated as per the following
guide before updating devices or MDM device management will be lost.

Self-Signed and 3rd Party Certificates
0

Although this is likely to be an issue with older self-signed certificates, official 3rd party certificates could also be affected.
Where 3rd party certificates are affected, contact your supplier for an updated certificate.

Information
Requirements:
® FileWave Server version 13.1.0+
Particular interest should be paid to the following:

® TLS server certificates must present the DNS name of the server in the Subject Alternative Name extension of the
certificate. DNS names in the CommonName of a certificate are no longer trusted.

When using self-signed certificates, if the certificate does not have a SAN entry, it will no longer be trusted in Apple's new operating
systems.

FileWave has an option to generate self-signed certificates:

sudo fwcontrol mdm generateSelfSignedCert --cn=fqdn [--country COUNTRY] [--state STATE] [--locality LOCALITY] [--
organization ORGANIZATION] [--ou ORGANIZATIONAL_UNIT] [--email EMAIL] [--replace] [--ignore_name_mismatch]

However, earlier versions of FileWave did not generate a certificate with a Subject Alternate Name (SAN).

As of FileWave 13.1.0, fwcontrol generates a certificate that includes a SAN

Certificate Generation

ot Although a newer version of FileWave may be in place now, what is relevant here is the version of FileWave that was running
when the certificate was generated.

Directions
This is a good opportunity to switch to an official SSL certificate, using our guide to ensure device management continuity:
Root Trusted SSL Certificate (Using and Renewing)

If you cannot make the switch at this time , please observe the following KB for distribution in profiles through MDM:

Renew MDM self signed certificate

For clients, the new certificate needs be added to the client's 'Trust Store' prior to making the pending generated certificate live.
Details found on the following KB.

Renew Self-sign rtificate - FileWave 13+

Recovery
For devices upgraded when the server certificate did not meet requirements there are options:

e Obtain an official SSL 3rd party certificate (highly recommended)
e Manually install and trust the server certificate on each affected device
e Update the self-signed certificate as per the details then re-enrol all affected devices (may involve erasure of device)


https://support.apple.com/en-gb/HT209028
https://kb.filewave.com/books/certificates/page/root-trusted-ssl-certificate-using-and-renewing-CiW
https://kb.filewave.com/books/certificates/page/renew-filewave-server-self-signed-certificate
https://kb.filewave.com/books/certificates/page/self-signed-ssl-certificates-going-forward

