Self-Signed SSL Certificates Going Forward

Using a self-signed certificate is not the recommended option and needs to be given a second thought before implementation. Having
a certificate trusted by a Global Certificate Authority (CA) is not only the most recommended and most secure option but also
becoming more of a requirement for a lot of processes in the tech world.

Having a certificate trusted from a CA will also make sure all of your FileWave communication is as secure and user experience as
simplified as possible. If you're FileWave server is going to be managing Chromebooks then a root trusted certificate is required,
where as managing iOS devices were self-signed certs can work, you will have to manually trust the certificate during OTA enrollment
for the device to communicate with FileWave.

Of course there are some use cases where a self-signed certificate makes sense such as a test or evaluation server.

FileWave Clients

When using a self-signed certificate your client devices will need this certificate to trust for proper and secure communication with
FileWave.

Initial Install

If the FileWave Client has never been installed on your macOS or Windows devices then you will need to create a custom PKG/MSI.
This custom package will need to be filled out with your server address, booster info, and other important data to make sure your
clients connect successfully to the FileWave Server. One of those options is Server Certificate, you will need to upload your self-signed
certificate into this option so that your new client devices will be trusted by the FileWave server.
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Server Certificate

How do you get the self-signed certificate to upload?

To get the self-signed certificate that needs to be uploaded just follow the steps below:

Log into the FileWave Admin

Go to FileWave Admin — Preferences

While in the General Tab find the SSL Certificate Management pane

Finally click the Get Current Certificate button, this will download the current SSL certificate you have in FileWave
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Warning: You are using a self-signed certificate. Your devices will need to trust the certificate to use FileWave. iOS 10.3+ devices require explicit trust before manual
enroliment.

Details... Upload PKCS12 Certificate Get Current Certificate

iOS devices will enroll normally during DEP but, during OTA enrollment the FileWave certificate will need to be trusted manually.
Please refer to the KB article linked here for more information.

Upgrade

All macOS and Windows clients on FW version 12.9.1 and below will still communicate with the FileWave server, but once upgraded
to version 13 the self-signed certificate will need to be pushed to the devices. This will be done automatically when you upload the
FileWave version 13 upgrade Fileset into the Filesets section the FileWave Admin.


https://custom.filewave.com/py/custom_client_mac.py
https://custom.filewave.com/py/custom_client_win.py
https://kb.filewave.com/books/certificates/page/self-signed-certificate-error-during-ios-ota-enrollment

Upgrade Fileset import

' A self-signed certificate is in use.
' @  This certificate will automatically be added
\( to the Upgrade Fileset to allow devices to
connect to your server.
Make sure you update the Fileset or re-
import it if you change the certificate.

iOS devices will not need anything pushed out, when the FileWave server is updated. But keep in mind during OTA enrollment the
FileWave certificate will need to be trusted manually. Please refer to the KB article linked here for more information.

If you need to renew your self-signed certificate please refer the KB article linked here for those steps.

FileWave Admin

If using a self-signed certificate the FileWave Admin won’t be able to verify the identity of the server. When you log into the Admin you
will be prompted that the server doesn’t trust the certificate and you have the option to continue with the connection being untrusted
or you can add the certificate to your trust store then connect. Also when you connect via the Web Console you will be warned that the
connection is not private.

FileWave Admin cannot verify the identity of the FileWave Server
"tony.in.filewave.us".

[ o This server may be impersonating "tony.in.filewave.us", which could put your
confidential information at risk.

FileWave Admin warns you when the server has a certificate which is not valid. This
may happen if the FileWave Server is misconfigured or if your setup is compromised.

If you understand the risks involved, you can add the certificate to the certificate
store and connect to the server anyway.

Show Details... Add and Connect Connect



https://kb.filewave.com/books/certificates/page/self-signed-certificate-error-during-ios-ota-enrollment
https://kb.filewave.com/books/certificates/page/renew-filewave-server-self-signed-certificate
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W This Connection Is Not Private

This website may be impersonating “tony.in.filewave.us"” to steal your personal or financial
information. You should go back to the previous page.

Go Back

Safari warns you when a website has a certificate that is not valid. This may happen if the
website is misconfigured or an attacker has compromised your connection.

To learn more, you can view the certificate. If you understand the risks involved, you can visit
this website.

@ 0On macOS, certificates manually added to trust store require explicit "Trust for SSL" permission.

Certificate must be manually trusted for SSL
| connections in system keychain.

“ "Keychain Access” Application will now open so you
. © can trust the certificate for SSL connecticn.

Once the certificate is trusted in your keychain you will
be able to log in to your FileWave server directly.

OK
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P 2 Root certificate authority
s'g Expires: Saturday 19 August 2028 at 16:15:58 Central European Summer Time
© This certificate is marked as trusted for this account
¥ Trust

When using this certificat ?
B HEIng e Car e no value specified 1

Secure Sockets Layer (S5 LR W T ;

Secure Mail (SfMIME_ ever Trust

Extensible Authentication (EAP) | no value specified

IP Security (IPsec) | no value specified
Code Signing | no value specified

Time Stamping | no value specified

o] ofolo] o]

X.509 Basic Policy | no value specified

Imaging Virtual Server

When using self-signed certificates the FileWave server will automatically transfer the certificate to a newly created IVS, but existing
imaging servers will need to be pushed the certificate.

1. Log into the FileWave Admin
2. Goto FileWave Admin — Preferences = Imaging
3. Select an imaging server then the Upload Certificate button at the bottom right of the pane

Select All Unselect All Status... Monitor... Download MBI file... Upload Certificate

This will send the SSL certificate to the IVS, you have to do this for any existing IVS you have attached to your FileWave server. You
can check the status of the IVS to see whether or not the certificate is uploaded, by selecting the IVS and clicking the Status... button.

Imaging Server Status - 192.168.1.85

oK
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Version match:
FileWave Client status:
MBI for macOS imaging:

Inventory settings: Could not connect to Inventory.

Imaging admin settings: oK

Mo pending windows image - OK.
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FileWave server settings: @ OK
(5]
Pending Windows images: &
(o]

FileWave server certificate: Certificate is missing, send sertificate.




Imaging Server Status - 192.168.1.85

Version match: B 0K
FileWave Client status: o 0K
MBI for macOS imaging: 8 0K
Inventory settings: 8 oK
FileWave server settings: @ OK
Imaging admin seftings: B oK
Pending Windows images: @ MNo pending windows image - OK.
FileWave server certificate: ® OK
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