ChromeQOS

Chrome OS is a lightweight operating system developed by Google, primarily designed for Chromebook
devices. It is based on the Linux kernel and primarily revolves around the Google Chrome web browser.
Chrome OS is known for its simplicity, speed, and security. It focuses on cloud-based computing, with
most applications and data stored and accessed through the Chrome web browser and cloud services.
Chromebooks running Chrome OS offer a streamlined user experience, automatic updates, and
integration with Google services such as Gmail, Google Drive, and Google Docs. With its emphasis on
web-centric usage and cloud-based productivity, Chrome OS provides an efficient and secure
computing environment for users who primarily rely on web-based applications and services.

* Chromebook Management

* Chrome OS: FileWave Inventory Extension Behavior (FAQ)

* Chrome Troubleshooting Guide

* Chrome 0OS: FileWave Inventory Extension Capabilities
* Disable Chrome OS in FileWave
* Powerwash / Wipe Users on ChromeOS (15.3+)

* Restart ChromeQOS Devices

* Google Admin Sync Interval for ChromeQS
* Custom Field Annotated Field Sync for ChromeQS (15.3+)
* Forcing wiped ChromeOS devices to re-enroll (15.3+)

* Confirming Firebase APIs are enabled for Chromebooks (15.4+)




Chromebook Management

FileWave syncs Chromebook data from Google Admin Console so you can view Chromebook inventory
alongside the rest of your managed devices. FileWave does not replace Google Admin Console, but it
gives you reporting, inventory, custom field, and location tools for Chromebook management.

So what can we do?

FileWave can report Chromebook inventory data such as available disk space, the last logged-in user,
and login timing. You can use that data in Reports, scheduled emails, custom fields, and exports.

FileWave can also gather location data and show it on a map in FileWave Central.

How do I set all this up?

Before managing Chromebooks in FileWave, complete the Google Admin Console sync and license
setup.

1. Confirm that FileWave has enough Chromebook licenses. In FileWave Central, check this
under Server > Activation Code.

FileWave Server Activation Code

Edition: Education Edition
Licensed Clients: 1,000 (used: 10)
Licensed Mobile Devices: 1,000 (used: 4)
I Licensed Chromebooks: 1,000 (used: 0)|

Licensed Admins: 5

License Expiry Date: Perpetual (does not expire)

Mobile License Expiry Date: Perpetual (does not expire)
Allows collection of personal data: Yes
Engage Enabled: Yes
Clever Integration: Disabled

Use this window to retrieve the license code for your FileWave Server. Press the "Enter or Update
Code" button to enter the license code you received from FileWave.

Enter or Update Code




FileWave syncs the full Chromebook device list from Google Admin Console. If FileWave does
A not have enough Chromebook licenses for the devices you manage in Google Admin Console,
you will not be able to update the model.

1. Follow the linked quick start guide to sync Google Admin Console with FileWave and enroll
your Chromebooks: Quick Start Guide for Chromebooks

After the sync is complete, FileWave Central shows the synced Chromebook groups in Clients.

Search:  Everything Clients Mobile Groups |  Clear all filters
Name v Lock ID State Model Comment 13 Last Connect Free Space Platform Serial/MAC
Filesets > Il testgroup 249
) oD v@ _Chrome‘bouks 347 All Chromebo... Td:OOmgoS}iC&AIdhk}d
v & Testing 351 id:00mgo3j31fo24yz
&, Imaging v Tony's Space 361 id:00mgo3j326idwx1
[73 0S Inventory @ 8co6323NQQ 366 Not tracked loganl@fwx.io ChromeOS 8CG6323NQQ

These devices and groups are synced from Google Admin Console, so they cannot be deleted directly
from FileWave.

For removal and offboarding decisions, see Removing ChromeOS / Chromebook devices. That

page explains when to deprovision in Google Admin Console, when to wipe or reassign a
Chromebook, and when to disable ChromeOS management for the whole FileWave
environment.



https://kb.filewave.com/books/evaluation-guide/page/chromebook-client-pre-requisites
https://kb.filewave.com/link/1166

Chrome OS: FileWave Inventory
Extension Behavior (FAQ)

What

The FileWave Chromebook Inventory extension collects Chromebook inventory details that are not
available from the Google Admin console alone. This FAQ explains when the extension reports data
and why FileWave inventory dates may differ from Google Admin console dates.

When/Why

Use the Inventory extension to collect additional Chromebook inventory, request updated inventory,
and start remote control sessions.

How does it work?

Q: How do I install the Inventory extension?

A: Use the Quick Start Guide for Chromebooks.

Q: What does the Inventory extension do?

A: See Chrome OS: FileWave Inventory Extension Capabilities for the full capability list.

Q: How frequently does the extension report data?

A: The extension reports data based on the frequency in the JSON configuration file. The default is
once per day, and you can change it in the JSON.

Q: Will the extension send data no matter what?
A: No. These conditions must be true before the extension can send data:

- The device is on and connected to a network.

» The device is not asleep.

« A useris logged in, because the extension runs in the user context.

 The extension is installed for that user.

- The endpoint can reach the FileWave server. For off-network devices, that means the
FileWave server must be reachable from the internet path the Chromebook is using.

Q: What happens if the device is offline, off, or asleep when it should send inventory?

A: Nothing happens immediately. When the device comes back online with a user logged in, it should
submit inventory right away.

Q: Will the Inventory extension work if Chrome is not open?


https://kb.filewave.com/books/evaluation-guide/page/chromebook-client-pre-requisites
https://kb.filewave.com/books/chromeos/page/chrome-os-filewave-inventory-extension-capabilities

A: No. The Inventory extension is a browser extension, so it works only when a user is logged in and
Chrome is open.

Q: Why are Last Sync and Last Connected different in inventory?

A: Last Connected is usually the more useful value. It shows when the device last talked directly to
your FileWave server through the extension. Last Sync shows when the device last checked in with the
Google Admin console.

Q: How frequently does FileWave receive data from the Google Admin console?

A: By default, the FileWave server synchronizes with Google nightly at midnight. You can force an on-
demand synchronization from the Google preferences tab.

Q: Why does Google Admin console data differ from FileWave inventory?

A: The data probably changed after the last Google-to-FileWave synchronization. The device checks in
with Google on one schedule, and FileWave synchronizes with Google on another. A manual
synchronization should bring the data up to date.

Related Content

* Quick Start Guide for Chromebooks
* Chrome 0OS: FileWave Inventory Extension Capabilities



https://kb.filewave.com/books/evaluation-guide/page/chromebook-client-pre-requisites
https://kb.filewave.com/books/chromeos/page/chrome-os-filewave-inventory-extension-capabilities

Chrome Troubleshooting Guide

You have already:

* Enrolled devices into your Google Suite (https://support.google.com/chrome/a/answer/
13605347hl=en)

* Followed the Quick Start Guide for Chromebooks to install the extension on your devices
« Verified you have a license for Chrome devices

Problem

Having issues with Chrome OS devices communicating with FileWave Admin.

Solution

Verify Chrome extension is installed in the policy

Verify FileWave extension has registered with FCM/GCM by looking at the log

Devices are not showing at all in FileWave

1. In the native client open Preferences > Google as shown

2. Is the status icon not green? Anything other than green would indicate an issue

3. If you have a large number of ChromeOQOS devices it is possible that the server is timing out
when trying to sync with Google. This can be especially true on the first sync

4. A solution is to edit this file on the FileWave server:
/usr/local/filewave/apache/conf/httpd.conf

5. Look for a section in the file like this:

# chrome app

WSGIDaemonProcess chrome display-name=filewave-chrome processes=1
threads=2 python-eggs=/usr/local/filewave/apache/.python-eggs shutdown-
timeout=5 deadlock-timeout=300 inactivity-timeout=3600 request-timeout=3600
socket-timeout=3600

6. Change the timeout values so that deadlock-timeout=600 but otherwise the values above
should match your server. If any values are lower in your config you should make them at
least match the above listed values

7. Restart everything with;

fwcontrol server restart

8. If the issue was a timeout then the sync should now complete. For about 50,000 devices the

sync can take 10+ minutes to complete on first sync.


https://support.google.com/chrome/a/answer/1360534?hl=en
https://support.google.com/chrome/a/answer/1360534?hl=en
https://kb.filewave.com/books/evaluation-guide/page/chromebook-client-pre-requisites

(€] FileWave Admin Preference

General | Organization Info | Mobile LDAP | Kiosk | VPP &DEP | Inventory |

OAuth 2.0 Service Account

" Configure OAuth token  |JGIReLS
Synchronize Last synchronization: 5/14/21 3:02 AM

Chromebooks Extension

Export Certificate ...and then import the certificate in the Google Admin console

Export Policy for Extension ...and then import the policy in the Google Admin console

EMM Configuration
Configure Enterprise
Configure Default Policy

Synchronize Last synchronization: 5/14/2110:35 AM (1 s)

Devices are not showing Geolocation information in FileWave

If devices are showing in FileWave, but Geolocation details are not showing up, and possibly the
FileWave Inventory Extension icon is not showing even if you set it to Force Install + Pin then you very
likely enabled Geolocation as well as the Extension for an OU that only includes the Device, but not the
User who is logging in. You must ensure that both OUs are enabled or put the User and Device in the
same OU for testing. This should not be an issue if you have set Geolocation and the Inventory
Extension enabled for your entire domain, but frequently when someone is evaluating FileWave they
might enable it for only one OU for testing. If you do that then make sure that the User and Device are
in that same testing OU.



View the device policy

. Open a Google Chrome window

. Browse to the URL: chrome://policy

. Scroll down to ExtensionInstallForcelist and select show more

. Look for the ID of the FileWave Inventory Extension ( ldhgnmkjehdokljjhcpkbhcmhoficdio
Figure 1.1)

. If you see it there, scroll to the very bottom

. There will be a whole section for the FileWave Inventory Extension

. Verify all the policy fields are there (Figure 1.2)
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@ Policies X —+

< (¢ ® Chrome | chrome://policy » = ‘

Policies Filter policies by name
Reload policies \ Export to JSON Show policies with no value set
DeviceWiFiFastTransit... 3 true Cloud Device Mandatory OK Show more
DnsOverHttpsMode & of f Enterprise def... Current user Mandatory OK Show more
EasyUnlockAllowed® false Enterprise def... Current user Mandatory oK Show more
EcryptfsMigrationStra... & 1 Cloud Current user Mandatory 0K Show more
ExtensionlnstallBlackli..@3 ~ egfhcipkeegeefjghpiembghhjneaefd Cloud Current user Mandatory oK Show more
ExtensionlnstallForceli...3 1ldhgnmkjehdokljjhcpkbhemhoficdio;https://clients2.google.c.. Cloud Current user Mandatory OK

1dhgnmkjehdokljjhcpkbhemhoficdio;https://clients2.google.com/service/update2/crx
ExtensionlnstallSources® filewave.com Cloud Current user Mandatory Error Show more
ExternalStorageDisabl... & false Cloud Current user Mandatory OK Show more
ExternalStorageRead.. & false Cloud Current user Mandatory OK Show more
HeartbeatEnabled® false Cloud Device Mandatory OK Show more
InstantTetheringAllow... & true Cloud Current user Mandatory OK Show more
LidCloseAction® o Cloud Current user Mandatory OK Show more
LogUploadEnabled®@ false Cloud Device Mandatory OK Show more
O P ol
Figure 1.1 - Chrome Policy Force List

@ Policies X +

< Cc ® Chrome | chrome://policy » = s

Policies Filter policies by name
Reload policies | Export to JSON Show policies with no value set

ghbmnnjooekpmoecnnnilnnbdlolhkhi
Policy name Policy value Source Applies to Level Status

No policies set

FileWave Inventory

Idhgnmkjehdokljjhcpkbhcmhoficdio
Policy name Policy value Source Applies to Level Status
GCMSenderlD 16 Cloud Current user Mandatory OK Show more
InventoryAddress preview.filewave.com Cloud Current user Mandatory OK Show more
InventoryPort 20445 Cloud Current user Mandatory OK Show more
InventorySharedKey {f7168856-b8b3-cdaa- } Cloud Current user Mandatory OK Show more
TrackingDisabled false Cloud Current user Mandatory oK Show more
TrackingIntervalinMinut... 15 Cloud Current user Mandatory OK Show more
UpdatelntervallnMinutes 1440 Cloud Current user Mandatory OK Show more
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Figure 1.2 - Chrome Policy for FileWave

View the Extension Console Log

. Open a Google Chrome window
. Browse to the URL: chrome://extensions
. Be sure Developer mode is enabled
. Click Details (Figure 2.1)
. Open the Background page (Figure 2.2)
. Select the Console tab to view the log
. Verify the log contains "FCM Registration" (Figure 2.3)
1. The is the messaging system FileWave uses to talk to the device, if it does not register
then we can not communicate.
2. If it failed or is empty. make sure the JSON used in the extension configuration
contained FCM information
8. Verify the log contains "... Report sent successfully"
1. This confirms that the device is able to talk to your FileWave server
2. if it is unable to send reports, then verify your JSON contains your server name and an
inventory token

NOoO Ok, OWN R

# Extensions b4 +
& c ® Chrome \ chrome://extensions w ¥ S|
= Extensions Q_ [earch extensions Developer mode
A
Load unpacked Pack extension Update

Ba Your browser is managed by fwx.io

FileWave Inventory 13.3.1.1 Y Google Docs Offline 1.13.0
' Reports device information from enterprise- % Edit, create, and view your documents,

enrolled Chromebooks to FileWave inventory spreadsheets, and presentations — all without
internet access.

ID: Idhgnmkjehdokljjhcpkbhcmhoficdio ID: ghbmnnjooekpmoecnnnilnnbdlolhkhi
Inspect views background page Inspect views background page (Inactive)

Details Remove [ ]
Keep Awake 1.8
J Override system power-saving settings.

ID: bijihlabcfdnabacffofojgmehjdielb
Inspect views background page (Inactive)

Details Remove @

Chrome Apps
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Figure 2.1 - Chrome Extensions




# Extensions-FileWave Invento X +

]

<« c ® Chrome \ chrome://extensions/?id=ldhgnmkjehdokljjhcpkbhcmhoficdio Pxg  J

= Extensions Q_ Search extensions Developermode @)

Load unpacked Pack extension Update

& Y FileWave Inventory

Description
Reports device information from enterprise-enrolled Chromebooks to FileWave inventory

Version
13.3.1.1

Size
<1MB

D
Idhgnmkjehdokljjhcpkbhcmhoficdio

pect views

» background page

Permissions
» Read and change all your data on the websites you visit
» Read and change your browsing history
« Display notifications
« Read and change your bookmarks

Figure 2.2 - Chrome Extension Details
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I © | top v  © | Filter Default levels ¥ 1hidden 8
[2020-08-17 15:50:01.795-7:00] Settings lo: Registering in GCM and getting the clientId. background. js:8766

[2020-08-17 15:50:01.807-7:00]
[2020-08-17 15:50:01.817-7:00(
[2020-08-17 15:50:01.818-7:00] In
[2020-08-17 15:50:01.818-7:00] Waiting 100s before gathering inventory data. background. js:8766

client id: cae19e04-be47-dedb-asc6-5dds1dsegedh background. js:8766

FCM registration successful.)Registration ID: dENXiulVwF@:APA91bHh-cs4- background. js:8766

Ent every 1440 minutes. background. j5:8766

[2020-08-17 15:51:41.761-7:00] Gathering inventory data from the device.. background. js:8766

[2020-08-17 16:51:41.794-7:00] Gathering logged users data from the device... background. js:8766
[2020-08-17 15:51:41.801-7:00] Gathered data: RegistrationId background. js:8766
[2020-08-17 15:51:41.803-7:00] Gathered data: Memory background.

[2020-08-17 15:51:41.804-7:00] Gathered data: CPU background

[2020-08-17 15:51:41.806-7:00] Gathered data: Storage background. js:8766
[2020-08-17 16:51:41.809-7:00] Gathered data: Applications background. js:8766
[2020-08-17 16:51:41.810-7:00] Fetching state from inventory. background. js:8766
[2020-08-17 15:51:41.814-7:00] Gathered data: User info background. js:8766
[2020-08-17 15:51:41.815-7:00] Finished gathering logged users report data. background. js:8766
[2020-08-17 15:51:41.816-7:00] Reporting logged users data to inventory... background. js:8766
[2020-08-17 15:51:41.821-7:00] Gathered data: Fonts background. js:8766
[2020-08-17 15:51:41.916-7:00] Gathered data: Network background. js:8766

[2020-08-17 15:51:43.490-7:00] Not reporting geolocation: Tracking is disabled due to the client state. background. js:8766
[2@20-@8»17 15:51:43.492»7:0@] Gathered data: Geolocation hackgruund.js 8766

[2020-08-17 15:51:43.494-7:00] Finished gathering inventory report data. background. js:8766
[2020-08-17 15:51:43.496-7:00]
[2020-08-17 15:51:43.505-7:
[2020-08-17 15:51:43.593-7:

0 inventory data to inve background. js:8766

logged users report sent successfully. background. js:8766

8766

inventory report sent successfully. background.




Figure 2.3 - Extension log

Error

GCM failed to register

Failed to load resource: net : :
ERR_INSECURE_RESPONSE

Error: failed to gather Geolocation
data: All attempts exhausted

Failed to send inventory data

GET https://server.name:20445/inv/

api/vl/client/settings/asdasdasd net : :

ERR_NAME_RESOLUTION_FAILED

Uncaught (in Promise) TypeError: Can-
not read property 'state' of undefined
at...

Details

The device(s) are unable to use the in-
formation they received to contact
Google's GCM/Firebase services

The device(s) is unable to connect to
your server with a secure connections

The FileWave client on the device was
unable to receive location information
from the devices' OS

The device was unable to contact the
inventory port on the server

There was a problem looking up the
same of your server from the informa-
tion received during enrollment

Device was unable to contact the File-
Wave server OR the device was able to
contact the FileWave server but the
state of the device could not be read.

Solution

Be sure you have GCM registered prop-
erly (Google Cloud Messaging (GCM/

Firebase) Setup) in your admin prefer-
ences BEFORE you exported the set-
tings for upload into Google Suite. You
can always export it again.

*Verify the server has a valid certifi-
cate

* Verify the server's certificate is either
root trusted or has been uploaded to

your google suite (see Quick Start
Guide for Chromebooks)

* Verify the ports between devices and
server are open (see: Default TCP and

UDP Port Usage )

*Verify in the devices security prefer-
ences the app has admin rights to loca-
tion information

* Verify the ports between devices and
server are open (see: Default TCP and

UDP Port Usage )

* Verify you have all your settings in
preferences BEFORE you exported the
settings for upload into Google Suite.
You can always export it again.

* Verify you have all your settings in
preferences BEFORE you exported the
settings for upload into Google Suite.
You can always export it again.

* Attempt to change the state FileWave
Admin and update the mode. Wait for
the device to verify or force a verify of
the device.

* If the problem persists contact File-
Wave support.


https://kb.filewave.com/books/evaluation-guide/page/chromebook-client-pre-requisites
https://kb.filewave.com/books/evaluation-guide/page/chromebook-client-pre-requisites
https://kb.filewave.com/books/evaluation-guide/page/chromebook-client-pre-requisites
https://kb.filewave.com/books/evaluation-guide/page/chromebook-client-pre-requisites
https://kb.filewave.com/books/filewave-general-info/page/default-tcp-and-udp-port-usage
https://kb.filewave.com/books/filewave-general-info/page/default-tcp-and-udp-port-usage
https://kb.filewave.com/books/filewave-general-info/page/default-tcp-and-udp-port-usage
https://kb.filewave.com/books/filewave-general-info/page/default-tcp-and-udp-port-usage
https://kb.filewave.com/books/community-engagement/page/customer-technical-support
https://kb.filewave.com/books/community-engagement/page/customer-technical-support

Chrome OS: FileWave Inventory
Extension Capabilities

What

The optional FileWave Chromebook Inventory extension collects data and provides actions beyond the
standard Google Admin console synchronization. This article lists those capabilities; the related
behavior FAQ explains when and how the extension reports.

When/Why

Use the Inventory extension for these additional inventory fields and actions:

- Additional inventory beyond the Google Admin console data:
o Installed apps and extensions
° The currently signed-in user
o Network information, including the current IP address
Installed fonts
o Device storage and available drive space
o Geolocation, only when an administrator explicitly enables it
o Last Connected, which records the last time the device communicated directly with
the FileWave server and is different from the Google synchronization time
- Start a TeamViewer remote support session.
« Send Verify to request an immediate extension check-in.

[e]

How

Use the Quick Start Guide for Chromebooks to install and configure the extension. For reporting
schedules, offline behavior, and the difference between Last Connected and Last Sync, see the
FileWave Inventory Extension Behavior FAQ.



https://kb.filewave.com/link/96
https://kb.filewave.com/link/34

Disable Chrome OS in FileWave

Use this workflow when you need to remove the Google OAuth token from FileWave and stop
ChromeOS management for the environment. This disables ChromeOS integration in FileWave Central
and returns the ChromeOS license count to zero.

This page disables ChromeOS management for the whole FileWave environment. If you only
need to retire, sell, dispose of, or reassign individual Chromebooks, use Removing ChromeQS /

Chromebook devices. For reset or reassignment actions, see Powerwash / Wipe Users on
ChromeQS.

Disable ChromeOS management in FileWave

1. Open Preferences in FileWave Central.
2. Go to the Chromebooks tab.

3. Click Configure OAuth token.

4. Sign in with your superuser credentials.
5. In the window that opens, click Clear.

OAuth Service Account Token - FileWave

Delegated Username: tonyw@fwx.io

Service Account Token: @ Token set Import Clear

6. Confirm that you want to proceed by clicking Yes.


https://kb.filewave.com/link/1166
https://kb.filewave.com/link/1166
https://kb.filewave.com/link/834
https://kb.filewave.com/link/834

You are removing the Chrome Service
| Account information.
k All Chromebook and Organizational Unit
————— datafetched from this account will be
deleted from FileWave.

Do you wish to proceed?

T

ChromeQS management is now disabled in FileWave, and the ChromeOS license count is zero.

Related Content

* Removing ChromeQOS / Chromebook devices

* Chromebook Management



https://kb.filewave.com/link/1166
https://kb.filewave.com/link/459

Powerwash / Wipe Users on
ChromeOS (15.3+)

What

Powerwash and Wipe Users are ChromeOS reset actions you can send from FileWave. Powerwash
resets the Chromebook to a factory-reset state. Wipe Users clears local user data while keeping the
Chromebook enrolled for the next user.

When/Why

Powerwash

Powerwash is ChromeQS’s factory reset process. It removes user accounts, local files, and device
settings, so use it when a Chromebook is being retired, reassigned with a full reset, or troubleshooting
requires a clean device state.

Technical Perspective:

« Use Case: Ideal for individuals returning, selling, or reassigning their Chromebook. Also used
for troubleshooting device issues that cannot be resolved through standard fixes.

- Process: Initiated through the settings menu under "Advanced" settings or via a keyboard
shortcut at the login screen (pressing Ctrl + Alt + Shift + R).

- Considerations: Before performing a Powerwash, it's crucial to back up any important data
stored on the device, as the process will delete everything.

Wipe Users

Wipe Users is the reset option for shared or reassigned managed Chromebooks. It clears local user
data without removing the device’s managed enrollment, which makes it useful between students,
staff, or loaner-device users.

Technical Perspective:

 Use Case: Primarily used by administrators to quickly clear all personal data from devices
between different users while retaining device management settings and policies.

« Process: Can be executed remotely via Google Admin Console, under the device
management section, allowing for bulk operations across multiple devices.

- Considerations: Ensures that devices remain under organizational control and policies after
user data is wiped, streamlining the reassignment process.

For FileWave admins, the important difference is enrollment state. Use Wipe Users when the device
should stay managed. Use Wipe Device/REMOTE_POWERWASH when you intentionally want a full
reset.



If this reset is part of retiring or removing a Chromebook from management, review Removing

© Chrome0S / Chromebook devices first. FileWave wipe actions reset the device, but Google
Admin Console still controls whether the Chromebook remains managed.

How

To send either command, right-click one or more Chromebooks and choose Wipe Device or Wipe
Users.
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REMOTE_POWERWASH Command (Wipe Device)

e Description: System administrators can remotely Powerwash ChromeOS devices, resetting
them to factory settings for efficient troubleshooting and maintaining device security.

 Execution: Initiates the Powerwash process, erasing all user data and configurations.
» Access:

o The REMOTE_POWERWASH command is available in FileWave Central and FileWave

Anywhere for ChromeOS devices.
° Find the command in the dropdown menu labeled "Wipe device(s)..."
o Modify Clients/Groups and Wipe Devices permissions are required.


https://kb.filewave.com/link/1166
https://kb.filewave.com/link/1166

When wiping a device, remember that Wipe Device fully resets the Chromebook. If you need the device
to re-enroll afterward, review Force wiped ChromeOS devices to re-enroll (15.34).

Wipe Device "P20838HP"

Are you sure you want to erase all data on "P20838HP"?

This will remove all data including user profiles, device policies, and
enroliment data. You can't undo this action.

Warning: This will revert the device back to factory state with no
enrollment, unless the device is subject to

Cancel Wipe Device

WIPE_USERS Command

- Description: System administrators can remotely wipe local user data from managed
ChromeOS devices while keeping the device enrolled.
- Execution: Initiates the data-wiping process on all user accounts.
 Access:
o The WIPE_USERS command is available in FileWave Central and FileWave Anywhere
for ChromeOS devices.
o Find the command in the dropdown menu labeled "Wipe user(s)..."
o Modify Clients/Groups and Wipe Devices permissions are required.

Command History tab

- Description: Users can now view all information related to sending REMOTE_POWERWASH,
WIPE_USERS, and REBOOT Commands in the Command History tab for Chromebook
devices. As shown below you can see this when looking at device details for a Chromebook.

O0MV891AJ209701 - Client Info

Platform: Chrome OS 84.0.4147.136
Model: Samsung Chromebook Plus
Enroliment Type: Enrolled

Export Current Tab

Device Details Command History Users

Command Type v~ Issued By Issued At Last Update At Result Error Message

Related Content

* Removing ChromeOS / Chromebook devices
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* ChromeOS
* Reboot for ChromeOS (15.3+)
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Restart ChromeQOS Devices

What

Send Restart from FileWave Central or FileWave Anywhere to reboot one or more managed
Chromebooks. Use it after an update that requires a restart or as a targeted troubleshooting step.

Before you restart a Chromebook

Plan around the active user

« Restart interrupts the current session, so notify users before a planned maintenance restart.
» Choose a maintenance window or confirm that the selected devices are not in active use.
e Start with a small group when the restart is part of a broader update or policy rollout.

Good reasons to restart

1. An installed ChromeOS update is waiting for a restart.
2. A specific Chromebook is unresponsive or has a problem that a normal restart may clear.
3. A tested configuration change explicitly requires the device to restart.

Verify the result

« Open the Chromebook's Command History tab and review the command state, result, and
any error message.
- Confirm that the device returns to normal inventory and communication after it starts again.

A successful command confirms that FileWave delivered the restart request. Continue troubleshooting
if the Chromebook returns with the same symptom.

Send Restart

Select one or more Chromebooks, open the device action menu or right-click the selection, then
choose Restart... as shown below.



1l P20838HP
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Edit Custom Field(s) Values...
Ca Support

Edit Custom Field(s) Associations...
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Move To...

Add GSuite OU...

Ll LRO66C

-\
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—N\
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—N\

Set Permissions...

1 Disable Chromebook

-\

v [g Students Wipe Device...
Wipe Users...

Restart...

Client State

Restart command details

« Command: FileWave sends the ChromeOS ReEB0OT command when you choose Restart....
« Scope: The action applies to the selected Chromebook or Chromebooks.
» Access:
o The action is available for ChromeQOS devices in FileWave Central and FileWave
Anywhere.
o The visible menu label is Restart....
o If Restart... is unavailable, check that the administrator role can view the Chromebook
and send device actions.

Check Command History

« The Chromebook's Command History tab records REMOTE_POWERWASH , WIPE_USERS , and
REBOOT commands with the issuer, timestamps, state, result, and error message.

O0MV891AJ209701 - Client Info

Platform: Chrome OS 84.0.4147.136
Model: Samsung Chromebook Plus
Enroliment Type: Enrolled

Export Current Tab

Device Details Command History ~Users

Last Update At State
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Related content

* ChromeQOS
* Powerwash / Wipe Users on ChromeOS (15.3+)
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Google Admin Sync Interval for
ChromeOS

What

As an administrator managing ChromeOS devices, you may want to change how often FileWave syncs
with Google Admin.

When/Why

FileWave syncs ChromeOS data from Google Admin, including the organizational unit a device belongs
to. If you make frequent ChromeOS changes, a shorter sync interval can help FileWave pick up those
changes sooner.

How

In FileWave Central, go to Preferences > Google, then adjust the value for "Synchronize with Google
Admin every 24 hours." The value can be between 1 and 24 hours. The default is 24 hours.

e FileWave Central Admin Preferences

General Organization Info  Mobile Google LDAP Kiosk VPP & DEP Inventory Mail Education Imaging Editor Proxies Software Update
OAuth 2.0 Service Account

Configure OAuth token

Synchronize /

Synchronize with Google Admin every: ' 24 hours

Chromebooks Extension

Export Certificate ... and then import the certificate in the Google Admin console

Export Policy for Extension ... and then import the policy in the Google Admin console

Related Content

* ChromeQS
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Custom Field Annotated Field Sync
for ChromeOS (15.3+)

What

As an administrator managing ChromeOS devices you want to update the Annotated Custom fields in
FileWave, but aren't sure how soon those changes will be reflected in the Google Admin console.

When/Why

In FileWave 15.3+ we have changed how Annotated Custom Fields are synced with Google. In the past
there would be issues reported because the fields would only sync on the 24 hour sync interval for all
ChromeOS information with Google.

How

Annotated fields in Edit Custom Fields in 15.3+ now update immediately upon clicking Save,
independently of the Model Update, ensuring swift and accurate changes.

« The Chromebook Data tab in Device Details is removed. Users can access Chromebook-
related info by double-clicking on the device, eliminating the need for an additional tab.

» The Device Details View now offers a more informative and user-friendly experience for
Annotated fields.

- Annotated fields are seamlessly displayed and editable in the Edit Custom Fields dialog, like
any other custom fields.

« A convenient button in the Client Info dialog allows users to sync annotated fields (one way:
Google to FileWave) individually for specific devices, offering granular control over data
synchronization.


https://kb.filewave.com/books/chromeos/page/google-admin-sync-interval-for-chromeos

Platform: Chrome OS 114.0.5735.119 | 1
-
Model: HP Chromebook 13 G1 -\

Enroliment Type: Enrolled

Export Current Tab Verity Tools
Device Details Command History Users

Edit Custom Field(s) Values... k
Property ~  Value

Annotated asset id 12AMINA

Annotated location Tlamina

Annotated user 23amina

Archived

Auto renew true

Boot mode Verified

Building

Client ID 24 13

Client Name S5CD6261FYH

Content Caching Enabled false

CPU Count 4

CPU Speed 900 MHz

CPU Type Intel(R) Core(TM) m3-6Y30 CPU @ 0.80GHz

Created by conflict resolution false

Related Content

* ChromeOS
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Forcing wiped ChromeOS devices to
re-enroll (15.3+)

What

By default, wiped ChromeOS devices automatically re-enroll into your account without users having to
enter their username and password. Re-enrollment ensures that the ChromeOS devices remain
managed and policies you set are enforced on the ChromeOS device. Otherwise, users can't sign in,
browse in guest mode, or see the consumer sign-in screen.

o o Wipe Device "4N94YM3"

Are you sure you want to erase all data on “4N94YM3”

]

This will remove all data including user profiles, device policies, and enrollment
data. You can’t undo this action.

Warning: This will revert the device back to factory state with no enroliment,
unless the device is subject to forced of auto re-enrollment.

When/Why

Don’t force ChromeOS devices that are used in developer mode to re-enroll. Instead, put them in a
different organizational unit and turn off forced re-enrollment for that organization. If a ChromeOS

device is no longer going to be managed by your account, you should deprovision the device. For the
full removal path, see Removing ChromeQS / Chromebook devices.

How

For convenience we've included Google's documentation below from: Force wiped ChromeOS devices

to re-enroll - Chrome Enterprise and Education Help (google.com)
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Turn forced re-enrollment on or off

1. Sign in to your Google Admin console.
Sign in using an administrator account, not your current account bob@gmail.com

" In the Admin console, go to Menu = > Lo Devices > Chrome > Settings > Device
settings.
3. To apply the setting to all devices, leave the top organizational unit selected. Otherwise,

select a child organizational unit.

. Go to Enrollment and access.
. Configure the Forced re-enrollment setting:

« Force device to automatically re-enroll after wiping—Wiped ChromeQS devices
automatically re-enroll into your account without users having to enter their username
and password.

- Force device to re-enroll with user credentials after wiping—Users must manually re-
enroll ChromeOS devices into your account.

- Device is not forced to re-enroll after wiping—Users can use the ChromeOS device
without re-enrolling it into your account.

6. Click Save.

(20~

Settings typically take effect within minutes, but it might take up to an hour to propagate through your
organization.

Sometimes, ChromeOS devices might not be able to automatically re-enroll themselves. If an error
occurs during automatic re-enrollment, users are notified. They can click Enroll manually to proceed
with manual re-enrollment. ChromeOS devices that don’t support automatic re-enrollment show a
screen that prompts users to manually re-enroll them.

Related Content

* Removing ChromeOS / Chromebook devices
* Powerwash / Wipe Users on ChromeOS (15.3+)
* Force wiped ChromeQS devices to re-enroll - Chrome Enterprise and Education Help

(google.com)
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Confirming Firebase APIs are
enabled for Chromebooks (15.4+)

What

When setting up Chromebooks you need to ensure that the right APIs are enabled. In FileWave 15.4
there are 2 APIs that are required that were not previously needed. You may have these enabled, but
you should still do this process just in case they are not.

When/Why

You will want to do this when you are using FileWave 15.4.0 or higher with Chromebooks to make sure
everything is right. If you have not previously, you definitely need to enable the 2 APIs. You can enable
them on a 15.3.1 server as well, but the APIs are required for 15.4.0 and beyond, and required to be
on 15.4.0 after June 20, 2024.

How

To enable the 2 APIS you may go to https://console.cloud.google.com/apis/dashboard and enable
them. You would be looking for Firebase Cloud Messaging API and Firebase Management API. To
simplify here is a more direct URL to add them to a project: https://console.developers.google.com/
flows/enableapi?apiid=firebase.googleapis.com,fcm.googleapis.com which should be straightforward
if you only have 1 Firebase project. If you don't really know how Chromebooks were setup in the past
you could go through Chromebook Client Pre-Requisites and set it up again.

When you go to the URL you should see something like this next screen where you can pick a project
and click Next.

Search (/) for resources, docs, products,

= Google Cloud e® My First Project ¥ ]
Enable access to APIs \

Q Confirm project You are going to make changes to project 'starlit-badge-383603'. If this is not the project
you intended to use, you can select or create a different project using the project selector
g Enable APIs above.

NEXT (

Next you will see the 2 APIs to enable and you'll click Enable.
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= Go g|e Cloud 2 My First Project ¥ ] \ Search (/) for resources, docs, products,

Enable access to APIs

Q Confirm project You are about to enable:
e Enable APls Firebase Management API
Firebase Cloud Messaging API

ENABLE

Once you have enabled this you should see in FileWave Central on v15.4 that it is able to sync by going
to Settings -> Google and viewing the sync status there.

Related Content

* Chromebook Client Pre-Requisites
* Update your apps to the latest Firebase Cloud Messaging APIs and SDKs
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