Chrome Troubleshooting Guide

You have already:

Enrolled devices into your Google Suite (https://support.google.com/chrome/a/answer/1360534?hl=en)
Followed the Quick Start Guide for Chromebooks to install the extension on your devices
Verified you have a license for Chrome devices

Problem

Having issues with Chrome OS devices communicating with FileWave Admin.

Solution

Verify Chrome extension is installed in the policy

Verify FileWave extension has registered with FCM/GCM by looking at the log

Devices are not showing at all in FileWave

1. Inthe native client open Preferences > Google as shown
2.
3. If you have a large number of ChromeOS devices it is possible that the server is timing out when trying to sync with Google.

Is the status icon not green? Anything other than green would indicate an issue

This can be especially true on the first sync

. A solution is to edit this file on the FileWave server:

/usr/local/filewave/apache/conf/httpd.conf

. Look for a section in the file like this:

# chrome app

WSGIDaemonProcess chrome display-name=filewave-chrome processes=1 threads=2 python-
eggs=/usr/local/filewave/apache/.python-eggs shutdown-timeout=5 deadlock-timeout=300 inactivity-
timeout=3600 request-timeout=3600 socket-timeout=3600

. Change the timeout values so that deadlock-timeout=600 but otherwise the values above should match your server. If any

values are lower in your config you should make them at least match the above listed values

. Restart everything with;

fwcontrol server restart

. Ifthe issue was a timeout then the sync should now complete. For about 50,000 devices the sync can take 10+ minutes to

complete on first sync.


https://support.google.com/chrome/a/answer/1360534?hl=en
https://kb.filewave.com/books/evaluation-guide/page/chromebook-client-pre-requisites

o ¢ FileWave Admin Preference

General | Organization Info | Mobile LDAP | Kiosk | VPP &DEP | Inventory |

OAuth 2.0 Service Account

Configure OAuth token RIS

Synchronize Last synchronization: 5/14/21 3:02 AM

Chromebooks Extension

Export Certificate ...and then import the certificate in the Google Admin console

Export Policy for Extension ...and then import the policy in the Google Admin console

EMM Configuration
Configure Enterprise
Configure Default Policy

Synchronize Last synchronization: 5/14/21 10:35 AM (1 s)

Devices are not showing Geolocation information in FileWave

If devices are showing in FileWave, but Geolocation details are not showing up, and possibly the FileWave Inventory Extension icon is
not showing even if you set it to Force Install + Pin then you very likely enabled Geolocation as well as the Extension for an OU that
only includes the Device, but not the User who is logging in. You must ensure that both OUs are enabled or put the User and Device in
the same OU for testing. This should not be an issue if you have set Geolocation and the Inventory Extension enabled for your entire
domain, but frequently when someone is evaluating FileWave they might enable it for only one OU for testing. If you do that then make
sure that the User and Device are in that same testing OU.

View the device policy

Open a Google Chrome window

Browse to the URL: chrome://policy

Scroll down to ExtensionInstallForcelist and select show more

Look for the ID of the FileWave Inventory Extension ( ldhgnmkjehdokljjhcpkbhcmhoficdio Figure 1.1)
If you see it there, scroll to the very bottom

There will be a whole section for the FileWave Inventory Extension

Verify all the policy fields are there ( Figure 1.2)
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@ Policies X 4+

< C & Chrome | chrome:/policy

Policies

Reload policies | Export to JSON Show policies with no value set

¥

¥
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Filter policies by name

DeviceWiFiFastTransit... & true Cloud Device Mandatory OK Show more
DnsOverHttpsMode® of f Enterprise def... Current user Mandatory OK Show more
EasyUnlockAllowed® false Enterprise def... Current user Mandatory OK Show more
EcryptfsMigrationStra... & 1 Cloud Current user Mandatory OK Show more
ExtensionlinstallBlackli... & egfhcipkeegeefjghpiembghhjneaefd Cloud Current user Mandatory OK Show more
ExtensioninstallForceli 1dhgnmkjehdokljjhcpkbhcmhoficdio;https://clients2.google.c.. Cloud Current user Mandatory OK
1dhgnmkjehdokljjhcpkbhemhoficdio; https://clients2.google . com/service/update2/crx
ExtensionlinstallSources® filewave.com Cloud Current user Mandatory Error Show more
ExternalStorageDisabl... & false Cloud Current user Mandatory 0K Show more
ExternalStorageRead.. & false Cloud Current user Mandatory OK Show more
HeartbeatEnabled & false Cloud Device Mandatory OK Show more
InstantTetheringAllow... & true Cloud Current user Mandatory OK Show more
LidCloseAction®@ ° Cloud Current user Mandatory OK Show more
LogUploadEnabled & false Cloud Device Mandatory OK Show more
(@) ¥ g o
Figure 1.1 - Chrome Policy Force List
@ Policies b4 +
& (&) ® Chrome | chrome://policy Yo v S :
Policies Filter policies by name
Reload policies | Export to JSON Show policies with no value set
ghbmnnjooekpmoecnnnilnnbdlolhkhi
Policy name Policy value Source Applies to Level Status
No policies set
FileWave Inventory
Idhgnmkjehdokljjhcpkbhecmhoficdio
Policy name Policy value Source Applies to Level Status
GCMSenderID 16 Cloud Current user Mandatory OK Show more
InventoryAddress preview.filewave.com Cloud Current user Mandatory OK Show more
InventoryPort 20445 Cloud Current user Mandatory OK Show more
InventorySharedKey {f7168856-b8b3-cdaa- } Cloud Current user Mandatory oK Show more
TrackingDisabled false Cloud Current user Mandatory oK Show more
TrackingIntervalinMinut... 15 Cloud Current user Mandatory 0K Show more
UpdatelntervallnMinutes 1440 Cloud Current user Mandatory oK Show more
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Figure 1.2 - Chrome Policy for FileWave

View the Extension Console Log

Open a Google Chrome window

Browse to the URL: chrome://extensions

Be sure Developer mode is enabled

Click Details (Figure 2.1)

Open the Background page (Figure 2.2)

Select the Console tab to view the log

Verify the log contains "FCM Registration" (Figure 2.3)
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1. Theis the messaging system FileWave uses to talk to the device, if it does not register then we can not communicate.
2. Ifit failed or is empty. make sure the JSON used in the extension configuration contained FCM information
8. Verify the log contains "... Report sent successfully"
1. This confirms that the device is able to talk to your FileWave server
2. ifitis unable to send reports, then verify your JSON contains your server name and an inventory token

# Extensions X —+

& c ® Chrome | chrome://extensions i A 4 ~ H

Extensions Q_  |search extensions

Load unpacked Pack extension Update
Ba Your browser is managed by fwx.io

FileWave Inventory 13.3.1.1 . Google Docs Offline 1.13.0
. Reports device information from enterprise- % Edit, create, and view your documents,

enrolled Chromebooks to FileWave inventory spreadsheets, and presentations — all without
internet access.

ID: Idhgnmkjehdokljjhcpkbhecmhoficdio ID: ghbmnnjooekpmoecnnnilnnbdlolhkhi
Inspect views background page Inspect views background page (Inactive)
Details Remove ®

Keep Awake 1.8
Override system power-saving settings.

ID: bijihlabcfdnabacffofojgmehjdielb
Inspect views background page (Inactive)

Details Remove @

Chrome Apps

< (@] Fid © v 346 o

Figure 2.1 - Chrome Extensions

# Extensions - FileWave Invento X +

& @, ® Chrome | chrome://extensions/?id=Idhgnmkjehdokljjhcpkbhcmhoficdio hrg ¥ N :

tensions Developer mode @)

Load unpacked Pack extension Update

& P FileWave Inventory

On B

Description
Reports device information from enterprise-enrolled Chromebooks to FileWave inventory

Version
13.3.1.1

Size
<1MB

D
Idhgnmkjehdokljjhcpkbhcmhoficdio

pépect views

» background page

Permissions
» Read and change all your data on the websites you visit
= Read and change your browsing history
« Display notifications
» Read and change your bookmarks
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Figure 2.2 - Chrome Extension Details
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S Elements Console Sources Network Performance Memory Application Security Audits
P © top Y  © | Filter Default levels ¥
[2020-08-17 15:50:01.795-7:00] Registering in GCM and getting the clientId

waiting 10@s before gathering inventory data
Gathering inventory data from the device..

Gathering logged users data from the device...

Gathered
Gathered
Gathered
Gathered
Gathered
Fetching
Gathered
Finished

data: RegistrationTd
data:
data:
data:

Memory
cPy

storage
data: Applications
state from inventory.
data: user info

gathering logged users report data

Reporting logged users data to inventory...

Gathered
Gathered

data: Fonts

data: Network

Not reporting geolocation: Tracking is disabled due to the client state.

Gathered
Finished

ortTNg inventory data to inve
logged users report sent successfully
inventory report sent successfully.

data: Geolocation
gathering inventory report data.
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Figure 2.3 - Extension log

Error

GCM failed to register

Failed to load resource: net : :

ERR_INSECURE_RESPONSE

Error: failed to gather Geolocation data: All

attempts exhausted

Failed to send inventory data

GET

Details
The device(s) are unable to use the information

they received to contact Google's GCM/Firebase
services

The device(s) is unable to connect to your server
with a secure connections

The FileWave client on the device was unable to
receive location information from the devices' 0S

The device was unable to contact the inventory
port on the server

There was a problem looking up the same of your

https://server.name:20445/inv/api/vl/client/setti
ngs/asdasdasd net : :
ERR_NAME_RESOLUTION_FAILED

Uncaught (in Promise) TypeError: Cannot read
property 'state' of undefined at ...

“Revision #10

*Created 2 June 2023 02:20:52 by Josh Levitsky

server from the information received during
enrollment

Device was unable to contact the FileWave server
OR the device was able to contact the FileWave
server but the state of the device could not be
read.

/' Updated 31 May 2024 19:24:56 by Josh Levitsky

Solution

Be sure you have GCM registered properly (Google

Cloud Messaging (GCM/Firebase) Setup) in your
admin preferences BEFORE you exported the
settings for upload into Google Suite. You can
always export it again.

* Verify the server has a valid certificate

* Verify the server's certificate is either root
trusted or has been uploaded to your google suite
(see Quick Start Guide for Chromebooks)

* Verify the ports between devices and server are

open (see: Default TCP and UDP Port Usage )

* Verify in the devices security preferences the
app has admin rights to location information

* Verify the ports between devices and server are
open (see: Default TCP and UDP Port Usage )
*Verify you have all your settings in preferences
BEFORE you exported the settings for upload into
Google Suite. You can always export it again.

*Verify you have all your settings in preferences
BEFORE you exported the settings for upload into
Google Suite. You can always export it again.

* Attempt to change the state FileWave Admin and
update the mode. Wait for the device to verify or
force a verify of the device.

* If the problem persists contact FjleWave

support-:


https://kb.filewave.com/books/evaluation-guide/page/chromebook-client-pre-requisites
https://kb.filewave.com/books/evaluation-guide/page/chromebook-client-pre-requisites
https://kb.filewave.com/books/filewave-general-info/page/default-tcp-and-udp-port-usage
https://kb.filewave.com/books/filewave-general-info/page/default-tcp-and-udp-port-usage
https://kb.filewave.com/books/community-engagement/page/customer-technical-support

