Background Tasks (DDM status - macOS)

What

FileWave has integrated Apple’s Declarative Device Management (DDM) capabilities to enhance the monitoring of background tasks
on macOS devices. This new feature allows administrators to receive detailed reports on the background tasks that are present. The
information provided includes the service identifier, the application path (e.g., /Applications/1Password.app), the status of the service
(such as enabled or not registered), the type of service (application or login item), the user ID (UID) under which the service is running,
and the code signature details.

By leveraging DDM, macOS devices can autonomously report this information without the need for constant server queries. This
enhancement improves the visibility of background processes across your device fleet, aiding in compliance, security auditing, and
troubleshooting efforts.

When/Why

This feature is particularly useful when there is a need to:

e Audit Background Tasks: Keep track of all background tasks running on macOS devices to ensure they comply with
organizational policies.

e Enhance Security Monitoring: Identify unauthorized or malicious background tasks that could pose security risks.

® Troubleshoot Issues: Diagnose problems related to application performance or system stability by analyzing running
background tasks.

e Compliance Verification: Ensure that required tasks are running and that unnecessary ones are disabled, aligning with
compliance standards.

Why This Feature Matters

Understanding which background tasks are running on your macOS devices is crucial for maintaining a secure and efficient computing
environment. Background tasks can have significant impacts on device performance, battery life, and security. Unauthorized tasks
might access sensitive data or provide an entry point for threats. By receiving detailed reports on these tasks, administrators can take
proactive measures to manage and secure their device fleet effectively.

The integration of DDM enhances this process by allowing devices to report their status autonomously. This reduces the need for
frequent server polling, decreases network traffic, and provides up-to-date information without delays.

How
Enabling Background Tasks Reporting

To utilize this feature, ensure that your macOS devices are enrolled in FileWave and running macOS 12 Monterey or later, that DDM is
supported on these versions and ensure the FileWave Client is at least v15.5.0.

Accessing Background Tasks Data

Background tasks based on a launch daemon are now reported in Inventory for macOS devices supporting DDM, once the FileWave
Client is up to date on a supported version of macOS. The below image shows an example of this inventory data.

Joshua's Apple Studio (12500) - Client Info

Last Connected: 10/15/24 12:12PM
From: 172.20.20.3
Free Space: 397.2GB
Platform: macOS 15 Sequoia

Model: 312 "
Version: Not connected

Enroliment Type: User approved enroliment
Missing Updates: |
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Filesets Status Device Details Command History Managed Apps  Installed Apps  Installed Profiles Users Policies ~ Software Updates DDM Declarations Background Tasks Position Map
Identifier Path State Type Uid Code signature Label Program Program arguments Checksum
0906DCA4-95A7-413.... [Library/LaunchAgent... enabled agent 501 com.maintain.LogOut /ust/bin/osascript

0B35CC52-FB3A-47F... [Library/Application S... enabled app 501 2.com.adobe.acc.Ado...

0DC7C098-0757-491... /Library/LaunchAgent... enabled agent 501 com.teamviewer.team... /Applications/TeamViewer.app/Con...

OE16ADAB-12F0-4211.. [Library/LaunchDaem... enabled daemon 2 com.github.autopkg.a... /Library/AutoPkg/autopkgserver/au... [*/Library/AutoPkg/autopkgserv...
OE971A7B-9DD3-48D... /Applications/Shottr.a... enabled app 501 2.ce.fiitch.shottr

OED86882-9CC2-44... /Applications/Diagram... not-registered app 2.app.diagrams.Diagr...

17FOFAEE-DO87-4EQ... [Library/LaunchDaem... enabled daemon E com.adobe.ARMDC.S... /Library/PrivilegedHelperTools/com...

18110765-17C6-419F-... [Library/LaunchDaem... enabled daemon E com.microsoft.dip.nst... /Library/Application Support/Micro... [*/Library/Application Support...

1859178D-CBEQ-427... [Users/jlevitsk/Library... enabled agent com.oculus.xr2dsd.au... /Applications/Meta Quest Remote ...
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