
The FileWave endpoint management suite allows you to manage your devices wherever they are,
wherever you are, whatever they are, and all in one platform!

In the 16.0.2 release we are thrilled to announce a significant upgrade to the FileWave Management
Suite, featuring a completely redesigned version of the Client Monitor with enhanced functionalities.
This update includes improvements in NAT compatibility allowing you to monitor devices on remote
networks, security enhancements, and streamlined user experience, all aimed at empowering
administrators with effective tools for device management. Additionally, the Kiosk Policy now allows
for customization of the primary color, logo, and Kiosk app name, ensuring a tailored experience for
users. Coupled with Software Update enhancements, these upgrades will elevate operational
efficiency and provide our users with the best possible experience in managing their environments.

FileWave supports the two latest major versions at any time. For example, if the current version is
16.0.2, we support versions 16.0.2 and 15.5.x. Major releases occur roughly every quarter.

What does “officially support” mean?

We will investigate and patch significant issues in these versions. We do not produce patches for
versions older than N-1, focusing instead on current versions and future improvements. If an issue
is found in an older version, remediation will be in the form of an upgrade or a patch to a more
recent version.

You can still contact our support teams about earlier versions. They will assist you to the best of
their ability but won’t escalate tickets to our development teams. Upgrading is recommended to
access the latest features and bug fixes.

FileWave Version 16.0.2
(Unsupported)

These downloads are provided for the purposes of migrations and should not continue to be
used in production. You should upgrade to either the most recent release or the one prior. They
can always be found here: Supported FileWave Versions

FileWave database engine has been upgraded to Postgres 17 to benefit from security fixes and
performance improvements.
The Database upgrade process which will take place when updating to FileWave 16.0 can take
more time than usual, depending on the size of your set-up.

Please make sure to plan accordingly for your upgrade to take a bit longer.

FileWave Official Version Support

https://kb.filewave.com/books/downloads


A Note on Compatibility

A note on the Compatibility charts:  There are several states of compatibility for FileWave clients:  

"Fully Tested by QA" indicates that we have run QA regression tests against these
operating system versions, and they are fully supported.
"Expected to Work" Not being on the fully tested by QA list (such as macOS 12) does not
mean that platform is not supported...it just means we did not actively test against it,
but we do expect it to function. Support of any issues experienced specifically on these
platforms would be considered on a case-by-case basis (but these cases are
exceedingly rare.)
"Legacy" versions mean that we don't test, but we do provide a retro-version of a client
so that the device can still report in but as FW Server changes there may be challenges
to these working. There is NO support for these platforms beyond the availability of the
older client, and in almost all cases these are for OSes that are no longer supported by
the OS vendor in question.
Lastly, items do fall out of support, such as Windows XP and the older Android APK
client as examples, but we always include these items in our release notes.

An additional note on third-party software inclusion, such as TeamViewer:

Partnerships we have with third party providers have their own set of system
requirements for those released applications.  We test against their most recent
versions, and support of those applications is limited to third-party vendor
specifications. 

FileWave Server Platform Support

Fully Tested by QA

macOS 14, 15 (Intel and Apple Silicon)
Debian 12.8 x86_64 (Note that any Debian 12.x is expected to work, and applying
security updates may move you to a higher version.)

Expected to work

macOS 12, 13 (Intel and Apple Silicon)

Virtual Appliances

HyperV - The images are available as Generation 1 or Generation 2
VMWare ESX - The images require vmx-19 support which means VMWare vCenter 7.0
Update 2 is the minimum version. ( https://knowledge.broadcom.com/external/article?
legacyId=2007240 )
VMWare Fusion

Compatibility

• 

• 

• 

• 

• 

• 
• 

• 

• 
• 

• 
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VMWare Player and Workstation
VirtualBox

FileWave Clients Platform Support

Fully Tested by QA

macOS 14, 15 (Intel and Apple Silicon)
Windows 10 (Ent/Pro 21H1 and above), 11 (Ent/Pro 21H2 and above) - x64
architecture.

Expected to work

Windows Server 2022, Windows Server 2025 - x64 architecture.
Windows 10 (Edu 21H1 and above), 11 (Edu 21H2 and above) - x64 architecture.
macOS 12, 13 (Intel and Apple Silicon)

Legacy

macOS 10.11 → Legacy Version 13.1.5
macOS 10.12 → Legacy Version 14.0.2

• 
• 

Important FileWave Server upgrade requirement
FileWave Server upgrades that include PostgreSQL database changes must follow a path
where each step supports at least one PostgreSQL version from the previous step. For
more detail and examples, see FileWave Server upgrade paths and PostgreSQL migrations.

The PostgreSQL overlap points are:
• FileWave 13.3.1 through 14.7.2 include PostgreSQL 12.
• FileWave 16.0.x through 16.2.x include PostgreSQL 12 and PostgreSQL 17.
• FileWave 16.3.x and 16.4.x include PostgreSQL 17 and PostgreSQL 18.

Recommended upgrade path from older versions:
13.3.1–14.7.2 → 16.0.x–16.2.x → 16.3.x or 16.4.x

If your server is already running FileWave 16.0.x, 16.1.x, or 16.2.x, you can upgrade
directly to FileWave 16.3.x or 16.4.x because those releases overlap on PostgreSQL 17; if
your server is running a version earlier than 16.0.0, upgrade first to a release in the 16.0.x–
16.2.x range, then continue to FileWave 16.3.x or later.

The minimum memory requirement for FileWave Server is 8GB.

All OS must be 64bit.

• 
• 

• 
• 
• 

• 
• 

https://kb.filewave.com/link/1153
https://kb.filewave.com/uploads/images/gallery/2023-06/VbVfka5W0oW3DA5l-fwclients-icon.png
https://kb.filewave.com/uploads/images/gallery/2023-06/VbVfka5W0oW3DA5l-fwclients-icon.png
https://kb.filewave.com/uploads/images/gallery/2023-06/VbVfka5W0oW3DA5l-fwclients-icon.png
https://kb.filewave.com/books/downloads/page/filewave-version-1315-unsupported
https://kb.filewave.com/books/downloads/page/filewave-version-14102-unsupported


macOS 10.13 → Legacy Version 14.5.4
macOS 10.14 → Legacy Version 14.8.0
macOS 10.15 → Legacy Version 15.0.1

FileWave Mobile Clients Platform Support

Fully Tested by QA

iOS 17.6, 18
iPadOS 17.6, 18
tvOS 17.6, 18
Android 14, 15 (EMM Client)
Chromebook

Expected to work

iOS 14, 15, 16
iPadOS 14, 15, 16
tvOS 14, 15, 16
Android 8 to 13 (EMM Client)

Legacy

iOS 13 → Legacy Version 15.0.1
iOS 10, 11, 12 → Legacy Version 13.1.5

FileWave Central (Native) Platform Support

Fully Tested by QA

macOS 14, 15 (Intel and Apple Silicon)
Windows 10 (Ent/Pro 21H1 and above), 11 (Ent/Pro 21H2 and above) - x64
architecture.

Expected to work

Windows 10 (Edu 21H1 and above), 11 (Edu 21H2 and above) - x64 architecture.

• 
• 
• 

• 
• 
• 
• 
• 

• 
• 
• 
• 

• 
• 

All OS must be 64bit.

• 
• 

• 
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macOS 12, 13 (Intel and Apple Silicon)

FileWave Booster Platform Support

Fully Tested by QA

Debian 12.8 x86_64 (Note that any Debian 12.x is expected to work, and applying
security updates may move you to a higher version.)
macOS 14, 15 (Intel and Apple Silicon)
Windows 10 (Ent/Pro 21H1 and above), 11 (Ent/Pro 21H2 and above) - x64
architecture.

Expected to Work

Windows 10 (Edu 21H1 and above), 11 (Edu 21H2 and above) - x64 architecture.
Windows Server 2022, Windows Server 2025 - x64 architecture.

Virtual Appliances

HyperV - The images are available as Generation 1 or Generation 2
VMWare ESX - The images require vmx-19 support which means VMWare vCenter 7.0
Update 2 is the minimum version. ( https://knowledge.broadcom.com/external/article?
legacyId=2007240 )
VMWare Fusion
VMWare Player and Workstation
VirtualBox

FileWave Imaging Virtual Server Platform Support

• 

All OS must be 64bit.

• 

• 
• 

• 
• 

• 
• 

• 
• 
• 
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The FileWave Imaging Virtual Server (IVS) is a special appliance that provides imaging support for
Windows 10 and 11 UEFI and non-UEFI devices.

Virtual Appliances

HyperV - The images are available as Generation 1 or Generation 2
VMWare ESX - The images require vmx-19 support which means VMWare vCenter 7.0
Update 2 is the minimum version. ( https://knowledge.broadcom.com/external/article?
legacyId=2007240 )
VMWare Fusion
VMWare Player and Workstation
VirtualBox

FileWave Management Suite Changes

FileWave 16.0 brings significant improvements to the Client Monitor tool:

NAT compatibility - admin and clients can be on a different network.
More client logs can be retrieved.
Unified interface for both Anywhere and Central.

We are excited to announce major improvements related to Software Update Management:

Software Updates are now directly accessible from the main window in Central, like in
Anywhere.
Mass creation of multiple updates at once is now possible and you can specify where
they go.
Client Information dialog has better filtering options related to Software Update.
More details are in the Windows section below for Windows-specific notes.

A very useful FileWave Anywhere feature is coming to FileWave Central; In Client Information,
each fileset status can now list all associations which could lead to the deployment of the Fileset. 

For instance, in this case, the fileset was directly associated to a (Smart Group) “All Windows
Clients” containing the client, but there is another association between another client group (“All
Windows”) and the fileset group (“All Windows Devices") containing the fileset. Pressing “space”
key (or using context menu) reveals the list of associations.

• 
• 

• 
• 
• 

Features and Updates in this Release

New Client Monitor (Central/Anywhere)

• 
• 
• 

Software Update revisited (Central)

• 

• 

• 
• 

The FileWave Software Update Assistant could automatically assign updates to devices
that requested them, but this has been removed as a function. Automated deployments
will be reintroduced in a future version of FileWave. In the meantime, you can deploy
updates by mapping Fileset groups to Client groups. Devices that do not request updates
will ignore them, and these filesets can be hidden within Client Information.

Association and Deployment information (Central)
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From there, you can quickly reveal corresponding association - if you double click on the
association.

New Fileset dialog, which has been revisited with FileWave 15.5, now shows the last 5 recently
created fileset types, providing a smoother user experience.

If you have anything to suggest us, use the new "Submit Feedback" option in Central and
Anywhere Help menus so that you no longer need to login to the KB to access it.

 Recent Filesets (Central)

Submit feedback (Central/Anywhere)
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All relevant options available when you perform right-click on a client in the main client view are
now available in the Tools menu option of Client Info dialog.

Central script editor now features line number and syntax highlighting:

Starting with FileWave 16.0, fwcld will periodically check if it's configuration (file or registry) has
been changed by an external process, allowing more flexible, dynamic and automated
configurations.

Inventory-Specific Changes

Default revision flag has been added to the Fileset Revision model.

FileWave 15.5.0 introduced MDM command history in Inventory. Applications were linked using an
internal "applink id", and profiles would use the profile UUID. 16.0.2 adds Bundle Identifier for
applications and Profile Display Name for profiles, making reporting much easier.

Client Info - Tools Menu (Central)

Script syntax highlighting and line numbers (Central)

 FileWave desktop client (fwcld) configuration change

Default revision (Fileset)

Profile Display Name and Application Bundle ID in MDM Command history 
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To help troubleshoot device management issues, the last time the agent (fwcld) contacted server
(fwxserver) is now in Inventory, allowing reports for devices having connectivity issues. The new
field is called "Last Connected To fwxserver" and shows the date and time of the last connection.

Apple-Specific Changes

VPP licenses consumed by a device (for both user and device based licenses) are now listed in
client info.

DDM configurations are not categorized depending on the device support.

Accounts:

CardDAV:
Use the Contacts configuration to provide account settings for connecting to the
CardDAV-compliant server.
Contacts declarative configuration for Apple devices

Last time FileWave Agent connected to FileWave fwxserver

VPP licenses in Client Info

Device Declarative Management

The following new DDM configurations are now supported

• 
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Exchange:
Use the Exchange configuration to set up Exchange ActiveSync (EAS) and Exchange Web
Services (EWS) accounts for your users. In iOS 14 and iPadOS 14 or later, Exchange
accounts configured for OAuth and Microsoft cloud-based services (such as Office365
or outlook.com) are automatically upgraded to use Microsoft’s OAuth 2.0 authentication
service. Exchange declarative configuration for Apple devices

Google:
Use the Google Accounts configuration to specify settings for a Google account.
Google Accounts declarative configuration for Apple devices

• 

• 
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LDAP:
Use the LDAP configuration to enter settings for connecting to an LDAPv3 directory.
LDAP declarative configuration for Apple devices

Mail:
Use the Mail configuration to configure POP or IMAP mail accounts for users. Apple
devices support industry-standard IMAP4 and POP3 mail solutions on a range of server
platforms, including macOS, Windows, UNIX and Linux.

• 

• 
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Mail declarative configuration for Apple devices

Subscribed Calendars:
Use the Subscribed Calendars configuration to add read-only calendar subscriptions to
the Calendar app.
Subscribed Calendars declarative configuration for Apple devices

Security:

Certificate:
Use the Certificates configuration to deploy certificates and identities. If the certificate
is a self-signed Certificate Authority (CA), it’s automatically added to the device’s trusted

• 

• 
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root certificates.
Certificates declarative configuration for Apple devices

Identity:

Security Configuration can use ACME, Identity (certificate) and SCEP asset. 

Services:

Background Tasks:
macOS includes support for background tasks that either start on behalf of the user or
run as a standalone process to provide persistent services in the background.
In macOS 15 or later, executables, scripts and launchd configuration files can be
installed using MDM and are stored in a secure and tamper-resistant location (similar to

• 

• 
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service configuration files introduced last year), providing an easy way for organisations
to deploy and control managed services.
Background task management declarative configuration for Apple devices

Configuration Files:
Use the Service configuration files configuration to provide managed settings for
common system services in a robust and tamper-resistant way. When the configuration
is activated, the archive is downloaded and expanded into a special tamper-proof,
service-specific location. The service-specific location can be found by calling a function
in a public library, so that any service can adopt managed service configuration files. The
following built-in services are modified to look for the managed service configuration
files, which take precedence over built-in settings:

sshd
sudo
PAM
CUPS
Apache
zsh (/private/etc/zprofile)
bash (/private/etc/profile)

• 

◦ 
◦ 
◦ 
◦ 
◦ 
◦ 
◦ 
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Service configuration files declarative configuration for Apple devices

Disk Management:
Use the Storage management configuration to limit access to storage on a Mac.
Storage management declarative configuration for Apple devices

System:

Safari extensions:
Use the Safari extensions management configuration to provide management of Safari
extensions management on iPhone, iPad and Mac devices enrolled in a mobile device
management (MDM) solution.
Safari extensions enhance and customise the web browsing experience on iPhone, iPad
and Mac. In iOS 18, iPadOS 18, macOS 15, or later, organisations can now use MDM
solutions to manage how Safari extensions are used on supervised devices. For
example, a business may want specific extensions installed and turned on to provide

• 

• 
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access to internal services, or an educational institution may want to prevent students
using extensions that provide information that goes against school policy. These
extension management features work for standard browsing and Private Browsing, and
include:

Defining which extensions are allowed
Controlling which extensions are always on or always off
Configuring an extension to access websites by specific domains and subdomains

Safari extensions management declarative configuration for Apple devices

Math (Calculator):
You can configure the built-in Maths and Calculator app settings on iPhone, iPad and
Mac devices enrolled in a mobile device management (MDM) solution.

◦ 
◦ 
◦ 

• 
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Maths and Calculator app declarative configuration for Apple devices
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Assets:

ACME, SCEP and plain certificates can be used in configurations:

When you create a new Asset from a configuration, this new asset is now automatically
selected, and the right type of asset is automatically picked when the DDM Asset Editor
opens

Status reports:

Managed certificates are now reported using DDM status mechanism.

New DEP skip keys (and corresponding Setup Assistant profile):

Camera Control

Delete All Users feature (shared iPad) now uses MDM option instead of deleting users one by one

Hide-able and Lock-able apps 

• 

• 

• 

MDM Enhancements

• 



It is now possible to define if end user can hide and lock managed applications on iOS 18.1 and
later:

Use the new allowDefaultBrowserModification Restriction key to prevent users from
modifying the default browser.
You control when ChatGPT is used and will be asked before any of your information is
shared. Anyone can access ChatGPT for free, without creating an account. ChatGPT
subscribers can connect accounts to access paid features within these experiences.
MDM can disable ChatGPT integration with the allowExternalIntelligenceIntegrations
restriction.
One can use the allowedExternalIntelligenceWorkspaceIDs restriction key with an array
containing a single workspace ID to require sign in for requests to external intelligence
integrations like ChatGPT
Allow external intelligence integrations sign-in
using allowExternalIntelligenceIntegrationsSignIn
Transcription summarization in Notes can be configured with
the allowNotesTranscriptionSummary restriction

CrossSiteTrackingPreventionRelaxedApps  support has been added to allow configuring  apps
which will have relaxed enforcement of cross-site tracking prevention for the domains listed in the
'CrossSiteTrackingPreventionRelaxedDomains' key.

New restrictions

• 

• 

• 

• 

• 

Managed domains



Exporting FDE keys now requires to re-enter admin password and will be logged in Audit Log.

Removing activation lock requires IMEI to be provided for SIM-enabled devices, but fails if IMEI
contains spaces. FileWave 16.0 makes sure IMEI is properly formatted even if the device reports
IMEI with spaces

Starting with iOS 18.2, it is possible to define default applications on the device. For now, only
browsers can be configured, using Command Policy profile:

Installed certificates are now reported in inventory and visible in Client Information for MDM
enrolled devices.
DDM capable devices also provide details about managed certificates.

Full Disk Encryption

Activation Lock

Default Applications

Certificates
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Single-Sign-On Extensions profile allows configuring Kerberos Extension. FileWave 16.0 replaces
the generic PList editor with a complete User Interface to define Kerberos settings.

The content of macOS packages has been optimized. Client and Admin packages are much
smaller.

SSO Kerberos Extension

Packaging
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Chromebook-Specific Changes

Introduced in 15.5 but including as a reminder; New version of the Extension is needed for
Notifications to function properly and also contains several issues fixed. The extension should
have automatically updated on clients.

Introduced in 15.5 but including as a reminder; Verify option became available in FileWave
Anywhere for single and bulk devices action. It is also supported as a bulk action for different
platforms (i.e mac and chrome). Note: “Modify Chromebook” permission is not needed to preform
Verify action.

Android-Specific Changes

Introduced in 15.5 but including as a reminder; EMM devices which are in “Missing” device state
will now use Android Lost Mode mechanism. As Android Lost mode allows the end user to exit lost
mode by entering device passcode, FileWave will then report in inventory the current state and the
expected state. It is also possible to “Play Lost Mode Alert” on lost devices.

Windows-Specific Changes

Software Update management has been revisited for FileWave 16.0. Specifically for Windows:

Windows Updates are now relying on managed devices reporting what they need rather
than the offline catalog. This removes the need for parsing offline catalog, which was
resource consuming and due to Microsoft limitations not covering all existing updates.
Updates are downloaded directly from Microsoft and installed using Microsoft Update
tools, which allows support for an increased number of update types.
Updates themselves are not imported in FileWave server (only metadata), which speeds
up the process. Clients and Boosters download updates directly from Microsoft CDNs.
FileWave boosters can be used to cache updates to avoid Network load and use a new
port on the Boosters.
FileWave Client is not stuck anymore if Windows Update Service is hanging on the
device.
On Windows, update installation history is now made available, even for updates not
installed via FileWave.

Chrome Extension 

Chrome Management in FileWave Anywhere 

Android Lost Mode

Software Update (Central)

• 

• 

• 

• 

• 

Action Required: Pre-v16 Windows OS Update Filesets will not function and should be
purged from your system to free up space. 
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Starting with FileWave 15.5, Windows agent (fwcld) is a 64-bit application. As former versions
were 32-bit applications, script execution may run in a different context (pure 64-bit or 32-bit-
on-64-bit). To simplify migration from FileWave 15.4, a new option has been added to Fileset
scripts to define the context. This option is now available for Policy / Blocker Script and for Custom
Field:

64-bit script execution



Improved upgrade process when New kiosk process is running
Added a step to backup and restore client configuration to ensure configuration is not
lost during upgrade process

FileWave Windows Imaging (IVS) Changes

FileWave Windows Imaging solution relies on PXE Boot, which delivers a tiny Linux image
containing all required components to run the imaging process. Compatibility with different
hardware depends on how the tiny linux image is built - mainly which Linux kernel version and
embedded packages and modules.

The list of modules and packages embedded with IVS 16.0 has been entirely revisited
and supports a much broader set of hardware.
IVS 16.0 fixes an issue which could prevent restoring images on disk using a different
sector size than 512 B.

FileWave Networking Imaging 16.0.2 brings compatibility with FileWave 16.0.x.

Linux Kernel: 6.12.4
Buildroot: 2024.11

Client upgrade Fileset improvements

• 
• 

• 

• 

• 
• 



FileWave Kiosk Changes

Kiosk customizations are now integrated as FileWave Policy, allowing simplified group
deployment.

The old Kiosk UI has been removed from Mac and Windows clients after three stable
releases of the new Kiosk UI.
Geolocation functionality remains unchanged.
Reboot modals continue to function on both Mac and Windows in the old style.
TeamViewer sessions are unaffected and continue to work on both Mac and Windows
platforms.
Note: This update eliminates duplicate tray icons by removing the old fwGUI  tray icon.

When a macOS or Windows client is marked as “Missing” in FileWave Admin, a “Missing
Device” message will now be displayed in the Kiosk, similar to the “Device Locked”
message.
The “Missing Device” message will include any custom Lost Mode Message and Lost
Mode Footnote set in Central Admin under Organization Info.
By default, if no custom message is set, the following message appears: “This device is
currently marked as missing. Self-service Kiosk is not available. Please contact your
administrator.”
Kiosk Restrictions: While in the "Missing" state, the Kiosk will prevent installation,
uninstallation, and normal access to self-service options, similar to “Device Lock”
functionality.
Additional Information:

If only the Lost Mode Message is set, it will display alone.

Kiosk customization as FileWave Policy (Central/Anywhere)

Removal of Legacy Kiosk UI

• 

• 
• 
• 

• 

New "Missing Device" Message in Kiosk for macOS and Windows

• 

• 

• 

• 

• 
◦ 

https://kb.filewave.com/uploads/images/gallery/2025-01/7twQnp8lNdPIh7uf-image.png
https://kb.filewave.com/uploads/images/gallery/2025-01/7twQnp8lNdPIh7uf-image.png


If only the Lost Mode Footnote is set, the default lost mode message will appear
with the custom footnote.
If an organization contact number is set, it will be displayed as a clickable link for
easy access.

Internal Changes

Third-party libraries updated for improvements and security changes. Mainly:

Postgres has been upgraded to 17 

Qt has been upgraded to 6.8
Qlementine has been upgraded to 1.0.0
Python has been upgraded to 3.13
OpenSSL has been upgraded to 3.4.0

FileWave is now using more secure Service Account mechanism to connect to Grafana
(Dashboard).

FileWave desktop agent (fwcld) is now capable of downloading fileset manifests using faster NATs
communication channels, which decreases the resource load on boosters and servers while
providing faster delivery.

Deprecated Features

The following features have been deprecated from FileWave 16.0.2. They are present but will be
removed in a future release:

FileWave Central Dashboard: The Dashboard in FileWave Central will be replaced by a
view of a Grafana Dashboard to not maintain 2 Dashboard systems.
macOS 10.11 El Capitan: Released in September 2015, this version of macOS will not
work with even a legacy client when FileWave 16.1.0 releases in the summer of 2025
due to an incompatibility with a current version of OpenSSL.

We encourage you to provide product feedback if you have any concerns: FileWave Product
Management or in the Help menu of Central/Anywhere you can send feedback as of 16.0.2.

Decommissioned Features

◦ 

◦ 

Third party libraries

• 

Upgrading Database engine requires upgrading Database data, which can take
some time.
Be patient when upgrading to FileWave 16.0

• 
• 
• 
• 

Dashboard

Desktop client communication

• 

• 

https://kb.filewave.com/books/community-engagement/page/filewave-product-management
https://kb.filewave.com/books/community-engagement/page/filewave-product-management


The concept of Automatic Deployments of Software Updates no longer exists but future
changes will add this concept back in differently.

The old Kiosk UI has been removed from Mac and Windows clients after three
stable releases of the new Kiosk UI.
Geolocation functionality remains unchanged.
Reboot modals continue to function on both Mac and Windows in the old style.
TeamViewer sessions are unaffected and continue to work on both Mac and
Windows platforms.
Note: This update eliminates duplicate tray icons by removing the old  fwGUI  tray
icon.

The following features were removed from FileWave 15.5.0 and are worth mentioning again due to
being major changes:

Windows 32-bit - With FileWave 15.5, the FileWave Client, Boosters, and Admin are 64-
bit only now.
While it was not possible to create new MCX (Workgroup Manager) Fileset since
FileWave 7.0, it was still possible to import and edit MCX configurations from 2013 and
before. As MCX and Workgroup Manager has been made deprecated by Apple for 10
years, support has been removed from FileWave 15.5.

The following features were removed from FileWave 15.4.0 and are worth mentioning again due to
being major changes:

CentOS - As CentOS 7 being End-Of-Life on June 30, 2024, FileWave is available and
supported on Debian. New versions of FileWave won't be released on CentOS after
CentOS is EOL.

Security Notices

Fixed vulnerability WITH-ZD-2025-0001, reported by Withsecure Exposure
Management (https://www.withsecure.com/). In non-default custom configurations,
FileWave Windows clients (v15.5.2 and earlier) allowed local, non-privileged users to
escalate privileges to SYSTEM. This issue is resolved in FileWave v16.0.0; a CVE was
issued of CVE-2025-43922 on April 20, 2025.

The following features have been removed from FileWave 16.0.2:

• 

• Removal of Legacy Kiosk UI

◦ 

◦ 
◦ 
◦ 

◦ 

• 

• 

• 

The following security notices are relevant to this release:

• 

https://www.withsecure.com/
https://kb.filewave.com/books/filesets-payloads/page/mitigating-privilege-escalation-in-fileset-executables


Changes and Fixes in 16.0.2

Bug fixes:

FWRD-15300 Various improvements related to Fileset Statuses management (at model
update, when desktop clients report them), reducing Model Update times for large
deployments.

Changes and Fixes in 16.0.1

Bug fixes:

FWRD-14652 Fixed an issue where VPP Fileset Property dialog could not be closed if 0
licenses would be assigned to the fileset
FWRD-15158 Ensured Hyper-V Gen2 Appliances have the right disk space
FWRD-15190 Fixed an issue where script syntax highlighting would be missing when
editing files directly from fileset content
FWRD-15209 Fixed an issue where model update could error after editing fileset with
multiple scripts due to file permission issue
FWRD-15245 Fixed an issue related to DDM "Server Token" which could prevent DDM
filesets (including updates) to be delivered properly
FWRD-15247 Fixed an issue where model update would wait for Chromebook
notifications to be sent, leading to longer model update times
FWRD-15263 Fixed an issue where ignoring irrelevant updates in client info dialog
would not work for macOS devices
FWRD-15273 Fixed a potential Central crash when performing some actions like "Show
FDE Recovery Key" from Client Info "Tools" Menu
FWRD-15281 Fixed an issue where Central admin would not be able to show IDP login
screen when requesting account confirmation when IDP is configured for admin login
FWRD-15282 Fixed an issue where Software Update report data would not be shown in
the right column

Changes and Fixes in 16.0.0

Bug fixes:

FWRD-1296 Fixed an issue where DEP profiles with identical names did not show their
unique IDs, making it hard to distinguish which profile to select.
FWRD-1305 Fixed an issue where the 'ID' column in the DEP Profile table was not
displayed by default, making it difficult to differentiate profiles with identical names
FWRD-1546 Fixed an issue where the backend attempted to translate into unsupported
languages (e.g., Russian) instead of defaulting to English, causing partial translations in
the Web UI.
FWRD-1691 Fixed an issue where admins without the 'Configure EMM Enterprise'
permission could still see EMM-related buttons, which are now hidden unless the
required permission is granted
FWRD-2088 Fixed an issue where DEP associations would not follow device filtering
FWRD-3293 Fixed an issue where Android payloads (Google Policy, Play Store app)
incorrectly showed 'None' in the Platform column, and now properly display 'Android.'

Changes and Fixes in 16.0.2

• 

• 

• 
• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 

• 
• 



FWRD-3299 Fixed an issue where EMM synchronization time in the Web Admin
displayed the server's timezone instead of the admin's local timezone
FWRD-3804 Fixed an issue where synchronizing data with iTunes would not retry in
case of networking error
FWRD-4434 Fixed an issue where status of a dependency fileset could incorrectly be
displayed
FWRD-4634 Fixed an issue where fwcld on IVS would not restart automatically after
upgrade
FWRD-12973 iOS restrictions workaround key is removed in FileWave Anywhere.
FWRD-13952 Fixed an issue causing the FileWave logo to appear blurry in ChromeOS
notification previews; the logo is now displayed with proper clarity.
FWRD-13968 Fixed an issue where importing fileset may not be able to import properly
scripts
FWRD-13988 Fixed an issue where Audit Log entry would be missing when uploading
custom MSI or PKG
FWRD-14042 Fixed minor UI alignment issue in Fileset Revision dialog (Central)
FWRD-14091 Fixed an issue where incorrect device could be used when Remote
Session actions are started from inventory query results
FWRD-14134 Made sure disk space is properly checked before upgrading server on
Debian
FWRD-14221 Fixed an issue where Grafana main dashboard would not be able to
properly display some services status
FWRD-14223 Improved "Main services" dashboard
FWRD-14247 Fixed cosmetic missing "..." on a button in Fileset Magic Wizard
FWRD-14259 Removed obsolete code that prevented Android EMM devices from
receiving notifications in Client Info, ensuring EMM devices can now be notified if
permissions allow.=
FWRD-14297 Fixed an issue where Background location would not be working on
Android 14+ devices
FWRD-14308 Fixed cosmetic UI issue in FileWave Central when an Apple App Store
Fileset supports many different languages
FWRD-14317 Improved performance in code dealing with generating DDM configuration
related to Software Update delivery
FWRD-14338 Fixed an issue where Grafana may not start properly after upgrade
FWRD-14378 Fixed an issue where some information like model number would not be
up to date in Grafana dashboard until next restart
FWRD-14411 Updated all appliances to Debian 12.8
FWRD-14495 Fixed an issue where quoted launch arguments could be escaped with
when running executables
FWRD-14507 Fixed an issue where it would not be possible to get script output log file
from Central Client Info
FWRD-14516 Fixed an issue where the macOS Kiosk package contained only Intel
binaries, preventing installation on Apple Silicon devices. The package is now universal
and supports both architectures
FWRD-14534 Fixed an issue where the NATS server's public key in the KV store could
diverge from the actual certificate, causing client monitor commands to fail until a server
restart
FWRD-14550 Fix an issue where Android Global Proxy policy UI was missing the
remove button
FWRD-14598 Added a locking mechanism for FileWave policy filesets in Central Admin
to prevent edits or deletions when another session is already modifying the policy,
ensuring consistent concurrency handling
FWRD-14638 Fixed an issue where 'Items' was incorrectly translated to 'Elementen' in
German desktop Kiosk headers instead of 'Elemente.'
FWRD-14665 Fixed an issue on Windows desktop Kiosk where hovering or clicking the
close (x) button on a notification caused a display glitch, instead of simply dismissing
the snackbar

• 

• 

• 

• 

• 
• 

• 

• 

• 
• 

• 

• 

• 
• 
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• 

• 

• 

• 

• 

• 

• 



FWRD-14672 Fixed an issue in FileWave Anywhere's condition form where pasting data
failed to refresh the preview or load correct results, now properly updating when users
paste input
FWRD-14674 Fixed an issue where it would be possible to create multiple DDM
configurations using search feature
FWRD-14702 Fixed an issue where search in DDM configuration could trigger useless
calls to fwxserver
FWRD-14706 Fixed an issue where dialog asking for current admin password when
uploading SSL certificate would miss instructions
FWRD-14721 Fixed an issue where DDM Software Update configuration scope could be
set to user
FWRD-14733 Fixed possible Central crash when removing Custom Settings payload if
PList would be being edited
FWRD-14748 Fixed an issue where macOS upgrade filesets could not properly deploy to
requesting devices
FWRD-14772 Fixed missing /run/lock folder in IVS PXE image, causing misleading error
message regarding to sshd
FWRD-14789 Fixed an issue where Imaging restoration may fail if disk sector size is not
512 and Windows partition can be enlarged, using GPT format
FWRD-14802 Fixed a potential booster crash
FWRD-14803 Fixed an issue where DDM would not be used on Shared iPad through
User channel due to incomplete documentation
FWRD-14818 "Add URL Link" Window Issue in Create New Notification
FWRD-14851 Fixed a case where a specific server process would output to the wrong
log file
FWRD-14888 iOS Kiosk doesn't update if SELF_HEAL_APPS_BY_VERSION=False
FWRD-14907 Fixed an issue where booster could not be easily upgraded on Appliances
where root account has no password set
FWRD-14909 Notification Makes Model Update Difficult, Anywhere Admin
FWRD-14923 Fixed an issue where ADE/DEP association dialog would show last sync
time as UTC when opened
FWRD-15007 Fixed an issue where VPP codes would not work with Applications having
itunes id larger than 32b integer
FWRD-15009 Fixed an issue where Winget Fileset would incorrectly enable Install
button in Kiosk even if no update is available
FWRD-15022 Fixed an issue where re-enrolling client too quickly could require adding
the client a 2nd time
FWRD-15031 Fixed an issue where Certificate revocation list signature could be
outdated if the list of revoked certificates does not change regularly
FWRD-15090 Clients cannot send requests via NATS if the server was slow during
startup

Click here for the extensive list of Open Source Software included in the FileWave products.

• 

• 

• 

• 
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Included Open Source Software

Upgrading Your Environment
We are investigating an issue related to Fileset Status time ("When" in client info) for desktop
(macOS and Windows) devices.
The date of the last status update can be set to January 1st 1970 (GMT) instead of current date
time after a client report. Mobile (iOS, Android) devices are not impacted.

https://kb.filewave.com/books/downloads/page/open-source-software-included-in-filewave-1602


macOS Downloads

macOS Upgrade Fileset (md5: dbb8423768a4e0ba74d0131912ae9b10)
macOS Central (Admin) (md5: 326c99f6a04e72c78925d24291d33027)
macOS Booster (md5: 9be921197ebede9d450decaafa1fd99c)
macOS Server (md5: 9c4c4ba0344e11fc4ad00497d143fa62)

Windows Downloads

Remember that to upgrade macOS FileWave clients you should use the Upgrade Fileset.
Never deploy the macOS Client installer from https://custom.filewave.com to an existing
device. It is intended for new installs. 

https://kb.filewave.com/uploads/images/gallery/2023-06/76nOWO8TRbgPaH2X-apple.png
https://kb.filewave.com/uploads/images/gallery/2023-06/76nOWO8TRbgPaH2X-apple.png
https://kb.filewave.com/uploads/images/gallery/2023-06/76nOWO8TRbgPaH2X-apple.png
https://fwdl.filewave.com/16.0.2/FileWave_Upgrade_Fileset_macOS_16.0.2_fd312cf5.fileset.zip
https://fwdl.filewave.com/16.0.2/FileWave%20Admin.pkg
https://fwdl.filewave.com/16.0.2/FileWave%20Booster.pkg
https://fwdl.filewave.com/16.0.2/FileWave%20Server.pkg
https://custom.filewave.com


Windows Upgrade Fileset (md5: 043abed58d596202dad360fd61089005)
Windows Central (Admin) (md5: b14178c65e8862efba18579602f225fe)
Windows Booster (md5: 4291cfa7fe8e164e0b020b963a5630dc)

iOS Downloads

Kiosk on iOS / iPadOS is now automatically installed from a CDN. (Read More)

Chrome Extension

Remember that to upgrade Windows FileWave clients you should use the Upgrade Fileset.
Never deploy the Windows Client installer from https://custom.filewave.com to an existing
device. It is intended for new installs.

https://fwdl.filewave.com/16.0.2/FileWave_Upgrade_Fileset_Windows_16.0.2_fd312cf5.fileset.zip
https://fwdl.filewave.com/16.0.2/FileWaveAdmin.msi
https://fwdl.filewave.com/16.0.2/FileWaveBooster.msi
https://custom.filewave.com
https://kb.filewave.com/uploads/images/gallery/2023-06/wENbdLgueSVvwqEL-ios.png
https://kb.filewave.com/uploads/images/gallery/2023-06/wENbdLgueSVvwqEL-ios.png
https://kb.filewave.com/uploads/images/gallery/2023-06/wENbdLgueSVvwqEL-ios.png
https://kb.filewave.com/books/unreleased-filewave-versions/page/automatic-updating-of-ios-kiosk-153


The FileWave Inventory extension for Chromebook has to be installed via the Google Admin
Console for your domain. Please see Quickstart Guide for Chromebooks for detailed instructions

Debian Linux Downloads

https://kb.filewave.com/uploads/images/gallery/2023-06/XP14ofjLt6jwkKXC-chrome-logo.png
https://kb.filewave.com/uploads/images/gallery/2023-06/XP14ofjLt6jwkKXC-chrome-logo.png
https://kb.filewave.com/uploads/images/gallery/2023-06/XP14ofjLt6jwkKXC-chrome-logo.png
https://kb.filewave.com/books/evaluation-guide/page/chromebook-client-pre-requisites
https://kb.filewave.com/uploads/images/gallery/2023-11/XhLPXfKJskrWOllh-image.png


Debian Linux Server (md5: 060c542dfdce14646bf39fbefe1989fd)
Debian Linux Booster (md5: e66a25d90d3151b1ffa5575956cb2385)
Debian Linux IVS: FileWave Admin (md5: 0d67376781656cc684f3ec076f0e7e77)
Debian Linux IVS: FileWave Imaging Client (md5: 32a5dc5fc1a573ddf4f201101f01f2bf))

https://kb.filewave.com/uploads/images/gallery/2023-11/XhLPXfKJskrWOllh-image.png
https://kb.filewave.com/uploads/images/gallery/2023-11/XhLPXfKJskrWOllh-image.png
https://fwdl.filewave.com/16.0.2/fwxserver_16.0.2_amd64.deb
https://fwdl.filewave.com/16.0.2/fwbooster_16.0.2_amd64.deb
https://fwdl.filewave.com/16.0.2/filewave-admin_16.0.2_amd64.deb
https://fwdl.filewave.com/16.0.2/filewave-imaging-client_16.0.2_amd64.deb


Debian Linux IVS: IVS Kernel (md5: 29ac1ceb1bad3654204feacc28cbbc83)
Debian Linux IVS: FileWave IVS (md5: 9d9158c2ddf3962efdf3bef6713787c5)

For any of the below upgrades you would want to console or SSH to your Server/Booster/IVS and
then run the command listed to upgrade the relevant component.

Upgrading the FileWave Server
To install or upgrade the FileWave Server, use the following :

Upgrading a Booster
To install or upgrade the FileWave Booster, use the following or Booster Auto-Upgrade :

Upgrading a IVS
To upgrade the FileWave IVS, use the following:

Virtual Appliance Downloads

OVA Images
These three images are OVA images suitable for VMWare or other systems that use OVAs:
VMware and VirtualBox (OVA) Server Appliance (md5: 6fdc408fd2cf61b69d6d69541d6021fb)
VMware and VirtualBox (OVA) Booster Appliance (md5: 595ecbf87c00eb4e9412753745159a25)
VMware and VirtualBox (OVA) Imaging Appliance (md5:
dd67aa049198156102b5327a6915183e)

If you are using a FileWave appliance that before 15.5.0 the SSH access was with the user
"root" and for any appliance setup from 15.5.0 or later the user is "fwadmin" and you
would have been forced to set the password on first login.

wget -qO- https://kb.filewave.com/attachments/411 | sudo bash -s -- -v 16.0.2 -r 1 

-p -y

wget -qO- https://kb.filewave.com/attachments/412 | sudo bash -s -- -v 16.0.2 -r 1 

-p -y

wget -qO- https://kb.filewave.com/attachments/408 | sudo bash -s -- -v 16.0.2 -r 1 

-p -y

https://fwdl.filewave.com/16.0.2/ivs-kernel-16.0.2-1.x86_64.deb
https://fwdl.filewave.com/16.0.2/filewave-ivs_16.0.2_amd64.deb
https://kb.filewave.com/books/unreleased-filewave-versions/page/setting-the-password-on-first-login-to-filewave-appliances-154
https://kb.filewave.com/books/boosters/chapter/booster-auto-upgrade
https://kb.filewave.com/uploads/images/gallery/2023-06/d7iBFQCGDdk0ZiLZ-virtual-appliance.png
https://kb.filewave.com/uploads/images/gallery/2023-06/d7iBFQCGDdk0ZiLZ-virtual-appliance.png
https://kb.filewave.com/uploads/images/gallery/2023-06/d7iBFQCGDdk0ZiLZ-virtual-appliance.png
https://fwdl.filewave.com/16.0.2/FileWave_Server_Debian_16.0.2.ova
https://fwdl.filewave.com/16.0.2/FileWave_Booster_Debian_16.0.2.ova
https://fwdl.filewave.com/16.0.2/FileWave_IVS_16.0.2_debian.ova
https://kb.filewave.com/uploads/images/gallery/2023-06/1rHPEOO5khUHCB8f-hyper-v-logo.png


HyperV Images
These three images are Hyper-V images suitable for Microsoft Hyper-V (Gen 1):
Hyper-V (VHD) Server Appliance (md5: 1fa09615da4dc543a9f94684c6dc34ca)
Hyper-V (VHD) Booster Appliance (md5: 5e40a62d4f8744a907dee2cf87a8c430)
Hyper-V (VHD) Imaging Appliance (md5: e64bad469ad1cd0936393acca8ffd974)

These three images are Hyper-V images suitable for Microsoft Hyper-V (Gen 2):
Hyper-V (VHD) Server Appliance (md5: 554b48ebd85853af442a8a012e0db3c9)
Hyper-V (VHD) Booster Appliance (md5: eb9ce27f240ad93fe9ef268798eaf5a6)
Hyper-V (VHD) Imaging Appliance (md5: 61283834c8c5d5b28e6e18c7371d5e34)

To import our Virtual Appliances, please see: FileWave Virtual Appliances
To get started with the FileWave Server appliance please see: Installation and Setup |
FileWave KB
For Booster setup: Booster Installation | FileWave KB
For more information about configuring the IVS appliance please see: Getting started with
the Imaging Virtual Server
This book covers how to import our provided OVA's and VHD's into your virtual
environments.

CentOS is EOL. You must Migrating your On-Premise FileWave Server to new Hardware to get to
FileWave on Debian or consider our Cloud Hosting Product.

https://kb.filewave.com/uploads/images/gallery/2023-06/1rHPEOO5khUHCB8f-hyper-v-logo.png
https://kb.filewave.com/uploads/images/gallery/2023-06/1rHPEOO5khUHCB8f-hyper-v-logo.png
https://fwdl.filewave.com/16.0.2/FileWave_Server_Debian_16.0.2_hyperv-gen-1_VHD.zip
https://fwdl.filewave.com/16.0.2/FileWave_Booster_Debian_16.0.2_hyperv-gen-1_VHD.zip
https://fwdl.filewave.com/16.0.2/FileWave_IVS_16.0.2_hyperv-gen-1_VHD_debian.zip
https://fwdl.filewave.com/16.0.2/FileWave_Server_Debian_16.0.2_hyperv-gen-2_VHD.zip
https://fwdl.filewave.com/16.0.2/FileWave_Booster_Debian_16.0.2_hyperv-gen-2_VHD.zip
https://fwdl.filewave.com/16.0.2/FileWave_IVS_16.0.2_hyperv-gen-2_VHD_debian.zip
https://kb.filewave.com/books/filewave-virtual-appliances
https://kb.filewave.com/books/evaluation-guide/chapter/1-installation-and-setup
https://kb.filewave.com/books/evaluation-guide/chapter/1-installation-and-setup
https://kb.filewave.com/link/221
https://kb.filewave.com/books/network-imaging-ivs/chapter/getting-started-with-the-imaging-virtual-server
https://kb.filewave.com/books/network-imaging-ivs/chapter/getting-started-with-the-imaging-virtual-server
https://kb.filewave.com/uploads/images/gallery/2023-06/GA5ALd5magf71KQy-linux.png
https://kb.filewave.com/uploads/images/gallery/2023-06/GA5ALd5magf71KQy-linux.png
https://kb.filewave.com/uploads/images/gallery/2023-06/GA5ALd5magf71KQy-linux.png
https://kb.filewave.com/books/filewave-server/page/migrating-your-on-premise-filewave-server-to-new-hardware
https://kb.filewave.com/books/community-engagement/page/cloud-hosting-product-information


macOS and Windows

macOS Client (md5: 423347a6582136cc4399024db33597c5)
Windows Client (md5: 3a3e4d3b71d85948977b99ae9a6e6eb0)

Revision #27 
Created 2025-04-03 07:40:33 UTC by Pierre-Nicolas Rigal 
Updated 2026-08-07 12:55:47 UTC by Josh Levitsky 

Unconfigured Client Installers

Please note that the below is only to be used when Support has identified that they are
needed to fix an issue. Normally these Client packages are not used. Pushing the PKG or
MSI below from FileWave can break a client.

https://fwdl.filewave.com/16.0.2/FileWave%20Client.pkg
https://fwdl.filewave.com/16.0.2/FileWaveClient.msi
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