FileWave Version 16.0.3
(Unsupported)

These downloads are provided for the purposes of migrations and should not continue to be
@ used in production. You should upgrade to either the most recent release or the one prior. They

can always be found here: Supported FileWave Versions

The FileWave endpoint management suite allows you to manage your devices wherever they are,
wherever you are, whatever they are, and all in one platform!

In the 16.0.3 release we are thrilled to announce a significant upgrade to the FileWave Management
Suite, featuring a completely redesigned version of the Client Monitor with enhanced functionalities.
This update includes improvements in NAT compatibility allowing you to monitor devices on remote
networks, security enhancements, and streamlined user experience, all aimed at empowering
administrators with effective tools for device management. Additionally, the Kiosk Policy now allows
for customization of the primary color, logo, and Kiosk app name, ensuring a tailored experience for
users. Coupled with Software Update enhancements, these upgrades will elevate operational
efficiency and provide our users with the best possible experience in managing their environments.

FileWave database engine has been upgraded to Postgres 17 to benefit from security fixes and
performance improvements.

The Database upgrade process which will take place when updating to FileWave 16.0 can take
more time than usual, depending on the size of your set-up.

Please make sure to plan accordingly for your upgrade to take a bit longer.

FileWave Official Version Support

FileWave supports the two latest major versions at any time. For example, if the current version is
16.0.3, we support versions 16.0.3 and 15.5.x. Major releases occur roughly every quarter.

What does “officially support” mean?

We will investigate and patch significant issues in these versions. We do not produce patches for
versions older than N-1, focusing instead on current versions and future improvements. If an issue
is found in an older version, remediation will be in the form of an upgrade or a patch to a more
recent version.

You can still contact our support teams about earlier versions. They will assist you to the best of
their ability but won’t escalate tickets to our development teams. Upgrading is recommended to
access the latest features and bug fixes.


https://kb.filewave.com/books/downloads

Compatibility
A Note on Compatibility

A note on the Compatibility charts: There are several states of compatibility for FileWave clients:

« "Fully Tested by QA" indicates that we have run QA regression tests against these
operating system versions, and they are fully supported.

« "Expected to Work" Not being on the fully tested by QA list (such as macOS 12) does not
mean that platform is not supported...it just means we did not actively test against it,
but we do expect it to function. Support of any issues experienced specifically on these
platforms would be considered on a case-by-case basis (but these cases are
exceedingly rare.)

- "Legacy" versions mean that we don't test, but we do provide a retro-version of a client
so that the device can still report in but as FW Server changes there may be challenges
to these working. There is NO support for these platforms beyond the availability of the
older client, and in almost all cases these are for OSes that are no longer supported by
the OS vendor in question.

« Lastly, items do fall out of support, such as Windows XP and the older Android APK
client as examples, but we always include these items in our release notes.

An additional note on third-party software inclusion, such as TeamViewer:
- Partnerships we have with third party providers have their own set of system
requirements for those released applications. We test against their most recent

versions, and support of those applications is limited to third-party vendor
specifications.

FileWave Server Platform Support

Fully Tested by QA

» macOS 14, 15 (Intel and Apple Silicon)
» Debian 12.8 x86_64 (Note that any Debian 12.x is expected to work, and applying
security updates may move you to a higher version.)

Expected to work
* mac0S 12, 13 (Intel and Apple Silicon)
Virtual Appliances
« HyperV - The images are available as Generation 1 or Generation 2

« VMWare ESX - The images require vmx-19 support which means VMWare vCenter 7.0
Update 2 is the minimum version. ( https://knowledge.broadcom.com/external/article?

legacyld=2007240)
« VMWare Fusion
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- VMWare Player and Workstation
e VirtualBox

Important FileWave Server upgrade requirement
FileWave Server upgrades that include PostgreSQL database changes must follow a path
where each step supports at least one PostgreSQL version from the previous step. For

more detail and examples, see FileWave Server upgrade paths and PostgreSQL migrations.

The PostgreSQL overlap points are:

- FileWave 13.3.1 through 14.7.2 include PostgreSQL 12.

« FileWave 16.0.x through 16.2.x include PostgreSQL 12 and PostgreSQL 17.
® . FileWave 16.3.x and 16.4.x include PostgreSQL 17 and PostgreSQL 18.

Recommended upgrade path from older versions:
13.3.1-14.7.2 » 16.0.x-16.2.x - 16.3.x or 16.4.x

If your server is already running FileWave 16.0.x, 16.1.x, or 16.2.X, you can upgrade
directly to FileWave 16.3.x or 16.4.x because those releases overlap on PostgreSQL 17; if
your server is running a version earlier than 16.0.0, upgrade first to a release in the 16.0.x—
16.2.x range, then continue to FileWave 16.3.x or later.

©® The minimum memory requirement for FileWave Server is 8GB.

FileWave Clients Platform Support

T

‘ © AlLOS must be 64bit.

Fully Tested by QA

» macOS 14, 15 (Intel and Apple Silicon)
» Windows 10 (Ent/Pro 21H1 and above), 11 (Ent/Pro 21H2 and above) - x64
architecture.

Expected to work

« Windows Server 2022, Windows Server 2025 - x64 architecture.
» Windows 10 (Edu 21H1 and above), 11 (Edu 21H2 and above) - x64 architecture.
* mac0S 12, 13 (Intel and Apple Silicon)

Legacy

* mac0S 10.11 —» Legacy Version 13.1.5
*mac0S 10.12 — Legacy Version 14.0.2
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* mac0S 10.13 - Legacy Version 14.5.4
* macO0S 10.14 - Legacy Version 14.8.0
* macO0S 10.15 - Legacy Version 15.0.1
* macOS 11 — Legacy Version 15.5.2

FileWave Mobile Clients Platform Support

’

Fully Tested by QA

«i0S517.6,18

« iPad0S 17.6, 18

«tv0S 17.6, 18

« Android 14, 15 (EMM Client)
« Chromebook

Expected to work

«i0S 14, 15, 16

« iPad0S 14, 15, 16

« tvOS 14, 15, 16

» Android 8 to 13 (EMM Client)
Legacy

*i0S 13 - Legacy Version 15.0.1
*i0S 10,11, 12 - Legacy Version 13.1.5

FileWave Central (Native) Platform Support

;’

‘ © AlLOS must be 64bit.

Fully Tested by QA

» macOS 14, 15 (Intel and Apple Silicon)
« Windows 10 (Ent/Pro 21H1 and above), 11 (Ent/Pro 21H2 and above) - x64
architecture.
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Expected to work

» Windows 10 (Edu 21H1 and above), 11 (Edu 21H2 and above) - x64 architecture.
* mac0S 12, 13 (Intel and Apple Silicon)

FileWave Booster Platform Support
‘ © All OS must be 64bit.

Fully Tested by QA

» Debian 12.8 x86_64 (Note that any Debian 12.x is expected to work, and applying
security updates may move you to a higher version.)

» macOS 14, 15 (Intel and Apple Silicon)

« Windows 10 (Ent/Pro 21H1 and above), 11 (Ent/Pro 21H2 and above) - x64
architecture.

Expected to Work

« Windows 10 (Edu 21H1 and above), 11 (Edu 21H2 and above) - x64 architecture.
« Windows Server 2022, Windows Server 2025 - x64 architecture.

Virtual Appliances

« HyperV - The images are available as Generation 1 or Generation 2
« VMWare ESX - The images require vmx-19 support which means VMWare vCenter 7.0

Update 2 is the minimum version. ( https://knowledge.broadcom.com/external/article?

legacyId=2007240)

« VMWare Fusion
« VMWare Player and Workstation
« VirtualBox

FileWave Imaging Virtual Server Platform Support
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The FileWave Imaging Virtual Server (IVS) is a special appliance that provides imaging support for
Windows 10 and 11 UEFI and non-UEFI devices.

Virtual Appliances

« HyperV - The images are available as Generation 1 or Generation 2
« VMWare ESX - The images require vmx-19 support which means VMWare vCenter 7.0

Update 2 is the minimum version. ( https://knowledge.broadcom.com/external/article?

legacyld=2007240)

« VMWare Fusion
« VMWare Player and Workstation
« VirtualBox

Features and Updates in this Release

FileWave Management Suite Changes

New Client Monitor (Central/Anywhere)

FileWave 16.0 brings significant improvements to the Client Monitor tool:

« NAT compatibility - admin and clients can be on a different network.
 More client logs can be retrieved.
« Unified interface for both Anywhere and Central.

Note that although the standalone Client Monitor app is included with 16.0.0+ Admin
installs, it is only functional for monitoring macOS and Windows clients running less than

© FileWave Client 16.0.0, but it also still is used to monitor a FileWave IVS for Windows
Imaging as of 16.0.x. The old Client Monitor app will eventually be removed in a future
version

With these improvements, there is no longer a "Client Preferences" password used or
© needed to be able to use the new v.16+ Client Monitor with any FileWave managed devices
that are running v.16+ of the FileWave Client..
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Software Update revisited (Central)

We are excited to announce major improvements related to Software Update Management:

 Software Updates are now directly accessible from the main window in Central, like in
Anywhere.

» Mass creation of multiple updates at once is now possible and you can specify where
they go.

- Client Information dialog has better filtering options related to Software Update.

» More details are in the Windows section below for Windows-specific notes.

The FileWave Software Update Assistant could automatically assign updates to devices
that requested them, but this has been removed as a function. Automated deployments

A will be reintroduced in a future version of FileWave. In the meantime, you can deploy
updates by mapping Fileset groups to Client groups. Devices that do not request updates
will ignore them, and these filesets can be hidden within Client Information.

Association and Deployment information (Central)

A very useful FileWave Anywhere feature is coming to FileWave Central; In Client Information,
each fileset status can now list all associations which could lead to the deployment of the Fileset.

For instance, in this case, the fileset was directly associated to a (Smart Group) “All Windows
Clients” containing the client, but there is another association between another client group (“All
Windows”) and the fileset group (“All Windows Devices") containing the fileset. Pressing “space”
key (or using context menu) reveals the list of associations.

From there, you can quickly reveal corresponding association - if you double click on the
association.

VLC 3.0.18x64 MSI KIOSK 50293382 <default> (Initial Revision) 50293382

Association ID  Clients or Groups Filesets or Groups
50022904 All Windows Clients / AE-106JHX3-3340 All Windows Devices / VLC 3.0.18x64 MSI KIOSK

I

\
747828 All Windows / AE-106JHX3-3340 All Windows Devices / VLC 3.0.18x64 MSI KIOSK
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Recent Filesets (Central)

New Fileset dialog, which has been revisited with FileWave 15.5, now shows the last 5 recently
created fileset types, providing a smoother user experience.

[ NONO) Create New Fileset

al =
‘\ J I;:,é DDM Configuration (Apple)

E(\D Recent s

Empty (General)
o5 DDM Asset (Apple)

B Profile (Apple)

@ Policy (General)

== Microsoft

G Google

Submit feedback (Central/Anywhere)

If you have anything to suggest us, use the new "Submit Feedback" option in Central and
Anywhere Help menus so that you no longer need to login to the KB to access it.

Client Info - Tools Menu (Central)

All relevant options available when you perform right-click on a client in the main client view are
now available in the Tools menu option of Client Info dialog.



Script syntax highlighting and line numbers (Central)

Central script editor now features line number and syntax highlighting:

[ NON | Editing requirement.sh

requirement.sh

#!/bin/zsh

# Check if the processor is Apple Silicon
processor_check=$(sysctl -n machdep.cpu.brand_string | grep =i "Apple")

# Check if the device has at least 24 GB of RAM
ram_check=$(sysctl -n hw.memsize)
ram_gb=$((ram_check / 1024 / 1024 / 1024))

LooNOOULEWNRE

10 # Conditions for exiting with status 1

11 if [[ -z “$processor_check" || $ram_gb -1t 24 1]; then

12 echo "Error: This device does not meet the requirements."
13 echo "Processor: $(sysctl =n machdep.cpu.brand_string)"
14 echo "RAM: ${ram_gb} GB"

15 exit 1

16 fi

18 # If all checks pass
19 echo "Device meets the requirements."
20 exit @

Line Endings: © Unix Windows Cancel m

FileWave desktop client (fwcld) configuration change

Starting with FileWave 16.0, fwcld will periodically check if it's configuration (file or registry) has
been changed by an external process, allowing more flexible, dynamic and automated

configurations.
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Inventory-Specific Changes

Default revision (Fileset)

Default revision flag has been added to the Fileset Revision model.

Profile Display Name and Application Bundle ID in MDM Command history

FileWave 15.5.0 introduced MDM command history in Inventory. Applications were linked using an
internal "applink id", and profiles would use the profile UUID. 16.0 adds Bundle Identifier for
applications and Profile Display Name for profiles, making reporting much easier.

Last time FileWave Agent connected to FileWave fwxserver

To help troubleshoot device management issues, the last time the agent (fwcld) contacted server
(fwxserver) is now in Inventory, allowing reports for devices having connectivity issues. The new
field is called "Last Connected To fwxserver" and shows the date and time of the last connection.

Apple-Specific Changes

VPP licenses in Client Info

VPP licenses consumed by a device (for both user and device based licenses) are now listed in
client info.

(] L] ATHMOB028 - iOS Client Info

ATHMOBO028
Device Name: ATHMOB028

Device Type: iPad
Last Connected: 16/11/2024 06:10 '
i0S Version: 18.01 -8

Enroliment Type: DEP Enroliment

Export Current Tab Execute Verify Tools v

Filesets Status  Device Details Command History ~Managed Apps Installed Apps VPP Licenses ~ Managed Documents Installed Profiles Managed Certificates Installed Certificates ~ Position Map ~ DDM Declarations

Q search VPP Licenses

iTunes App Identifier v Product Name Product Version Bundle Identifier Developer Assignment Time License type
901148186 €3 App m c3 i-Comet Inc. 15/08/2024 17:20 Device
881513062 SkyCoach 1610 com.Synapse.SkyCoach SkyCoach, LLC 15/08/2024 17:20 Device

iewer Qui 15601 com. i iewerQ llewer Germany GmbH  15/08/2024 17:20 Device
535886823 Google Chrome 13106778103 com.google.chrome.ios Google 15/08/2024 17:20 Device
507874739 Google Drive 424471801 com.google.Drive Google 18/09/2024 15:12 Device
412223222 Hudl 719.0 com.hudl.modi Agile Sports Technologies, Inc. ~ 15/08/2024 17:20 Device
377672876 Scanner App: Genius Scan  7.23.1 com.geniussoftware.GeniusScan  The Grizzly Labs 15/08/2024 17:20 Device
1582121124 Vivi User App 390 io.vivi.app Vivi Australia 15/08/2024 17:20 Device
1579070294 Rank One 278 com.rankone.r1 AllPlayers Network, Inc 15/08/2024 17:20 Device
1282518969 Cisco Security Connector 172 com.cisco.ciscosecurity.app Cisco 15/08/2024 17:20 Device
1191272202 Incident IQ 394 com.incidentiq.mobile Incident IQ, LLC 15/08/2024 17:20 Device

Device Declarative Management

DDM configurations are not categorized depending on the device support.
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The following new DDM configurations are now supported

Accounts:

- CardDAV:
Use the Contacts configuration to provide account settings for connecting to the
CardDAV-compliant server.

Contacts declarative configuration for Apple devices

[ ] [ ] Apple DDM Configuration Editor
Q_ Search
Account: CardDAV ©
D General Apple Platform Deployment guide

Mandatory

@ Account: CardDAV
1 payload(s) configured. Account name

The name that apps show to the user for this contact's account. If not present, the system
generates a suitable default.

[optional]

Credentials

The credentials for this account.
No Asset is configured 3 Create New

Hostname

The hostname or IP address of the CardDAV server.

[card.server.net ]

Port

The port number for the CardDAV server.

(]

Path
The path for the CardDAV server.

[optional]

e Exchange:
Use the Exchange configuration to set up Exchange ActiveSync (EAS) and Exchange Web
Services (EWS) accounts for your users. In i0OS 14 and iPadOS 14 or later, Exchange
accounts configured for OAuth and Microsoft cloud-based services (such as Office365

or outlook.com) are automatically upgraded to use Microsoft’s OAuth 2.0 authentication
service. Exchange declarative configuration for Apple devices
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[ NON ] Apple DDM Configuration Editor

Q search
Account: Exchange S
O S Apple Platform Deployment guide
Mandatory
Account: Exchange
u 1 payload(s) configured. Account name

The name that apps show to the user for this Exchange account. If not present, the system generates a suitable default.
[optional]

Authentication Credentials

The credentials for this account to authenticate with an Exchange server.
No Asset is configured 8 Create New

Authentication Identity
The identity that this account requires to authenticate with the Exchange server.

No Asset is configured ) Create New

User Identity

The user identity for this account.
No Asset is configured < Create New

Enabled Protocol Types

The set of protocol types to enable on the Exchange server, in order of preference. If the device supports one or more of the listed protocol types, it sets up
an account for the first supported type. If the device doesn't support any of the listed protocol types, it doesn't set up an account and the system reports an
error.

Exchange ActiveSync, Exchange Web Services

i et Nmmm

- Google:
Use the Google Accounts configuration to specify settings for a Google account.
Google Accounts declarative configuration for Apple devices

[ NON ] Apple DDM Configuration Editor
Q search
Account: Google ©
() General Apple Platform Deployment guide
Mandatory

G Account: Google

1 payload(s) configured. Account name

The name that apps show to the user for this Google account. If not present, the system
generates a suitable default.

[optional]

User identity

The user identity for this account,

DDM Asset - User Identity < Create New

« LDAP:
Use the LDAP configuration to enter settings for connecting to an LDAPv3 directory.

LDAP declarative configuration for Apple devices
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[ ] [ ] Apple DDM Configuration Editor

Q search
Account: LDAP e
D General Apple Platform Deployment guide
Mandatory
® Account: LDAP
1 payload(s) configured. Account name
The name that apps show to the user for this LDAP account. If not present, the system generates a suitable default.
[optional]
Credentials

The credentials for this account.
No Asset is configured 8 Create New

Hostname

The hostname or IP address of the LDAP server.
Idap.server.net

Port

The port number or IP address of the LDAP server.
Notset *

Search Settings

The array of nodes to start LDAP searches from. There must be at least one node for this account to be useful. macOS only searches one node and ignores
other items in the array.

Search Base Scope Visible Description

* Mail:
Use the Mail configuration to configure POP or IMAP mail accounts for users. Apple
devices support industry-standard IMAP4 and POP3 mail solutions on a range of server
platforms, including macOS, Windows, UNIX and Linux.

Mail declarative configuration for Apple devices

[} [ ] Apple DDM Configuration Editor
Q Search
Account: Mail ©
D General Apple Platform Deployment guide
Mandatory
® Account: Mail
1 payload(s) configured. Visible Name

The name that apps show to the user for this mail account
[optional]

User Identity

User identity for this account

Not set < Create New

Incoming Mail = Outgoing Mail

Mail Server and Port

Host name and port number for the incoming mail server

[mail.example.com| ] 8

Authentication Credentials
Credentials for this account to authenticate with an incoming mail server

No Asset is configured < Create New
Authentication Method
The authentication method for the incoming mail server

None <

Server Type

The mail protocol this account uses

« Subscribed Calendars:
Use the Subscribed Calendars configuration to add read-only calendar subscriptions to
the Calendar app.


https://support.apple.com/en-gb/guide/deployment/dep2dae6c8eb/web
https://support.apple.com/en-gb/guide/deployment/dep2dae6c8eb/web
https://support.apple.com/en-gb/guide/deployment/dep2dae6c8eb/web

Subscribed Calendars declarative configuration for Apple devices

[ ] [ ] Apple DDM Configuration Editor
Q search
Account: Subscribed Calendar ©
General q
Apple Platf Depl t guid:
D wancatory pple Platform Deployment guide

E—O-. Account: Subscribed Calendar

© ineyecste) et Account name
The name that apps show to the user for this calendar account. If not present, the system
generates a suitable default.

[optional]

Calendar URL

The URL of the subscribed calendar.

https://calendar.server.net

Authentication credentials

The credentials for this account to authenticate with a calendar server.

DDM Asset - creds s Create New

Security:

- Certificate:
Use the Certificates configuration to deploy certificates and identities. If the certificate
is a self-signed Certificate Authority (CA), it’s automatically added to the device’s trusted
root certificates.

Certificates declarative configuration for Apple devices

o0 e Apple DDM Configuration Editor
Q Search
Security: Certificate ©
D General Apple Platform Deployment guide

Mandatory

E_| Security: Certificate

1 payload(s) configured. Credentials
Certificate to install

DDM Asset - Identity Certificate Create New
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e Identity:

[} [ ] Apple DDM Configuration Editor
Q Search
Security: Identity ©
D General Apple Platform Deployment guide
Mandatory
o8 Security: Identity
O 1 payload(s) configured. Credential
Identity to install
DDM Asset - identity (Scep) 3 Create New
Notset 2 Allow all apps access (macOS only)
If true, apps can access the private key.
Default: False
Notset 2 Key is extractable (macOS only)

If true, the private key is extractable in the keychain.

Default: True

Security Configuration can use ACME, Identity (certificate) and SCEP asset.

Services:

 Background Tasks:
macOS includes support for background tasks that either start on behalf of the user or
run as a standalone process to provide persistent services in the background.
In macOS 15 or later, executables, scripts and launchd configuration files can be
installed using MDM and are stored in a secure and tamper-resistant location (similar to
service configuration files introduced last year), providing an easy way for organisations
to deploy and control managed services.

Background task management declarative configuration for Apple devices

[} [ ] Apple DDM Configuration Editor
Q Search
Background Tasks ©
General -
Apple Platform Deployment guide

i:\.) Background Tasks
v Task type

The unique identifier of the set of background tasks managed with this configuration. This should be a reverse DNS style identifier.

1 payload(s) configured.

com.filewave.background

Task Description
A description of the set of background tasks managed by this configuration.
Apple's Task

Executable Asset Reference

Files to be used for the background task configuration. Must be a zip archive of an entire directory, that will be expanded and stored in a well known location
for the background task. This file should contain task scripts, and files, but not the launchd configuration files.

Not set < Create New

Launchd Configurations

Launchd configuration files used to run the background tasks. The referenced data must be a property list file conforming to the launchd.plist format. The
launchd configuration file can be set as a system daemon or a system agent

Launchd Configuration File Asset Context

DDM Asset - background task files ¢ Create New Daemon ¢
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« Configuration Files:

Use the Service configuration files configuration to provide managed settings for
common system services in a robust and tamper-resistant way. When the configuration
is activated, the archive is downloaded and expanded into a special tamper-proof,
service-specific location. The service-specific location can be found by calling a function
in a public library, so that any service can adopt managed service configuration files. The
following built-in services are modified to look for the managed service configuration
files, which take precedence over built-in settings:

° sshd

° sudo

° PAM

° CUPS

° Apache

° zsh (/private/etc/zprofile)

° bash (/private/etc/profile)

Service configuration files declarative configuration for Apple devices

[ ] [ ] Apple DDM Configuration Editor
Q Search
Services: Configuration Files S
D General Apple Platform Deployment guide
Mandatory
[\s Services: Configuration Files
£ payload(s) configured. Data
The files to use for system service configuration. Must be a zip archive of an entire directory.
DDM Asset - my config files 3 Create New

Service Type

The identifier of the system service with managed configuration files. Use a reverse DNS style
for this identifier.

O Built-in service
Other

com.apple.zsh 8

- Disk Management:
Use the Storage management configuration to limit access to storage on a Mac.


https://support.apple.com/en-gb/guide/deployment/depdac2c8d89/web
https://support.apple.com/en-gb/guide/deployment/depdac2c8d89/web
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Storage management declarative configuration for Apple devices

[ ] [ ] Apple DDM Configuration Editor
Q Search
Disk Management Settings e
D General Apple Platform Deployment guide

Mandatory

{:’ Disk Management Settings
/" 1payload(s) configured.

Allowed 2 External Storage
Specifies the mount policy for exteral storage.

Network Storage
Specifies the mount policy for network storage.

Read-only

System:

- Safari extensions:

Use the Safari extensions management configuration to provide management of Safari
extensions management on iPhone, iPad and Mac devices enrolled in a mobile device
management (MDM) solution.
Safari extensions enhance and customise the web browsing experience on iPhone, iPad
and Mac. In iOS 18, iPadOS 18, macOS 15, or later, organisations can now use MDM
solutions to manage how Safari extensions are used on supervised devices. For
example, a business may want specific extensions installed and turned on to provide
access to internal services, or an educational institution may want to prevent students
using extensions that provide information that goes against school policy. These
extension management features work for standard browsing and Private Browsing, and
include:

o Defining which extensions are allowed

o Controlling which extensions are always on or always off

o Configuring an extension to access websites by specific domains and subdomains

Safari extensions management declarative configuration for Apple devices
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[ NON J Apple DDM Configuration Editor

Q Search
Safari Extensions ©
D General Apple Platform Deployment guide
Mandatory
Safari Extensions
E}D 1 payload(s) configured. Managed Extensions

Extensions being managed
Identifier State Private Browsing Allowed Domains Deni

* Allowed Always On 1 domain(s) 1dor

1 validation error Cancel m

» Math (Calculator):
You can configure the built-in Maths and Calculator app settings on iPhone, iPad and
Mac devices enrolled in a mobile device management (MDM) solution.




Maths and Calculator app declarative configuration for Apple devices

[ NON ] Apple DDM Configuration Editor
Q search
Math Settings ©
D General Apple Platform Deployment guide
Mandatory

Math Settings

1 payload(s) configured. Calculator

Notset 2 Add Square Root
¥ Add the square root button to the basic calculator by replacing
the +/- button.

Notset o Scientific Mode Enabled
¥ Controls whether the scientific mode of the calculator is enabled.

Default: True

Notset & Programmer Mode Enabled (macOS only)
¥ Controls whether the programmer mode of the calculator is
enabled.

Default: True

True ~  Math Notes Mode Enabled
¥ Controls whether the Math Notes mode of the calculator is
enabled.

Default: True
Input Modes
Unit conversions are enabled
RPN input is enabled (macOS only)
System Behavior

Keyboard suggestions include math solutions

Math Notes is allowed in other apps such as Notes



https://support.apple.com/en-gb/guide/deployment/dep7881be3bb/web
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Assets:

« ACME, SCEP and plain certificates can be used in configurations:

[ NON ) Apple DDM Asset Editor

Q search

General
(I

Mandatory

@ Credential: ACME

Not configured

= Credential: Identity =
Ed Ed

Not configured

i Credential: Identity
@ Credential: SCEP

Not configured

PKCS #12 password-protected identity.

Configure...

« When you create a new Asset from a configuration, this new asset is now automatically

selected, and the right type of asset is automatically picked when the DDM Asset Editor
opens

Status reports:

« Managed certificates are now reported using DDM status mechanism.

MDM Enhancements

New DEP skip keys (and corresponding Setup Assistant profile):

« Camera Control

Delete All Users feature (shared iPad) now uses MDM option instead of deleting users one by one

Hide-able and Lock-able apps



It is now possible to define if end user can hide and lock managed applications on iOS 18.1 and
later:

[ ] [ ] Fileset Name: iOS App - Google Maps

Details ~Kiosk Configuration Associated Domains (i0S 13+)

Google Maps

9

App Store Link (iOS]

Developer: Google
Version: 24.50.0
Genre: Navigation
Release Date: 2012-12-13 04:21:00+00:00
Bundle Size: 303,2 MB

Languages:
SQ, AR, HY, AZ, MY, CA, HR, CS, DA, NL, EN, FI, FR, KA, DE, EL, HE, HI, HU, ID, IT, JA, KO, LT, MS, NB, PL, PT, RO, RU, SR, ZH, SK, ES, SW, SV, TH, ZH, TR, UK, UZ,
and VI

Options and Management Flags
Remove App when MDM profile is removed Summary:
*This App will remain if the MDM profile is removed

Prevent Data Back
revs up *This App's data will be backed up in iTunes

Take management of this app if the user has installed it already

Allow removal: If selected, the device user will be able to remove this managed application (i0S 14+)
Lockable: If selected, the device user will be able to lock this managed application (iOS 18.1+)
Hideable: If selected, the device user will be able to hide this managed application (i0S 18.1+)

Allow with Tap to Pay on the Screen Lock (i0S 15.5+)

Install on an Apple Silicon (macOS 11+)
Volume Purchase Program - Licenses

Associated token: ABM 3

Licenses: Reserve a Maximum of _ outof 17

You purchased: 17
Other Filesets reserve: 0
Other dynamic quota Filesets use: 0

Apply Manage VPP Codes Cancel m

New restrictions

« Use the new allowDefaultBrowserModification Restriction key to prevent users from
modifying the default browser.

« You control when ChatGPT is used and will be asked before any of your information is
shared. Anyone can access ChatGPT for free, without creating an account. ChatGPT
subscribers can connect accounts to access paid features within these experiences.
MDM can disable ChatGPT integration with the allowExternallntelligencelntegrations
restriction.

« One can use the allowedExternallntelligenceWorkspacelDs restriction key with an array
containing a single workspace ID to require sign in for requests to external intelligence
integrations like ChatGPT

- Allow external intelligence integrations sign-in
using allowExternallntelligencelntegrationsSignIn

« Transcription summarization in Notes can be configured with
the allowNotesTranscriptionSummary restriction

Managed domains

CrossSiteTrackingPreventionRelaxedApps support has been added to allow configuring apps
which will have relaxed enforcement of cross-site tracking prevention for the domains listed in the
'CrossSiteTrackingPreventionRelaxedDomains' key.



Full Disk Encryption

Exporting FDE keys now requires to re-enter admin password and will be logged in Audit Log.

Activation Lock

Removing activation lock requires IMEI to be provided for SIM-enabled devices, but fails if IMEI
contains spaces. FileWave 16.0 makes sure IMEI is properly formatted even if the device reports
IMEI with spaces

Default Applications

Starting with i0S 18.2, it is possible to define default applications on the device. For now, only
browsers can be configured, using Command Policy profile:

Profile Editor

Q_ Search
show only configured Command Po||cy ©

macOS, iOS and tvOS

All settings in this payload are applied using a Command that will be added to the
i °| General Command Queue when the Fileset is deployed, then processed when the device
225 Mandatory checks in.
No profile (mobileconfig) will be deployed.

ﬁ Command Policy o ) .
O , Accessibility Communication Other Passcode Security Shared iPad
~ 1payload(s) configured.

Time Zone (iOS 14.0+ and tvOS 14.0+, supervised devices only)
Set device time zone.

If Force automatic date and time restriction is set, this command will fail.
Don't change timezone &

Default Web Browser (i0S 18.2+)

The bundle identifier of the app that will be set as the default web browser.
Google Chrome Remove

Wallpaper (iOS devices only)

Set wallpaper (supervised devices only). Wallpaper will be reset once a day. More info

Don't change wallpaper <

Please check Apple's Configuration Profile reference for OS compatibility.

Cancel 1 validation error Settings Load Profile m

Certificates

Installed certificates are now reported in inventory and visible in Client Information for MDM
enrolled devices.
DDM capable devices also provide details about managed certificates.
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SSO Kerberos Extension

Single-Sign-0On Extensions profile allows configuring Kerberos Extension. FileWave 16.0 replaces
the generic PList editor with a complete User Interface to define Kerberos settings.

[ NN ) Profile Editor
[Q jsearch ] Extension Identifier
show only conﬁgured Bundle identifier of the app extension that performs the single sign-on

macOS. iOS and tvOS com.apple.AppSSOKerberos.KerberosExtension S

~— General Kerberos Extension SSO Configuration
‘: Mandatory
Cache name
i0S 13.0+ and mac0S 10.15+

The GSS name of the Kerberos cache to use. Rarely set by an administrator.

Single Sign-On Extensions 2 [optional]

= 1 payload(s) configured.

Principal name

The principal (username) to use. You don't need to include the realm.
[optional]

Site code

The name of the Active Directory site the Kerberos extension should use.
Most administrators don't need to modify this value, as the Kerberos extension
can normally find the site automatically.

[optional]

Certificate UUID

The PayloadUUID of a PKINIT certificate.

No certificate payload is configured 5

Use Site Auto Discovery
Credential Bundle ID ACL

A list of bundle IDs allowed to access the ticket-granting ticket (TGT). These values are case sensitive.

+ -

Include Managed Apps in Bundle ID ACL

Please check Apple's Configuration Profile reference for OS compatibility.

Cancel 2 validation errors Settings Load Profile m

Packaging

The content of macOS packages has been optimized. Client and Admin packages are much
smaller.
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Chromebook-Specific Changes

Chrome Extension

Introduced in 15.5 but including as a reminder; New version of the Extension is needed for
Notifications to function properly and also contains several issues fixed. The extension should
have automatically updated on clients.

Chrome Management in FileWave Anywhere

Introduced in 15.5 but including as a reminder; Verify option became available in FileWave
Anywhere for single and bulk devices action. It is also supported as a bulk action for different
platforms (i.e mac and chrome). Note: “Modify Chromebook” permission is not needed to preform
Verify action.

Android-Specific Changes

Android Lost Mode

Introduced in 15.5 but including as a reminder; EMM devices which are in “Missing” device state
will now use Android Lost Mode mechanism. As Android Lost mode allows the end user to exit lost
mode by entering device passcode, FileWave will then report in inventory the current state and the
expected state. It is also possible to “Play Lost Mode Alert” on lost devices.

Windows-Specific Changes

Software Update (Central)

Software Update management has been revisited for FileWave 16.0. Specifically for Windows:

- Windows Updates are now relying on managed devices reporting what they need rather
than the offline catalog. This removes the need for parsing offline catalog, which was
resource consuming and due to Microsoft limitations not covering all existing updates.

« Updates are downloaded directly from Microsoft and installed using Microsoft Update
tools, which allows support for an increased number of update types.

» Updates themselves are not imported in FileWave server (only metadata), which speeds
up the process. Clients and Boosters download updates directly from Microsoft CDNs.

FileWave boosters can be used to cache updates to avoid Network load and use a new

port on the Boosters.

- FileWave Client is not stuck anymore if Windows Update Service is hanging on the
device.

- On Windows, update installation history is now made available, even for updates not
installed via FileWave.

Action Required: Pre-v16 Windows OS Update Filesets will not function and should be
purged from your system to free up space.


https://kb.filewave.com/link/68#bkmrk-filewave-booster-por
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64-bit script execution

Starting with FileWave 15.5, Windows agent (fwcld) is a 64-bit application. As former versions
were 32-bit applications, script execution may run in a different context (pure 64-bit or 32-bit-
on-64-bit). To simplify migration from FileWave 15.4, a new option has been added to Fileset

scripts to define the context. This option is now available for Policy / Blocker Script and for Custom
Field:

[ NON J FileWave Policy Editor
Q search
Blocker Script S
show only configured
D General Script to disable management
Mandatory

This script will be run on the client side. If exit code is not 0 the client will be considered as
locked and management will be disabled.
Restrictions

Script type:  Shell < Execution Environment...
@ Blocker Script
! s
1 payload(s) configured. % :,'/bm/bh
3 # FileWave client will execute this script and will
Geofencing suspend deployment depending on the exit code.
@ 4 # An exit code of anything else than @ will block the
Not configured client.
5
6 # my_var=${ENV_VAR_NAME}
7 #
8
9 exit 0

On Windows, run as 64-bit

...




[ JON Custom Field Definitions

Custom Fields Q search . X
Client Script
This tw non t
Field field the f

Display Name ~ Internal Name

macOS  Windows

Script type: PowerShell S Execution Environment...

will execute this script. The output will be used as the

#
# Below is an example of how to read the value of one ENVIRONMENT VARIABLE
in your script:

# $my_var = $Env:ENV_VAR_NAME

Use output only when the script exits with code 0
Replace line feed characters with space

On Windows, run as 64-bit

+ - Import Export Duplicate Cancel m

Client upgrade Fileset improvements

« Improved upgrade process when New kiosk process is running
« Added a step to backup and restore client configuration to ensure configuration is not
lost during upgrade process

FileWave Windows Imaging (IVS) Changes

FileWave Windows Imaging solution relies on PXE Boot, which delivers a tiny Linux image
containing all required components to run the imaging process. Compatibility with different
hardware depends on how the tiny linux image is built - mainly which Linux kernel version and
embedded packages and modules.

« The list of modules and packages embedded with IVS 16.0 has been entirely revisited

and supports a much broader set of hardware.
« IVS 16.0 fixes an issue which could prevent restoring images on disk using a different

sector size than 512 B.

FileWave Networking Imaging 16.0.3 brings compatibility with FileWave 16.0.x.

 Linux Kernel: 6.12.4
« Buildroot: 2024.11



FileWave Kiosk Changes

Kiosk customization as FileWave Policy (Central/Anywhere)

Kiosk customizations are now integrated as FileWave Policy, allowing simplified group
deployment.

[ NN ] FileWave Policy Editor

Q search

Kiosk ©

show only configured

General The Kiosk Policy ter the arted
D M Check the KB for ho o prepare icon file
landatory
Desktop only options
Restrictions
App Name
@ Blocker Script [Filewave Kiosk
Not configured
D p and Mobile op
@ Geofencing App Logo
Not configured

Preview

—a= Kiosk
url 1 payload(s) configured.

Recommended formats: SVG, PNG, JPG

inimum dimensions 112 x 967 pixels Browse...

Theme Color [l

he color will be used for main buttons like ‘Install' and for adding accents

1 validation error Cancel

Removal of Legacy Kiosk UI

« The old Kiosk UI has been removed from Mac and Windows clients after three stable
releases of the new Kiosk UI.

« Geolocation functionality remains unchanged.

« Reboot modals continue to function on both Mac and Windows in the old style.

- TeamViewer sessions are unaffected and continue to work on both Mac and Windows
platforms.

 Note: This update eliminates duplicate tray icons by removing the old fwGuI tray icon.

New "Missing Device" Message in Kiosk for macOS and Windows

« When a macOS or Windows client is marked as “Missing” in FileWave Admin, a “Missing
Device” message will now be displayed in the Kiosk, similar to the “Device Locked”
message.

« The “Missing Device” message will include any custom Lost Mode Message and Lost
Mode Footnote set in Central Admin under Organization Info.

« By default, if no custom message is set, the following message appears: “This device is
currently marked as missing. Self-service Kiosk is not available. Please contact your
administrator.”

- Kiosk Restrictions: While in the "Missing" state, the Kiosk will prevent installation,
uninstallation, and normal access to self-service options, similar to “Device Lock”
functionality.

- Additional Information:

o If only the Lost Mode Message is set, it will display alone.
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o If only the Lost Mode Footnote is set, the default lost mode message will appear
with the custom footnote.

o If an organization contact number is set, it will be displayed as a clickable link for
easy access.

Internal Changes

Third party libraries

Third-party libraries updated for improvements and security changes. Mainly:

* Postgres has been upgraded to 17

Upgrading Database engine requires upgrading Database data, which can take
A some time.
Be patient when upgrading to FileWave 16.0

* Qt has been upgraded to 6.8

« Qlementine has been upgraded to 1.0.0
« Python has been upgraded to 3.13

» OpenSSL has been upgraded to 3.4.0

Dashboard

FileWave is now using more secure Service Account mechanism to connect to Grafana
(Dashboard).

Desktop client communication

FileWave desktop agent (fwcld) is now capable of downloading fileset manifests using faster NATs
communication channels, which decreases the resource load on boosters and servers while
providing faster delivery.

Deprecated Features

The following features have been deprecated from FileWave 16.0. They are present but will be
removed in a future release:

« FileWave Central Dashboard: The Dashboard in FileWave Central will be replaced by a
view of a Grafana Dashboard to not maintain 2 Dashboard systems.

- Client Monitor application: The standalone Client Monitor will be removed in a future
release because it is only used for FileWave Clients < 16.0.0 as well as monitoring the
IVS server. It will be included at least until the IVS dependency is removed.

« macOS 10.11 El Capitan: Released in September 2015, this version of macOS will not
work with even a legacy client when FileWave 16.1.0 releases in the summer of 2025
due to an incompatibility with a current version of OpenSSL.

We encourage you to provide product feedback if you have any concerns: FileWave Product

Management or in the Help menu of Central/Anywhere you can send feedback as of 16.0.
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