FileWave Version 16.2.3
(Unsupported)

These downloads are provided for the purposes of migrations and should not continue to be
@ used in production. You should upgrade to either the most recent release or the one prior. They

can always be found here: Supported FileWave Versions

The FileWave endpoint management suite allows you to manage your devices wherever they are,
wherever you are, whatever they are, and all in one platform! FileWave 16.2 includes powerful new
features designed to simplify administration, strengthen security, and streamline endpoint operations
at scale. This release introduces the new Admin Notification Channel, delivering real-time alerts for
model updates, client enrollments, new releases, expiring certificates, and more...ensuring
administrators stay aware of meaningful events.

Expanded Apple platform support brings Apple macOS and iPadOS 26 support and granular Apple
profile controls, while new onboarding smart groups make device enrollment more efficient and timely,
regardless of platform.

In version 16.2, organizations benefit from even more OS patching improvements, which include
FileWave Policies for automated patching, obsolete patch cleanup, and automation rules for Fileset
creation. This update also delivers a simplified Central UI, expanded language support, and new
Windows Imaging Performance Evaluation tools, further solidifying FileWave’s role as a
comprehensive, modern endpoint management solution built for today’s complex environments.

See these new features in action: FileWave Alliance Livestream Event 03/2025

FileWave Official Version Support

FileWave supports the two latest major versions at any time. For example, if the current version is
16.2.3, we support versions 16.2.3 and 16.1.x. Major releases occur roughly every quarter.

What does “officially support” mean?

We will investigate and patch significant issues in these versions. We do not produce patches for
versions older than N-1, focusing instead on current versions and future improvements. If an issue
is found in an older version, remediation will be in the form of an upgrade or a patch to a more
recent version.

You can still contact our support teams about earlier versions. They will assist you to the best of
their ability but won’t escalate tickets to our development teams. Upgrading is recommended to
access the latest features and bug fixes.


https://kb.filewave.com/books/downloads
https://www.youtube.com/live/HV4eFy5gsRI

Compatibility
A Note on Compatibility

A note on the Compatibility charts: There are several states of compatibility for FileWave clients:

« "Fully Tested by QA" indicates that we have run QA regression tests against these
operating system versions, and they are fully supported.

« "Expected to Work" Not being on the fully tested by QA list (such as macOS 12) does not
mean that platform is not supported...it just means we did not actively test against it,
but we do expect it to function. Support of any issues experienced specifically on these
platforms would be considered on a case-by-case basis (but these cases are
exceedingly rare.)

- "Legacy" versions mean that we don't test, but we do provide a retro-version of a client
so that the device can still report in but as FW Server changes there may be challenges
to these working. There is NO support for these platforms beyond the availability of the
older client, and in almost all cases these are for OSes that are no longer supported by
the OS vendor in question.

« Lastly, items do fall out of support, such as Windows XP and the older Android APK
client as examples, but we always include these items in our release notes.

An additional note on third-party software inclusion, such as TeamViewer:
- Partnerships we have with third party providers have their own set of system
requirements for those released applications. We test against their most recent

versions, and support of those applications is limited to third-party vendor
specifications.

FileWave Server Platform Support

Fully Tested by QA

« macOS 15 and 26 (Intel and Apple Silicon)

« Debian 12.11 x86_64 (Note that any Debian 12.x is expected to work, and applying
security updates may move you to a higher version. Debian 13 is not supported at the
time of this release.)

Expected to work
*«mac0S 12, 13, 14 (Intel and Apple Silicon)
Virtual Appliances
e HyperV - The images are available as Generation 2

« VMWare ESX - The images require vmx-19 support which means VMWare vCenter 7.0
Update 2 is the minimum version. ( https://knowledge.broadcom.com/external/article?

legacyId=2007240)



https://kb.filewave.com/uploads/images/gallery/2023-06/uoC9jiGeyyKHsHZO-fwserver-icon.png
https://kb.filewave.com/uploads/images/gallery/2023-06/uoC9jiGeyyKHsHZO-fwserver-icon.png
https://kb.filewave.com/uploads/images/gallery/2023-06/uoC9jiGeyyKHsHZO-fwserver-icon.png
https://knowledge.broadcom.com/external/article?legacyId=2007240
https://knowledge.broadcom.com/external/article?legacyId=2007240

« VMWare Fusion
« VMWare Player and Workstation
e VirtualBox

Important FileWave Server upgrade requirement

where each step supports at least one PostgreSQL version from the previous step. For

FileWave Server upgrades that include PostgreSQL database changes must follow a path

more detail and examples, see FileWave Server upgrade paths and PostgreSQL migrations.

The PostgreSQL overlap points are:

« FileWave 13.3.1 through 14.7.2 include PostgreSQL 12.

- FileWave 16.0.x through 16.2.x include PostgreSQL 12 and PostgreSQL 17.
® . Filewave 16.3.x and 16.4.x include PostgreSQL 17 and PostgreSQL 18.

Recommended upgrade path from older versions:
13.3.1-14.7.2 - 16.0.x-16.2.x - 16.3.x or 16.4.x

If your server is already running FileWave 16.0.x, 16.1.x, or 16.2.X, you can upgrade

16.2.x range, then continue to FileWave 16.3.x or later.

© The minimum memory requirement for FileWave Server is 8GB.

FileWave Clients Platform Support

Fully Tested by QA

« macOS 15 and 26 (Intel and Apple Silicon)

« Windows 10 (Pro/Enterprise, version 21H1 and newer, x64)
« Windows 11 (Pro/Enterprise, version 21H2 and newer, x64)
« Windows Server 2022 (x64)

Expected to work

» mac0S 12, 13 and 14 (Intel and Apple Silicon)

« Windows 10 (Education, version 21H1 and newer, x64)

» Windows 11 (Education, version 21H2 and newer, x64)

« Windows 10 Enterprise LTSC (version 2021 and newer, x64)
« Windows 11 Enterprise LTSC (version 24H2 [2024], x64)

« Windows Server 2025 (x64)

© Note about LTSB/LTSC: Microsoft Long Term Service Channel

directly to FileWave 16.3.x or 16.4.x because those releases overlap on PostgreSQL 17; if
your server is running a version earlier than 16.0.0, upgrade first to a release in the 16.0.x—


https://kb.filewave.com/link/1153
https://kb.filewave.com/uploads/images/gallery/2023-06/VbVfka5W0oW3DA5l-fwclients-icon.png
https://kb.filewave.com/uploads/images/gallery/2023-06/VbVfka5W0oW3DA5l-fwclients-icon.png
https://kb.filewave.com/uploads/images/gallery/2023-06/VbVfka5W0oW3DA5l-fwclients-icon.png
https://kb.filewave.com/books/microsoft-general-info/page/plan-filewave-compatibility-for-windows-enterprise-ltsc

Legacy

» macO0S 10.11 - End of Life due to OpenSSL age
°* mac0S 10.12 - Legacy Version 14.0.2

* macOS 10.13 - Legacy Version 14.5.4
* mac0S 10.14 - Legacy Version 14.8.0
* macOS 10.15 - Legacy Version 15.0.1

FileWave Mobile Clients Platform Support

;’

Fully Tested by QA

«i0S 18, 26

« iPad0S 18, 26

- tvOS 18, 26

» Android 8 and above (EMM Client)
« Chromebook

Expected to work

Currently Apple is investigating an issue enrolling iOS 16 or older via ADE/DEP. Enrollment
via profile works.

«i0S 14, 15, 16,17
- iPadOS 14, 15, 16, 17
- tvOS 14, 15, 16, 17

Legacy

*i0S 13 — Legacy Version 15.0.1
*i0S10,11,12 - Legacy Version 13.1.5

FileWave Central (Native) Platform Support

V

Fully Tested by QA

* macOS 15 and 26 (Intel and Apple Silicon)
« Windows 10 (Pro/Enterprise, version 21H1 and newer, x64)
« Windows 11 (Pro/Enterprise, version 21H2 and newer, x64)


https://kb.filewave.com/books/downloads/page/filewave-version-14102-unsupported
https://kb.filewave.com/books/downloads/page/filewave-version-1454-unsupported
https://kb.filewave.com/books/downloads/page/filewave-version-1480-unsupported
https://kb.filewave.com/books/downloads/page/filewave-version-1501-unsupported
https://kb.filewave.com/uploads/images/gallery/2023-06/wjov619ZuqQt8uD0-fwmobile-icon.png
https://kb.filewave.com/uploads/images/gallery/2023-06/wjov619ZuqQt8uD0-fwmobile-icon.png
https://kb.filewave.com/uploads/images/gallery/2023-06/wjov619ZuqQt8uD0-fwmobile-icon.png
https://kb.filewave.com/books/downloads/page/filewave-version-1501-unsupported
https://kb.filewave.com/books/downloads/page/filewave-version-1315-unsupported
https://kb.filewave.com/uploads/images/gallery/2023-06/wjov619ZuqQt8uD0-fwmobile-icon.png
https://kb.filewave.com/uploads/images/gallery/2023-06/wjov619ZuqQt8uD0-fwmobile-icon.png
https://kb.filewave.com/uploads/images/gallery/2023-06/wjov619ZuqQt8uD0-fwmobile-icon.png

Expected to work

» mac0S 12, 13 and 14 (Intel and Apple Silicon)
« Windows 10 (Education, version 21H1 and newer, x64)
» Windows 11 (Education, version 21H2 and newer, x64)

FileWave Booster Platform Support

Fully Tested by QA

» Debian 12.11 x86_64 (Note that any Debian 12.x is expected to work, and applying
security updates may move you to a higher version. Debian 13 is not supported at the
time of this release.)

* macOS 15 and 26 (Intel and Apple Silicon)

« Windows 10 (Pro/Enterprise, version 21H1 and newer, x64)

« Windows 11 (Pro/Enterprise, version 21H2 and newer, x64)

» Windows Server 2022 (x64)

Expected to Work

* macO0S 12, 13, and 14 (Intel and Apple Silicon)

« Windows 10 (Education, version 21H1 and newer, x64)
« Windows 11 (Education, version 21H2 and newer, x64)
» Windows Server 2025 (x64)

Virtual Appliances

« HyperV - The images are available as Generation 2
« VMWare ESX - The images require vmx-19 support which means VMWare vCenter 7.0

Update 2 is the minimum version. ( https://knowledge.broadcom.com/external/article?

legsacyld=2007240)

« VMWare Fusion
« VMWare Player and Workstation
« VirtualBox

FileWave Imaging Virtual Server Platform Support


https://kb.filewave.com/uploads/images/gallery/2023-06/rOYHDH6oJSrsRgB6-fwbooster-icon.png
https://kb.filewave.com/uploads/images/gallery/2023-06/rOYHDH6oJSrsRgB6-fwbooster-icon.png
https://kb.filewave.com/uploads/images/gallery/2023-06/rOYHDH6oJSrsRgB6-fwbooster-icon.png
https://knowledge.broadcom.com/external/article?legacyId=2007240
https://knowledge.broadcom.com/external/article?legacyId=2007240
https://kb.filewave.com/uploads/images/gallery/2023-06/cwHvtEjvqfp9gODu-fwivs-icon.png

The FileWave Imaging Virtual Server (IVS) is a special appliance that provides imaging support for
Windows 10 and 11 UEFI and non-UEFI devices.

Virtual Appliances

« HyperV - The images are available as Generation 2
« VMWare ESX - The images require vmx-19 support which means VMWare vCenter 7.0

Update 2 is the minimum version. ( https://knowledge.broadcom.com/external/article?

legacyld=2007240)

« VMWare Fusion
« VMWare Player and Workstation
« VirtualBox

Features and Updates in this Release

FileWave Management Suite Changes

Unified Notification System (Central & Anywhere)

FileWave 16.2.0 introduces a multi-channel notification framework that accompanies earlier “New
Release” pop-up from 16.1. 16.2 adds:

o«

» Modal dialogs for critical items (“releases”, “news”).

= Banners for routine operational updates (such as certificate expiry, model-update status
etc.) with auto-hide.

« Badges (numeric counters) and a persistent notification tray for quick recall of all
messages.

- Event aggregation to prevent alert fatigue on high-volume events (such as bulk device
enrollments).

« Per-admin dismissal tracking, auto-clear on resolution, and analytics for engagement.

Key benefits include:

« Administrators see the right information at the right urgency level.
- Faster response to time-sensitive tasks (expiring certificates, new enrollments).
- Scalable foundation for future alert types (DDM, cloud status, etc.).


https://kb.filewave.com/uploads/images/gallery/2023-06/cwHvtEjvqfp9gODu-fwivs-icon.png
https://kb.filewave.com/uploads/images/gallery/2023-06/cwHvtEjvqfp9gODu-fwivs-icon.png
https://knowledge.broadcom.com/external/article?legacyId=2007240
https://knowledge.broadcom.com/external/article?legacyId=2007240

IDP Custom-Field Synchronization

Adds backend & UI support to pull user or device attributes (such as department, OU.....) from
external identity providers (Azure AD, Okta, Google, Keycloak). Admins map IDP field = FileWave
custom field, then run scheduled or manual syncs. Synced values are available for:

« Smart Groups & inventory queries.
« Variable substitution in profiles (such as %custom_field.department% ).
Includes batching, error handling, and API-token security.

Key benefits include:

e Eliminates manual CSV updates or LDAP workarounds.
« Enables dynamic policy targeting based on real-time IDP data.
« Supports multi-tenant or split-department use cases with minimal admin effort.

Software Update management improvements

Software Update management has been completely revisited with FileWave 16.0 ; FileWave 16.2
brings further improvements to simplify update management.

New permissions

Two new permissions related to Software Update management have been added:

1. Manage Software Updates, which grants to given admin access to the Software Update
management Module

2. Configure Software Updates, which grants to given admin access to Software Update
settings (see below)

Software Update Policy

FileWave 16.0 introduced a great way to manage and have full control over software updates
within your organization. But, as an admin, you may not have the time to micro-manage all
updates, specially when Microsoft publishes Defender updates multiple times a week. FileWave
16.2 introduces a new FileWave Policy allowing you to define a set of updates which will be
automatically installed as soon as the device requests it. You won’t benefit from the full control
FileWave Fileset system provides, but FileWave will ensure updates are installed and status is
reported.

FileWave 16.2 gives you full flexibility to manage updates : the new Policy is perfect to ensure your
devices stay automatically up to date, and the Fileset system provides granular control if needed.

Multiple policies can be deployed to the same device for even better control.



[ NON ] FileWave Policy Editor

Q_ search
. Windows Software Updates @
show only configured
D General Updates that match all selected options will be installed automatically.
Mandatory Check the KB for how setup rules for automated software updates. Read more
Restrictions
Update Name ~ Contains z ‘ Defender]
@ Blocker Script Select how the update name should be matched, then enter a keyword
Not configured
Critical (X Critical updates
) Filters updates by Critical classification (checked: include only, unchecked: exclude, partial: ignore).
@ Not configured Reboot Allow reboot updates

When checked, updates that require a system reboot will be included. Uncheck to skip such updates.
Configurations

Category
—i2 Kiosk Critical updates Definition updates
Not configured
i (X3 Feature packs 3 Drivers
| Windows Software Updates Service packs Security updates
A\ 1payload(s) configured.
Tools Update rollups
&3 Updates

Select categories to filter updates. If none are selected, all categories will be included

1validation error Cancel

Obsolete Fileset management

With Microsoft publishing a dozen of updates every Patch Tuesday, it’s easy to end up with
hundreds of Filesets, if you don’t use our new FileWave Policy feature. After some, most of these
Filesets are now obsolete as none of your devices still request the update anymore. But the Fileset
is still there, and shows in Client Info or Fileset report, and consumes Server resources.

FileWave 16.2 introduces a new, very simple way to detect obsolete Software Update Filesets and
to quickly delete them, freeing resources and clearing your setup.

You have the control: you decide how FileWave considers a Fileset as obsolete, based on the last

time a device reported the update as requested, and FileWave will list them, and let you choose
which ones you delete.

Obsolete Filesets Cleanup

Last request before: 30 days

Marks Software Update filesets as obsolete if no device has requested the update for the specified number of days

New Updates, Notifications and Fileset creation automation

Keeping your devices updated as quickly as possible is a key feature, but to achieve this task you
need first to know that your devices are not up to date.

FileWave 16.2 uses it's brand new notification system to report when a new update is reported as
requested by one device. You can then quickly react and see the list of “New” updates, and then
decide if you want to ignore them or create Filesets for them.



O & A B> o\

Refresh Tab  Obsolete Filesets Cleanup  Automation Rules  Run Automation Notifications Al Chatbot
‘ Notifications X ’
There are 9 new Windows software updates available. Tminuteago ® [if tes
Releasc wvawe Last nopurt vare v w ~——n ing

To save time, it is now possible to define automatically how FileWave creates Filesets so you don’t
have to do it manually. For instance, you can create Defender updates in their own Fileset Group,
but drivers or .NET updates go in another Fileset Group.

[ NON | Software Update Filesets Creation Rules

These rules allow automatic fileset creation is specified groups.

Name Target Group ID  Target Group Assignment Type
Rule for WSU Drivers 312 WSU Drivers Inclusion
Rule for WSU Definition 314 WSU Definition  Inclusion

The first matching rule defines which rule is winning one. You can change the rule priority by dragging a rule.

Rules are applied after Smart Group Evaluation.

+ - Edit Rule Edit Target Group Edit Assignment Type
Default Group: Other Updates (ID=315) Cancel “

v Windows Updates 3B 0
v Other Updates 315 0
= Software Update - 2025-07 Cumulative Update for .NET Framework 3.5 and 4.81 for ... o Modified 323 Initial Revision 1

= Software Update - 2025-07 Cumulative Update for Windows 11 Version 24H2 for x64-... o Modified 324 Initial Revision 1

= Software Update - Update for Windows Defender Antivirus antimalware platform - KB... o Modified 321 Initial Revision 1

= Software Update - Windows Malici Tool x64 - v5134 o Modified 322 Initial Revision 1

~ §24 WSU Definition 314 0
= Software Update - Security Intelligence Update for Microsoft Defender Antivirus - KB2... o Modified 320 Initial Revision 1

= Software Update - Update for Microsoft Defender Antivirus antimalware platform - KB... o Modified 319 Initial Revision 1

= Software Update - Update for Windows Security platform - KB5007651 (Version 10.0.2... o Modified 318 Initial Revision 1

v (8 wsu Drivers 312 0
= Software Update - Broadcom Inc. - Display - 9.17.9.4 o Modified 316 Initial Revision 1

= Software Update - Broadcom Inc. - System - 9.8.30.0 o Modified 317 Initial Revision 1

You are still the one hitting model update to validate your changes, but you don’t have to manually
create Filesets and select the target group - FileWave does the work for you.

Frequently-evaluated Smart Groups

In FileWave 16.2, we're introducing a new type of Smart Group. Fast Smart Groups is a powerful
feature which allows you to automate your Device Management System and Fileset deployments.

As Smart Group evaluation can consume resources on your server, they are evaluated not more
than once every 10 minutes (or less frequently, you decide). But sometimes, reactivity is
important, and it’s critical that FileWave evaluates some Smart Groups more frequently, in order to
quickly install or remove Filesets on devices when something important happens.



In FileWave 16.2, you will be able to configure up to 3 Smart Groups which will be evaluated more
frequently (between every 1 and 10 minutes), allowing you to have a more reactive setup without
increasing required resources.

Smart Groups
Refresh every (minutes): 10 : Fast smart group refresh period (minutes): 1 A Refresh all Smart Groups Now
[ NN ) Modify Smart Group

Name: |

Comment:

Fast Smart Group Evaluation

All C  of the expressions below must be true

- Inventory Query v in Offiices - Paris

+ Cancel n

BETA: Localization

Thanks to the power of Artificial Intelligence, localizing user interfaces is way simpler and quicker
than before. We are now capable of easily adding support for new languages in both Central and
AnyWhere.

We’'re aware that Al generated localization requires correction and is, sometimes, far from perfect,
but we are confident that translations will be improved over time.

FileWave 16.2 brings:

« Thai, Filipino, French, Dutch translations.

« In both Central and AnyWhere, a language selector - if you want a different translation
than your system setting, pick the one you want.

* You can participate in improving the translations : Use Customer Technical Support to
report issues, we’ll fix them in the next version. The support form allows you to submit
images of what you are seeing to make it easier for us to follow up.

Central improvements

Improved upload times

The communication protocol used by Central Admin to upload Filesets to Server has been
revisited and uploading Filesets has never been faster.


https://kb.filewave.com/books/community-engagement/page/customer-technical-support

User Interface simplification

Started in 1992, FileWave helps admins managing end points in many areas, and covers many
aspects of device management. And sometimes, less is better. With FileWave 16.2, we start a
journey to simplify our user interface, and the first step is to have FileWave user interface focusing
on what you really use:

« i0S Inventory, which is a legacy feature from the time iOS management and MDM
feature would run on a separate server and not share inventory data with desktop
devices, is gone.

« Imaging module will show automatically once you have IVS servers configured, but will
stay hidden if you don’t, for instance if your FileWave server is only used to manage
Apple devices.

« Booster module will show automatically once you have booster configured, and will stay
hidden if you don’t, or if your admin account does not have corresponding permission.

« Association module will be by default hidden - we recommend you to use Deployments,
more powerful, instead ; if you already have associations it will automatically show, and
you can enable associations in preferences.

Search in text fields (Client Info)

Some device information is reported as long text field, like for instance DDM Declaration details.
You can now search within thse text field for relevant information. You can hit Control-F or CMD-F
to access the search box.

e e MT492VANP7 - i0S Client Info

MT492VANP7
Device Name: MT492V4NP7
Device Type: iPad

Last Connected: 05/08/2025 17:37 | I
i0S Version: 26.0 "

Enrollment Type: ADE Enroliment
Missing Updates: 0 missing | O critical

Export Current Tab Execute Verify Tools v
Filesets Status  Device Details Command History ~Managed Apps Installed Apps VPP Licenses ~Managed Documents  Installed Profiles Managed Certificates  Installed Certificates Policies ~ Software Updates  DDM Declarations

Defined Declarations: Applied Declarations:

: O {
Search: [\lkeyno( ] Previous Next  2match(es) X wsysten®; {

ions": {
“Activations": [
{

“ServerToken": 5"
}
1,
Assets": [
1,
B¢

onf.
{

ens™: [

"Name": "security.certificate. list"

"Namet: Meaftuaraundate nendina-versinn®

Defined Declarations may differ from Applied Declarations until device checks in and requests the most recent declarations.

Apple-Specific Changes

Welcome to ADE

In 2014, Apple introduced DEP, Device Enrollment Program, a set of services making device
management much simpler than before ; more than 10 years later, Apple added many features,
integrated DEP and VPP together with Apple School or Business Manager, and renamed DEP
Automated Device Enrollment (ADE). As FileWave 16.2 finally updates its UI and renamed DEP to
ADE. Likewise Apple, some internal components can still refer to DEP for backward compatibility
reasons (mainly inventory).



ADE profile and MDM certificate

ADE profile allows specifying a list of certificates which will be used at enrollment time:

« CA or Intermediate CA certificates can be used to let the device trust the MDM Server
certificate, or any server used during enrollment like IDP authentication server

- Leaf certificate can be specified to enforce security, enrolling devices checking that
MDM server certificate matches provided certificate in ADE profile

Until FileWave 16.2, when ADE profile is created, FileWave automatically adds the MDM server leaf
certificate, which is the most secure option, but has one drawback: since 2014, security standards
have lowered the life-time of certificates. Let’s Encrypt certificates are for instance valid for only
90 days while 3 years was common in 2014. When certificate is renewed, ADE profile becomes
obsolete and needs to be updated, and due to a limitation in Apple’s ADE API, updated profile
needs to be re-assigned to all devices. This process takes time, can frequently error due to rate
limit Apple side, and can cause ADE profile duplication on FileWave side if it’s not complete.

With FileWave 16.2, the new default is to only provide MDM server certificates “trust chain” (Root
CA and intermediate certificates). This offers a good compromise between security and ease of
maintenance, and is the best option if you have shorter-living certificates, as this avoids updating
ADE profiles every time certificate is renewed.

FileWave 16.2 has a new Preferences setting allowing you to choose previous behavior if you have
longer-living certificates and don’t renew ADE profiles too frequently.

Automated Device Enroliment - Apple School Manager and Apple Business Manager

Download certificate
Configure accounts ® OK: 3 account(s)
Synchronize Last successful synchronization with Device Assignment Services: 05/08/2025 00:00

MDM Certificate added to ADE profiles: ~MDM Trust Chain &

Using MDM certificate is more secure but requires updating all profiles when certificate is renewed. (More information)

Granular profiles

Profiles are a fantastic way to control your Apple devices, and FileWave has integrated Profile
Editor for more than a decade. Like Apple Configurator (and now decommissioned iPhone
Configurator Utility and Profile Manager), FileWave Profile Editor is not always very granular, and
does not allow you to only modify one specific parameter without touching some others. Until
FileWave 16.2, where we are excited to introduce our firsts Granular Profiles. With Restriction
Profiles, for all platforms, you now can select the option you want to configure. For instance if you
want to disable the Camera, you can now create a profile which disables the Camera, and only
changes the Camera, nothing else.

In 16.2 we applied this to Restrictions, but we expect to extend this to other profiles in coming
versions.


https://kb.filewave.com/books/apple-school-business-manager/page/apple-ade-mdm-certificate-vs-mdm-trust-chain

We also took the opportunity to make the UI consistent between DDM config and assets and use
the same optional switch everywhere we support granularity.

[ JON Profile Editor
Q search
show only configured Restrictions @
macOS§, iOS and tvOS
IA  General Functionality | Apps Media Content
Y Mandatory
e @) Allow use of camera
I

Allow FaceTime
(7 Restrictions
‘ 1 payload(s) configured. *  Allow My Photo Stream (disallowing can cause data loss)

Allow scr and screen

Allow AirPlay and View Screen by Classroom (Supervised devices only)

Allow Classroom to perform AirPlay and View Screen without prompting
(Supervised devices only)

Allow use of iMessage (Supervised devices only)

Allow Apple Music (Supervised devices only)

Allow Radio (Supervised devices only)

Allow installing apps using Apple Configurator and iTunes
Allow installing apps using App Store (Supervised devices only)
Allow automatic app downloads (Supervised devices only)

Allow removing apps (Supervised devices only)

Allow removing system apps (Supervised devices only)

Allow App Clips (Supervised devices only)

Please check Apple's Configuration Profile reference for 0S

Cancel Settings Load Profile m

Profile changes

» macOS Restrictions now has Media Content support (macQOS 15+)

« WebContent Filter profile has new options related to URLs to filter

» Network Relay profile has new options (allowing user to disable the setting, and settings
related to DNS Failover)

« DNS Settings profile has new “Allow Failover” Setting. In addition, OnDemandRules can
now be edited directly inside FileWave instead of copy/pasting raw XML rules.

« VPN profile uses the same OnDemandRules component

 new Restrictions:

o

o

allowSafariHistoryClearing, allowSafariPrivateBrowsing (i0S 26, macQOS 26),
deniedICCIDsForiMessageFaceTime, deniedICCIDsForRCS for iOS 26

« new Restrictions related to Apple Intelligence:

o

o

o

o

allowWritingTools

allowSafariSummary

allowMailSummary
allowMailSmartReplies
allowNotesTranscriptionSummary
allowNotesTranscription
allowImagePlayground

allowImageWand (i0S only)

allowGenmoji
allowVisualIntelligenceSummary (iOS only)
allowApplelntelligenceReport
allowedExternallntelligenceWorkspacelDs



DDM changes

- new DDM Configuration to manage Safari Settings

[ JON ] Apple DDM Configuration Editor
Q_search
Safari Settings C)
i0S, macOS and tvOS
Apple Platform Deployment guide
D General
Mandatory
i0S 26.0+ and macOS 26.0+ Accept Cookies (i0S only)

The policy Safari uses for managing cookies.

@ Safari Settings

. Not set <
1 payload(s) configured

«  Allow Disabling Fraud Warning (iOS only)
If false, the system forces fraud warnings on in Safari.

Default: True

«  Allow History Clearing
If false, the system disables clearing history in Safari.

Default: True

«  Allow JavaScript (iOS only)

If false, the system disables JavaScript in Safari.
Default: True

«  Allow Popups (iOS only)
If false, the system disables popups in Safari.

Default: True

. Allow Private Browsing
If false, the system disables private browsing in Safari.

Default: True
. Allow Summary
If false, the system disables summarization of content in Safari.

Default: True

New Tab Start Page

Page Type

Default start page ¢




« new DDM Configuration to manage Safari Bookmarks

[ ] [} Apple DDM Configuration Editor
Q search

Safari Bookmarks
i0S, macOS and tvOS

Apple Platform Deployment guide

General
D

Mandatory

i0S 26.0+ and macOS 26.0+ Managed Bookmark Groups

A set of managed bookmarks.

C/ Safari Bookmarks

Title  Group Identifier ~ Bookmark Count
1 payload(s) configured

\

- new DDM Configuration to manage Audio Accessories pairing

[ ] [ ) Apple DDM Configuration Editor
Q search

Audio Accessory Settings
i0S, macOs and tvOS

Apple Platform Deployment guide

D General

Mandatory

i0S 26.0+ Temporary Pairing

Q Audio Accessory Settings

The device doesn't synchronize pairing information with iCloud when temporary
1 payload(s) configured. pairing is active.

Disable temporary pairing of audio accessories
Default: False
Unpairing Time Policy

Describes when the device unpairs audio accessories. If None, the device doesn't
automatically unpair.

None C

S y

- Battery Health status is reported on supporting iPads



In FileWave 16.2, we also introduced changes related to Application Management:

« i0S and macOS can now install App Store Applications using DDM instead of MDM
- on iOS, DDM Apps can use DDM Assets for:
o “App Config” replacement to configure Applications deployed via DDM
o Password, identity, Certificates made available just for the appx

Installation of DDM applications is currently not as reliable as with MDM. Most recent iOS
26 Beta seems to fix installation problems, but macOS 26 still has issues.

In addition, MDM allows installing applications which can be later removed by the user
(this is our default for Kiosk based associations), which is not possible today with DDM.
For these reasons, DDM-base app management is currently disabled and can be enabled
as Technical Preview in FileWave 16.2

Android-Specific Changes

Android 16 is officially supported and minor bug fixes.

FileWave Windows Imaging (IVS) Changes

FileWave Windows Imaging solution relies on PXE Boot, which delivers a tiny Linux image
containing all required components to run the imaging process. Compatibility with different
hardware depends on how the tiny linux image is built - mainly which Linux kernel version and
embedded packages and modules.

FileWave Networking Imaging 16.2.0 brings compatibility with FileWave 16.2.x.

« Linux Kernel: 6.15.5
« Buildroot: 2025.05
e partclone 0.3.37

Optional Encryption

FileWave 15.5 introduced encryption for NFS Shares, which are used by devices to access images.
This mechanism relies on NFS v4 which has strong impact on bandwidth, especially during
concurrent access, and can significantly increase imaging times.

FileWave 16.2 makes encryption optional:

- As imaging relies on DHCP requests interception, it is recommended to use dedicated
lab for imaging process, to ensure it does not interfere with your network. Encrypting
communication in this context may not be required.

* If you really need encryption, it is possible to enable it using imaging-control command.

- We're investigating if we can improve speed and resource consumption while encryption
is enabled for a future version.

Monitoring tools


https://kb.filewave.com/books/network-imaging-ivs/page/windows-imaging-in-filewave-secure-imaging-option-155

Imaging is a resource consuming task, as disk images are typically quite large (several GB), which
needs to be read on IVS, transferred to device, then written on device disk. It requires fast storage
for IVS, for the device and fast network, and it can only go as fast as the slower component.

FileWave 16.2 now embeds tools like iperf3 (IVS and PXE Linux) or iftop to help you tracking
bottlenecks.

Internal Changes

Third party libraries

Third-party libraries updated for improvements and security changes. Mainly:

« With FileWave 16.1, Postgres has been upgraded to 17

Upgrading Database engine requires upgrading Database data, which can take
A sometime.
Be patient when upgrading to FileWave 16.2 from FileWave 15.5.2 or older.

 Qt has been upgraded t0 6.9.2
« Python has been upgraded to 3.13
« OpenSSL has been upgraded to 3.5.3

PG Bouncer

PgBouncer is a service that helps manage how applications connect to a PostgreSQL database. It
keeps things running smoothly by reusing existing connections instead of creating new ones
constantly, which improves speed and stability, and reduces resources requirements.

macOS Code signing identity change

The code signing identity we use to sign FileWave binaries and applications changes from
“FileWave (Europe) Gmbh” (team ID 83S2TRZ3CS) to “FileWave (USA), Inc.” (UWMR88SASG).

FileWave 16.2.3 and beyond will automatically update the TCC Profile which is deployed to grant
FileWave client (fwcld) the right permissions when deployed via MDM.

There should be no other impact except the name of the signing identity.

Deprecated Features

The following features have been deprecated from FileWave 16.2. They are present but will be
removed in a future release:

« FileWave Central Dashboard: The Dashboard in FileWave Central will be replaced by a
view of a Grafana Dashboard to not maintain 2 Dashboard systems.

- Client Monitor application: The standalone Client Monitor will be removed in a future
release because it is only used for FileWave Clients < 16.1.0 as well as monitoring the
IVS server. It will be included at least until the IVS dependency is removed.

« Discovery based queries: FileWave used to provide a tool together with booster to scan
network and report unmanaged devices to FileWave Inventory. This feature has been
removed in FileWave 15.0, but Inventory database material was left for compatibility.


https://kb.filewave.com/books/network-imaging-ivs/page/imaging-speed-test-for-ivs-performance-verification
https://developer.apple.com/documentation/devicemanagement/privacypreferencespolicycontrol

Make sure you don't have any query (reports or smart group) using Discovery based
field.

« Model Update "v1". FileWave internals in charge of applying modifications when "model
is updated" have been moved from our C++ Legacy backend to the modern Python
backend with FileWave 16.0 ; C++ backend is still available in FileWave 16.2, but will be
removed in 16.3

We encourage you to provide product feedback if you have any concerns: FileWave Product
Management or in the Help menu of Central/Anywhere you can send feedback as of 16.2.

Decommissioned Features

The following features have been removed from FileWave 16.2.0:

« i0S Inventory: this feature has been introduced with FileWave 5.0 when MDM server
was an optional, separated component. To simplify Central tool, we have removed iOS
inventory as everything is now available either in Clients module or via Inventory
Queries.

Changes and Fixes in 16.2.3

Changes and Fixes in 16.2.3
Bug fixes:

« FWRD-16712 Improved robustness of Fileset synchronization with CloudFlare R2
(Hosted servers)

« FWRD-16601 Fixed a potential issue where enrolling a device after adding placeholder
could break model update

Upgraded third party components:

« Apache 2.4.66
e Python 3.13.11

Changes and Fixes in 16.2.2
Bug fixes:

« FWRD-16476 Fixed a potential component crash when network connectivity drops (for
instance when client host goes to sleep)

« FWRD-16610 Made sure Web Content Filter renamed-by-Apple keys are properly
handled to support both macOS 26 and previous macOS versions

Changes and Fixes in 16.2.1


https://kb.filewave.com/books/community-engagement/page/filewave-product-management
https://kb.filewave.com/books/community-engagement/page/filewave-product-management

Bug fixes:

« FWRD-15927 "Open in Google Maps" within FileWave Anywhere fails to open

-« FWRD-16368 Fixed an issue where Imaging Associations could disappear from Central

« FWRD-16390 Fixed a potential issue where desktop device placeholder could not be
properly replaced by enrolling device

« FWRD-16404 Fixed an issue where Central would incorrectly display "There are no
boosters" message if current filter returns no booster.

« FWRD-16428 Inventory query based on filesetdeploymentstatus are very slow

Open Source updates:

e« OpenSSL 3.5.4
«0t6.9.3
e Redis 8.0.4

Changes and Fixes in 16.2.0
Bug fixes:

- FWRD-883 Fixed an issue where the "Is Supervised" field was missing from the "Device
Info - General" view for DEP enrolled devices in Anywhere Admin

« FWRD-918 Fixed an issue where Fileset dependency would have incorrect status in
Client Info

-« FWRD-2072 Fixed an issue where duplicating client would not observe target groups

« FWRD-2333 Fixed an issue where group clones could not be deleted in Web Admin and
were expandable, unlike in Central

« FWRD-2561 Fixed issues with the PATCH /payloads/v1/payloads/<id> API endpoint:
Empty 'name' now returns 400 Bad Request, and missing 'type' no longer causes a 500
error

« FWRD-3290 Fixed an issue where folders below All Users could not be deleted when
removing fileset from device

« FWRD-3666 Fixed "Verification script" tooltip related to exact execution time

« FWRD-3831 Fixed ADE profile UI related to account creation password

« FWRD-11374 Fixed an issue where duplicating Fileset revision using "Duplicate content
only" could lead to unexpected results due to missing metadata

- FWRD-11682 Fixed an issue where API related to custom fields could not check user
permissions

« FWRD-12399 Fixed Return To Service not working if corresponding device uses Custom
Enrollment in ADE Profile

« FWRD-12652 Fixed an issue where RecoveryLock commands would not be
automatically sent after device is wiped

« FWRD-13225 Fixed --help-all admin command line option

« FWRD-13989 Fixed an issue that caused the Details view for books such as "Pride and
Prejudice" in the iOS Kiosk to appear blank; details now load correctly after correcting
an invalid date-time offset

« FWRD-14217 Fixed an issue where 2 VPP licenses could be temporarily used when VPP
Fileset is deployed on macOS

« FWRD-14473 Corrected a typo in the German "no results" message in Kiosk V2 search
("Ergebisse" -> "Ergebnisse")

« FWRD-14900 Added new Kiosk to app picker in Apple profiles

« FWRD-15147 Restored support for bulk-editing the Chromebook "Notes" custom field
via CSV by recognising the column * ChromebookClient__notes"

« FWRD-15365 Fixed an issue where DeviceConfigured MDM command could be sent on
User Channel



« FWRD-15367 Fixed an issue where DeviceConfigured command could be sent on every
verify

« FWRD-15382 Fixed an issue where MDM command to install Disk Encryption profile
could be sent multiple times during ADE enrollment

« FWRD-15390 Fixed an issue where DDM asset or configuration would not have
matching name when duplicating fileset

« FWRD-15398 Fixed an issue where Enterprise Application fileset properties dialog
would incorrectly request VPP License

« FWRD-15410 Fixed an issue where changing 'Remove App when MDM profile is
removed' would not mark the fileset as modified in Central

« FWRD-15417 Fixed an issue where Disk Encryption selector would not be properly
handled if current admin does not have proper permissions on the profile

« FWRD-15428 Fixed an issue where "Show Associations" Window could not
automatically close when focus is lost (Windows)

« FWRD-15450 Resolved a "multiple results returned" SQL error in the
“inventory_filesetdeploymentstatus® view caused by conflicting clients with the same
‘filewave_id " ; inventory reports now generate successfully

« FWRD-15466 Resolved an issue where the Actions dropdown (three-dot menu) did
nothing the first time it was opened after a page load

« FWRD-15490 Fixed an issue where "Enroll Android Device" dialog could fail with error
500

« FWRD-15491 Fixed a potential Central crash when managing Android Enrollment token
with Wi-Fi client certificate

« FWRD-15516 Fixed an issue where Inventory information related to logged in / logged
out users would be lost after client restart

« FWRD-15544 Fixed the test-automation pipeline so that builds triggered with
"RUN_TEST_ENTERPRISE_APP_BUILD=true" now complete successfully for the
“test_enterprise_app " profile

« FWRD-15619 Corrected Payloads view filtering so Apple profile filesets located inside
groups are displayed when the "Apple profile" filter (or any other Type filter) is applied

« FWRD-15690 Fixed a potential crash when IVS server is removed from Central
Preferences but IVS server is still running

« FWRD-15759 Fixed an issue where Chromebook specific context menu options would
not work when menu triggered from inventory queries

« FWRD-15779 Fixed an issue where prometheus endpoints, used for dashboard metrics
collection, could not require authentication

« FWRD-15805 Fixed minor cosmetic issues in Software Update module in Central

« FWRD-15806 Improved management of CDN-Hosted filesets in case of missing index

« FWRD-15821 Fixed an issue where the Client Info Users tab did not display information
(remaining empty until reopened) when the server was slow, and in dev environments, it
triggered an assert causing admin closure

- FWRD-15824 Fixed an issue where sorting by "Last Report Date" could fail and display
empty list in Central Software Update module

« FWRD-15840 Fixed an UI issue where tooltip could be removed from new tri-state
switch

« FWRD-15842 Fixed an issue where Last Software Update Scan date time could be
reported as linux epoch

« FWRD-15853 Changed the "news" notification category to open in a modal (with the
HubSpot post title or default "What's New") instead of a banner, matching the behavior
of "releases" notifications

« FWRD-15865 Fixed an issue where software update release date would default to
creation date if unknown

« FWRD-15869 Fixed an issue where empty iOS / tvOS Restrictions profiles were shown
as "Security & Privacy" in Anywhere; the correct Restrictions section now loads, and
default tri-state values are handled safely

« FWRD-15947 Fixed an issue where context menu actions could be incorrectly triggered
on smaller screens



« FWRD-15971 Corrected the "Login to Azure AD" button in the Add Azure AD Account
wizard so it redirects to the Microsoft Azure sign-in page instead of FileWave KB
documentation

« FWRD-15987 Fixed various typos

« FWRD-16004 Fixed an issue where duplicating ADE profile could duplicate Anchor
certificates

« FWRD-16010 Fixed a potentiel crash when deleting empty value of "Whitelisted Apps"
(Network Profile)

« FWRD-16011 Added a safeguard to prevent rare startup crashes in Kiosk when querying
screen size; Kiosk now launches reliably across supported platforms

« FWRD-16062 Made sure model update usage is properly reported in Analytics

« FWRD-16112 Fixed an issue where icon for Software Update status would be incorrect
when using a different language

« FWRD-16139 Windows MDM EntralID enrollment not working

« FWRD-16157 Fixed an issue where incorrect kiosk information for iOS fileset could
prevent update model

« FWRD-16177 Fixed an issue where fwcld-on-ivs fingerprint should be manually
changed to enroll multiple IVS

« FWRD-16178 Fixed a potential issue where Database House Keeping task could fail due
to some incorrect database entries

« FWRD-16186 Styling is broken for column picker

« FWRD-16189 Profile Manager - Table element editing and saving - 16.2 hotfix

« FWRD-16199 Fixed an issue where "Reinstall Fileset" would not work in Fileset report
since 16.1

« FWRD-16265 Fixed an issue where computed data used in Grafana Dashboard or in
Deployment Status information could not be properly updated after upgrade

« FWRD-16272 Fixed an issue where reboot fileset dialog would not have full screen
background on macQS 26 VM

« FWRD-16317 Fixed a potential database deadlock when multiple Windows devices
report the same Windows Updates installed outside FileWave at the same time

« FWRD-16318 Fixed an issue where OVA appliances would not have correct default
settings (RAM, Guest OS)

« FWRD-16320 Fixed 32-bit Architecture requirement incorrectly renamed 64-bit in
Fileset Properties

« FWRD-16321 Fixed an issue where imaging could be slower even if secure sharing is
disabled

« FWRD-16338 Fixed an issue where Fileset Report dialog would incorrectly be updated
when devices are removed, which could lead to Central admin crash

« FWRD-16341 Fixed an issue where Universal VPP applications would not upgrade on
macOS if app metadata has minimum os version defined

« FWRD-16356 Fixed an issue where FileWave could be blocked when performing an http
request

Included Open Source Software

Click here for the extensive list of Open Source Software included in the FileWave products.

Upgrading Your Environment

macOS Downloads


https://kb.filewave.com/books/downloads/page/open-source-software-included-in-fw-v1623
https://kb.filewave.com/uploads/images/gallery/2023-06/76nOWO8TRbgPaH2X-apple.png

macOS Upgrade Fileset (md5: b6a985e053cab7c¢27874e3¢c254hfa886)
macOS Central (Admin) (md5: e349712f56282539a471359d8527bd24)
macOS Booster (md5: 973a5d1234f986b7d4429b02e5ee1484)

macOS Server (md5: 497821fa06de5d83454b97bb77f525b3)

Remember that to upgrade macOS FileWave clients you should use the Upgrade Fileset.
@ Never deploy the macOS Client installer from https://custom.filewave.com to an existing
device. It is intended for new installs.

Windows Downloads



https://kb.filewave.com/uploads/images/gallery/2023-06/76nOWO8TRbgPaH2X-apple.png
https://kb.filewave.com/uploads/images/gallery/2023-06/76nOWO8TRbgPaH2X-apple.png
https://fwdl.filewave.com/16.2.3/FileWave_Upgrade_Fileset_macOS_16.2.3_3d5de453.fileset.zip
https://fwdl.filewave.com/16.2.3/FileWave%20Admin.pkg
https://fwdl.filewave.com/16.2.3/FileWave%20Booster.pkg
https://fwdl.filewave.com/16.2.3/FileWave%20Server.pkg
https://custom.filewave.com

Windows Upgrade Fileset (md5: 97d00f65d3cf2c2112feb6a04chdce57c)
Windows Central (Admin) (md5: 2bf8b78575afde89219b1819f1874476)
Windows Booster (md5: 7ed29fcdfcbe20c8d95d2a6bh393074df)

Remember that to upgrade Windows FileWave clients you should use the Upgrade Fileset.
© Never deploy the Windows Client installer from https://custom.filewave.com to an existing
device. It is intended for new installs.

iOS Downloads

\

Kiosk on i0S / iPadOS is now automatically installed from a CDN. (Read More)

Chrome Extension

The FileWave Inventory extension for Chromebook has to be installed via the Google Admin
Console for your domain. Please see Quickstart Guide for Chromebooks for detailed instructions



https://fwdl.filewave.com/16.2.3/FileWave_Upgrade_Fileset_Windows_16.2.3_3d5de453.fileset.zip
https://fwdl.filewave.com/16.2.3/FileWaveAdmin.msi
https://fwdl.filewave.com/16.2.3/FileWaveBooster.msi
https://custom.filewave.com
https://kb.filewave.com/uploads/images/gallery/2023-06/wENbdLgueSVvwqEL-ios.png
https://kb.filewave.com/uploads/images/gallery/2023-06/wENbdLgueSVvwqEL-ios.png
https://kb.filewave.com/uploads/images/gallery/2023-06/wENbdLgueSVvwqEL-ios.png
https://kb.filewave.com/books/unreleased-filewave-versions/page/automatic-updating-of-ios-kiosk-153
https://kb.filewave.com/uploads/images/gallery/2023-06/XP14ofjLt6jwkKXC-chrome-logo.png
https://kb.filewave.com/uploads/images/gallery/2023-06/XP14ofjLt6jwkKXC-chrome-logo.png
https://kb.filewave.com/uploads/images/gallery/2023-06/XP14ofjLt6jwkKXC-chrome-logo.png
https://kb.filewave.com/books/evaluation-guide/page/chromebook-client-pre-requisites

Debian Linux Downloads

debia

Debian Linux Server (md5: d3ab539a6c2d9cd9082485a9122fa3b1)
Debian Linux Booster (md5: 08d4012b30cal704f3b77e2ead3cf4d0)
Debian Linux IVS: FileWave Admin (md5: 9f047c122a189db4133cb48420d72f28)



https://kb.filewave.com/uploads/images/gallery/2023-11/XhLPXfKJskrWOllh-image.png
https://kb.filewave.com/uploads/images/gallery/2023-11/XhLPXfKJskrWOllh-image.png
https://kb.filewave.com/uploads/images/gallery/2023-11/XhLPXfKJskrWOllh-image.png
https://fwdl.filewave.com/16.2.3/fwxserver_16.2.3_amd64.deb
https://fwdl.filewave.com/16.2.3/fwbooster_16.2.3_amd64.deb
https://fwdl.filewave.com/16.2.3/filewave-admin_16.2.3_amd64.deb

Debian Linux IVS: FileWave Imaging Client (md5: 9c1f07e1566d557da8bhf1488356c4cdb))
Debian Linux IVS: IVS Kernel (md5: cb9210c8e948b5c040a66c2a143fd0c8)
Debian Linux IVS: FileWave IVS (md5: b73848de5e43ff8322f12619b031c0a2)

For any of the below upgrades you would want to console or SSH to your Server/Booster/IVS and
then run the command listed to upgrade the relevant component.

If you are using a FileWave appliance that before 15.5.0 the SSH access was with the user
@ 'root" and for any appliance setup from 15.5.0 or later the user is "fwadmin" and you

would have been forced to set the password on first login.

Upgrading the FileWave Server
To install or upgrade the FileWave Server, use the following :

sudo DEBIAN_FRONTEND=noninteractive bash -c 'set -e; apt-get update -y; apt-get
install -y -o Dpkg::0Options::="--force-confdef" -o Dpkg::0ptions::="--force-
confold" screen wget; ts=$(date +%Y%¥m%d%H%XM%S); scr=fwxserver_upgrade_$ts; tmp=/
tmp/fwxserver_upgrade_s$ts.sh; wget -q0 "$tmp" https://kb.filewave.com/attachments/
411; chmod +x "$tmp"; echo "Starting upgrade in screen session: S$scr"; echo "Detach
with Ctrl1-A then D, reattach with: sudo screen -r $scr"; exec screen -S "$scr" bash
-lc "\"$tmp\" -v 16.2.3 -r 1 -p -y"!

Upgrading a Booster
To install or upgrade the FileWave Booster, use the following or Booster Auto-Upgrade :

sudo DEBIAN_FRONTEND=noninteractive bash -c 'set -e; apt-get update -y; apt-get
install -y -o Dpkg::0Options::="--force-confdef" -o Dpkg::0ptions::="--force-
confold" screen wget; ts=$(date +%Y%¥m%d%H%¥M%S); scr=fwbooster_upgrade_s$ts; tmp=/
tmp/fwbooster_upgrade_s$ts.sh; wget -q0 "$tmp" https://kb.filewave.com/attachments/
412; chmod +x "$tmp"; echo "Starting upgrade in screen session: $scr'; echo '"Detach
with Ctr1-A then D, reattach with: sudo screen -r $scr"; exec screen -S "$scr" bash
-lc "\"$tmp\" -v 16.2.3 -r 1 -p -y"!

Upgrading a IVS
To upgrade the FileWave IVS, use the following:

sudo DEBIAN_FRONTEND=noninteractive bash -c 'set -e; apt-get update -y; apt-get
install -y -o Dpkg::0ptions::="--force-confdef" -o Dpkg::0ptions::="--force-
confold" screen wget; ts=$(date +%Y%¥m%d%H%¥M%S); scr=ivs_upgrade_S$ts; tmp=/tmp/
ivs_upgrade_s$ts.sh; wget -q0 "$tmp" https://kb.filewave.com/attachments/408; chmod
+x "$tmp"; echo "Starting upgrade in screen session: $scr"; echo "Detach with Ctrl-
A then D, reattach with: sudo screen -r $scr'; exec screen -S "S$scr" bash -1c
"\"$tmp\" -v 16.2.3 -r 1 -p -y"!

Virtual Appliance Downloads


https://fwdl.filewave.com/16.2.3/filewave-imaging-client_16.2.3_amd64.deb
https://fwdl.filewave.com/16.2.3/ivs-kernel-16.2.3-1.x86_64.deb
https://fwdl.filewave.com/16.2.3/filewave-ivs_16.2.3_amd64.deb
https://kb.filewave.com/books/unreleased-filewave-versions/page/setting-the-password-on-first-login-to-filewave-appliances-154
https://kb.filewave.com/books/boosters/chapter/booster-auto-upgrade
https://kb.filewave.com/uploads/images/gallery/2023-06/d7iBFQCGDdk0ZiLZ-virtual-appliance.png

o

OVA Images
These three images are OVA images suitable for VMWare or other systems that use OVAs:

VMware and VirtualBox (OVA) Server Appliance (md5: 0793b6341e61b5fa798fdac161c4c780)
VMware and VirtualBox (OVA) Booster Appliance (md5: e01e303f6a542c4560801567a5d29c06)
VMware and VirtualBox (OVA) Imaging Appliance (md5: 3a636baldlfb5dd8ef2ee748578f208a)

-- Microsoft

Hyper-V

HyperV Images
These three images are Hyper-V images suitable for Microsoft Hyper-V (Gen 2):
Hyper-V (VHD) Server Appliance (md5: 50eaac9c9272429e481e8edff5953e90)

Hyper-V (VHD) Booster Appliance (md5: a3871bfad235958e597d06311fcd8291)
Hyper-V (VHD) Imaging Appliance (md5: 2b90584245f84145ff5e86cd63df1f30)

To import our Virtual Appliances, please see: FileWave Virtual Appliances

To get started with the FileWave Server appliance please see: Installation and Setup |
FileWave KB
(' ) For Booster setup: Booster Installation | FileWave KB

For more information about configuring the IVS appliance please see: Getting started with

the Imaging Virtual Server

This book covers how to import our provided OVA's and VHD's into your virtual
environments.
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https://fwdl.filewave.com/16.2.3/FileWave_Server_Debian_16.2.3.ova
https://fwdl.filewave.com/16.2.3/FileWave_Booster_Debian_16.2.3.ova
https://fwdl.filewave.com/16.2.3/FileWave_IVS_16.2.3_debian.ova
https://kb.filewave.com/uploads/images/gallery/2023-06/1rHPEOO5khUHCB8f-hyper-v-logo.png
https://kb.filewave.com/uploads/images/gallery/2023-06/1rHPEOO5khUHCB8f-hyper-v-logo.png
https://kb.filewave.com/uploads/images/gallery/2023-06/1rHPEOO5khUHCB8f-hyper-v-logo.png
https://fwdl.filewave.com/16.2.3/FileWave_Server_Debian_16.2.3_hyperv-gen-2_VHD.zip
https://fwdl.filewave.com/16.2.3/FileWave_Booster_Debian_16.2.3_hyperv-gen-2_VHD.zip
https://fwdl.filewave.com/16.2.3/FileWave_IVS_16.2.3_hyperv-gen-2_VHD_debian.zip
https://kb.filewave.com/books/filewave-virtual-appliances
https://kb.filewave.com/books/evaluation-guide/chapter/1-installation-and-setup
https://kb.filewave.com/books/evaluation-guide/chapter/1-installation-and-setup
https://kb.filewave.com/link/221
https://kb.filewave.com/books/network-imaging-ivs/chapter/getting-started-with-the-imaging-virtual-server
https://kb.filewave.com/books/network-imaging-ivs/chapter/getting-started-with-the-imaging-virtual-server
https://kb.filewave.com/uploads/images/gallery/2023-06/GA5ALd5magf71KQy-linux.png

CentOS is EOL. You must Migrating your On-Premise FileWave Server to new Hardware to get to

FileWave on Debian or consider our Cloud Hosting Product.

Unconfigured Client Installers

macOS and Windows

Please note that the below is only to be used when Support has identified that they are
©® needed to fix an issue. Normally these Client packages are not used. Pushing the PKG or
MSI below from FileWave can break a client.

macOS Client (md5: bdf74bdc8a754e9723c17bd4b5bbe791)
Windows Client (md5: 0104a6004e8fc955d4c5a47390628c71)
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https://kb.filewave.com/uploads/images/gallery/2023-06/GA5ALd5magf71KQy-linux.png
https://kb.filewave.com/books/filewave-server/page/migrating-your-on-premise-filewave-server-to-new-hardware
https://kb.filewave.com/books/community-engagement/page/cloud-hosting-product-information
https://fwdl.filewave.com/16.2.3/FileWave%20Client.pkg
https://fwdl.filewave.com/16.2.3/FileWaveClient.msi
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