Filesets - A Closer Look
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® Desktop File Level Filesets

® Desktop PKG and MSI Filesets
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® Windows Registry

e Apple VPP Apps
e Enterprise Filesets and Documents (i0S only)

e Apple Profile Filesets
® Android Apps
® Fileset Properties

® Dependencies
® Revisions



file:///tmp/knp_snappy66e880f50a00a2.59495584.html#page-929
file:///tmp/knp_snappy66e880f50a00a2.59495584.html#page-930
file:///tmp/knp_snappy66e880f50a00a2.59495584.html#page-931
file:///tmp/knp_snappy66e880f50a00a2.59495584.html#page-932
file:///tmp/knp_snappy66e880f50a00a2.59495584.html#page-933
file:///tmp/knp_snappy66e880f50a00a2.59495584.html#page-934
file:///tmp/knp_snappy66e880f50a00a2.59495584.html#page-935
file:///tmp/knp_snappy66e880f50a00a2.59495584.html#page-936
file:///tmp/knp_snappy66e880f50a00a2.59495584.html#page-937
file:///tmp/knp_snappy66e880f50a00a2.59495584.html#page-938
file:///tmp/knp_snappy66e880f50a00a2.59495584.html#page-939
file:///tmp/knp_snappy66e880f50a00a2.59495584.html#page-940

Filesets View

Creating a Fileset and deploying to clients can be relatively simplistic, e.g. PKG, MSI or VPP. However, custom configuration through
properties, provides tremendous flexibility.

The standard Fileset view provides some basic details:

S Cimsticarc Name i Sze Version Files Modified D Comment VPP Token
55 Clients ¥ {8 Android Grammar 620
m o APK - German Lite ame 1 1 605
@ APK - LearnEnglish Grammar 10.1 M8 1 1 607
@D Associations @ APK - FileWave Cliant 70 MB 2 1 427
& Imaging 8l EMCO - M5! Package Builder Enterprise 23.4MB 2 42 am
FileWave Engage Windows Clant 10.0.0 14548264 20.7mB 2 n 407
1 108 inventory = 3
& FileWave_ OSX_Client_10.0.0 1454826 49 mB 2 Be 250
a 9 8 FWWinClientUpgrade_10.0.0_f4548264 28.6MB 3 4 an
< @ inventory Queries 0 108 App - Google Earth 0 Madified 689
Name Fileset Title
Size Fileset size, as stored on FileWave Server and Boosters or Clients when
transferred.
Version Each update to a Fileset will increment its version number after the Model
Update
Files Total number of files stored within the Fileset
D A unique identifier used by FileWave to track each Fileset
Comment User customisable text for viewing in FileWave Admin software only
VPP Token Apple Volume Purchase Program token name
Default Revision Indicates the default revision to be deployed, where a Fileset contains
multiple revisions
Revision Count Highlights the amount of revisions within each Fileset.

Each Fileset, though, has additional, customisable features, which vary depending upon the Fileset type, e.g. Apple VPP, Windows
Registry or File Level, as covered in the other pages of this chapter.
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Desktop File Level Filesets

Contents of a file level Fileset will be delivered to devices, with matching permissions and ownership. The entire directory structure of
the Fileset will be copied, with any directories created if not yet existing.

Example 1

Fileset Contents: Google Earth.app

=

eo0o

| Access |User  Group  Verification | ID
v [3 Applications rwxr-xr-x root admin 103
v [ Google Earth.app rwxr-xr-x Typi... staff 222
» BB Contents rwxr-xr-x Typi... staff 223
I Icon 286 B w-r--r-- Typi... staff Self Healing 572
Example 2

D

2« | Program Files FW---==- root staff 101

» B3 ProgramData rwg--———- root staff 121
E regdifffilewave 131 kB FWEAWXF-X root wheel Self Healing 53312

> B3 Users FWXT-XI-X root admin 100

Additional items may be included by way of either the New Folder or Import Folder buttons. Files and folders may also be added by
way of drag and drop. Other attributes may be observed and altered through the Get Info button, when an item is selected.
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Import FileiFolder  New Folder  Gat info  Edit Reaistry

Hide unused foldel
Name " regdiff.filewave
» Il MSIPBRoot =

Kind: File
» 3 Program Files (
e rambata | CTeated: 2/20/1212:39 pm

B regdifi filewave Modified: 2/2012 12:35 pm

> B3 Windows TR scis verfication  Ewecutabie  Flags
m Cwnershig
R W X
Owmer:
Group:
Everyone:

sticky | setGID  setliD

Apply to Erclosed Apply

1 ‘ [5) Clickthe lock to take control of this Fileset

Beyond ownership and permissions, further options are available also, for example, ACLs, Verification and file execution (scripts and
EXE files). Verification has its own page in this chapter and is important to understand.

A selected file’s contents may be altered using the Edit Text option. This is particularly useful for scripts, but can apply to many file
types, as set within the Preferences > Editor tab.

& Files may be selected and exported from the Fileset to the local device.



Desktop PKG and MSI Filesets

Special Filesets may be created for PKG and MSI installers. These will automatically instal the software on deployment activation.
Simply dragging and dropping a PKG or MSI directly into the Fileset window view, will generate the necessary Fileset as required,
without the need to use the New Fileset button.

; | Y A Clash Plave 0 4. 4
B b O &% #F B 0@ o
Import Folder New Folder Getlnfo EditRegistry EditText ExportFiles Delete Take Control
Mame o Size Access User Group Verification D
w - usr W= XT-X root wheel 613
v . local FWHI-XT-X root wheel 614
v B etc FWEXTX root wheel 615
v [l FileWavelnstallers AT WALT=X root wheel 616
v [ FlatPackage-Install Adcbe Flash Player.pkg FWKTWOCT-X root wheel 53,455
“ FileWave.plist 238 B FWXTWIXF-X root wheel Ignore At Verfy., 53,459
H Install Adobe Flash Player.pkg 146 MB FW=F==r== Typical ... staff Ignore At Verify., 53,460

File Level Filesets (including PKG and MSI Filesets) can be exported for transfer to another FileWave server. They can also be
compressed and stored for future use or archived.



Verification

There are three primary verification settings. Each of these settings causes the related file(s) to behave differently once deployed.

o Fileset Contents: Demo Fileset macOS

4= w O s [4 B © &
Import File/Folder New Folder GetInfo  Edit Registry  Edit Text Export Files Delete  Take Control
Revision: <default> (Initial Revision) z Manage Revisions
Hide unused folders Q
Name ~  Size Access User Group Verification
v B3 Users rWXr-Xr-x root admin ]
v 3 Shared rwxrwxrwt  root wheel
v [ Demo Files rwxrwxrwt  root wheel
v [ macOS rwxrwxrwt  root wheel
B download_if_missing.txt 38 B rW-rw-rw- root wheel Download If Missing
ﬁ leave_behind.txt 29B rW-rw-rw- root wheel Ignore At Verify (Left Behind)
E my_script.sh 0B FWXr=Xr-X root wheel Self Healing
B README.txt 0B rw-r--r-- Typical ... staff Self Healing
B self_healing.txt 29B rw-r--r-- root wheel Self Healing
Self Healing Files set as self-healing will be replaced on On disassociation, Files included in the Fileset will
devices with those within the Fileset, if different, be removed from the device

or added if missing. The act of Verification re-
confirms all included files.

Download if Missing Similar to self-healing, however, the file will only On disassociation, Files included in the Fileset will
be added if the file is missing. After initial be removed from the device
deployment, the file may be altered, without
repair occurring at Verification

Ignore At Verify (Left Behind) Once delivered, the file may be altered. On disassociation, delivered files will remain on
the device.

A couple of additional options are available:

Don’t overwrite existing files upon deployment If enabled, only deliver the file if it does net exist.

Overwrite only if the existing file is older A sub option to the overwrite option, only replace the current file on the
device, if that existing file has an older timestamp than the matching file in
the Fileset.



[ ] Info - Demo Fileset macOS : download_if_missing.txt

D download_if_missing.txt

Kind: File
Created: Thu Feb 15 2024 04:13 pm
Modified: Thu Feb 15 2024 04:13 pm

Permissions ACLs Verification = Executable Flags

Apply to Enclosed:
Self Healing

© Download If Missing
Ignore At Verify (Left Behind)

Don't overwrite existing files upon deployment

Overwrite only if the existing file is older

Apply to Enclosed Apply

% Click the lock to take control of this Fileset

File comparison is by name and modification date.

Any files that already exist between one Fileset and another, will not be transferred between server and client since they
already exist as required; with the exception of the overwrite option on initial deployment.
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Windows Registry

Windows registry files may be included within a Filesets and edited within FileWave.

i REGIST

HKEY_LOCAL_MACHINE

¥  SOFTWARE [# Paramet... REC_SZ 1
- Wow6432Node [, Program... REG_DWORD 1
v EMCO [% Settings  REG_BINARY c2aaelaae3aafcaachaa...

MSI Package Builder...

> Microsoft




Apple VPP Apps

Unlike File Level Filesets, Apple VPP Filesets contain the details of the App from the App Store, including the link to the App, with 3

distinct tabs, Details, Kiosk and Configuration.

FileWave does not store Apps from the App Store, devices will pull the Apps directly from the App Store on successful

activation.
Details
Amongst these are some key entries:
Remove App when MDM profile is removed

Prevent Data Backup

Take management of this app if the user has installed it already

If the device has the MDM enrolment profile removed, this option will force
Apps managed by MDM to be removed.

Disallow the App from backing up user data
For Apps already installed, the MDM server will take over management of the

App from the user. This allows VPP to auto update the App, amongst other
things.

m Kiogk  Configuration

Astronomy Pieture of the Day
App Store Link (i0S)

Developer: Concentric Sky

Varsion: 3.5.1

Genre: Reference

Release Date: 2009-02-11 01:12:22+00:00

Bundle Size: 7.6 MB
Languages: EN

Options and Management Flags

Remove App when MDM profile is removed
Prevent Data Backup
Summary:
*This App will remain if the MDM profile is remowved
*This App's data will be backed up in iTunes

Take management of this app if the user has installed it already

Valyme Purchase Program - Licenses

Associated token: FWDEN Primary

Licenses: Reserve a Maximumof 18 | outof 18

You purchased: 20
Other Filesets are using: 0

Mote: 2 licence(s) in use, therefore you can't change the associated token

Apply Manage VPP Codes

Cancel oK

eBooks may also be delivered:



I eqvirements  ginsk

o Pugs
. App Store Link (Bagk)

Developer: Camryn Sprague
Redease Date: 2014-03-28 07:00:00+00:00
Bundle Size: 881.4 kB

Wolume Purchase Program - Licenses

Associated token:  FWDEN Primary a
GQuality High Quality B
Licenses: Reservea Maximumel 2 | outof 3

You purchased: 3

Other Filesats are using: 0

Apply Manage VPP Codes Cancel oK

Kiosk

Details to be displayed to the user through the FileWave Kiosk App, including App Store ratings, description, etc. Text may be
updated, categories added or removed and icons replaced.

Details m Configuration

Kiosk lzon Category (edit categories)

9 o= utilities

>_ Scripts

£ roiicies

Staff Rating [B) Profiles
Aty @EJSUpdates

84 Media
[N

Title:

Astronomy Picture of the Day
Description:

B[IU =[x[= |+

Developed in partnership with NASA, Astronomy Picture of the Day for the iPhone/iPad brings the
vastness of space right into your hand. Browse through decades of high resalution NASA space photos
hand selected by NASA astronomers. Jump to photos by date, save them to your photo roll or share them
friends. Want that latest Hubble photo as a background? Then APOD is for you.

Restore Defaults

Configuration

Enhanced App configuration may be applied, where developers have chosen to offer such features, by way of a preference manifest in
plist format.

https://developer.apple.com/library/ios/documentation/General/Reference/InfoPlistKeyReference/Articles/AboutInformationPropert
yListFiles.html


https://developer.apple.com/library/ios/documentation/General/Reference/InfoPlistKeyReference/Articles/AboutInformationPropertyListFiles.html

Suppliers of Apps should provide details if they exist.



Enterprise Filesets and Documents (iOS only)

Apps developed outside of the App Store may also be delivered to devices, where developer requirements are met. Documents may
also be delivered to devices.

These Apps or documents may be stored either locally on FileWave Servers or remotely, with a URL link provided.

© Add a Document File (.pdf, .epub, .ibooks)

© Import a local file

Use a remote file

[Enter path to a valid local file ] Browse...

Title:
required

Version:

Author:

Cancel
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Apple Profile Filesets

Profiles utilise Apple’s defined payloads, allowing management or configuration of User and System. FileWave presets User or
System correctly where only one option is available for included payloads. Some payloads, though, could be either User or System as

shown in the Fileset Settings:

[ ] Fileset Name: Profile - Tunnelblick Loginitem

Payload = Settings

Platform Installation
[} Users
macOS O System

Reinstall this profile if the user removes it

Force legacy install (macOS 10.7+)

Cancel

User Only set when a managed user logs in

System Payload settings applied regardless of user logged in.

o Apple allows the management of any amount of directory users for a single device. However, only one local user will be
managed. This user will be the first user after enrolment of the device.

Profiles are stored directly within the Fileset and delivered to devices after MDM communication has been established.



Android Apps

Android Filesets are created from either the public or private Play Store. Additionally, Web Apps may be considered.

Play Store Fileset Creator

Play Store Fileset Creator

B Googieply (s [N » o

X
¥ Featured Apps
® o |
. a»ve
PDF .. )

Google Chrome WhatsApp Mess Dropbox: Secure Adobe Acrobat F LinkedIn: Jobs & Slack

Google LLC WhatsApp LLC Dropbox, Inc. Adobe Linkedin Slack Technologies

* Xk K * ok Kk * Xk Ky * ok Kk S * kK k ** K

Evernote - Note TeamViewer Qui Firefox Fast & P Rescue + Mobile
Evernote Corporatio TeamViewer Mozilla GoTo Technologies L
* K kA * kK k S * kK kS * kK
Enterprise VPN

Three tabs are available for a Play Store App Fileset: Configuration, Permissions and Managed Properties. The later will only contain
management options, where the developer has chosen to include options.



Fileset Name: Play Store App - Google Chrome: Fast & Secure 1

Configuration = Permissions Managed Properties

Force installed <  Application Install Policy

Unspecified Specify the app installation policy on devices. Choices are:
Preinstalled * Unspecified - on most devices, defaults to Available
f * Preinstalled - automatically installed; user can remove it
Force installed * Force installed - automatically installed; user cannot remove it
Blocked * Blocked - blocked from installation, even if otherwise available; if the app was installed under a previous policy, it will be uninstalled

* Available - available to install at users behest
Available

Unspecified ¢  Auto Update Mode

Specify the auto update mode for this app. Choices are:

* Unspecified - defaults to Default but does not clutter your installed policy

* Default - detects updates within 24 hours, updates when device is charging, not being used, and connected to an unmetered network

* Postponed - apps will not be updated within 90 days of the device detecting a new version

* High Priority - app update should be triggered within 60 seconds of detection (or connection, if the device is off or not connected to a network)

Cancel OK

) Configuration and Permissions should be reviewed, as should any any management properties where they exist, before
assignment.



Fileset Properties

Properties exist for most Filesets, but options displayed will vary depending upon Fileset type.

File Level Filesets include:

Properties Additional features, including Reboot (force sub-option), priority and an
option to alter the verification for the entire Fileset. Priority offers additional
control over the order of Fileset activation.

Requirements Settings defining the OS and hardware specific necessities. Only if devices
match these, will the Fileset be downloaded and activated.

Dependencies Discussed in greater details elsewhere. In essence, the Fileset will only
activate if another defined Fileset instals first.

Delete Files A Defined list of files to be removed during activation

Kiosk Details shown to users via the Kiosk Self-Service menu and system tray item.

Example, File Level Requirements:

Fileset Name: Demo Fileset macOS

Revision: <default> (Initial Revision) 5 Manage Revisions

Properties Requirements Dependencies Delete Files Kiosk

Platform Architecture
Windows Intel 64 bit
macOS Apple Silicon 32 bit
Min. Memory System Version
0 ~ MB macOS Windows Windows Server
10.7.x 10.14.x XP 2008 R2
10.8.x 10.15.x Vista 2012
10.9.x 1.x 17 2012 R2
10.10.x 12.x 8 2016
10.11.x 13.x 8.1 2019
10.12.x 14.x 10.0 2022
10.13.x 11.0

Use/install on newer OS versions

Evaluate requirements on change and uninstall active Fileset if they failed

Cancel OK

Example, Apple App Store Details:



Fileset Name: macOS App - ABM - Apple Configurator

Details = Kiosk Configuration

Apple Configurator

App Store Link (macOS)

Developer: Apple
Version: 2.17
Genre: Utilities
Release Date: 2015-09-30 23:44:29+00:00
Bundle Size: 49.8 MB
Languages: NL, EN, FR, DE, IT, JA, KO, ZH, ES and ZH

Opti and Manag Flags - ilable from macOS Big Sur
Remove App when MDM profile is removed Summary:
B R Pr B *This App will remain if the MDM profile is removed
revent Data Backu|
P *This App's data will be backed up in iTunes
Take management of this app if the user has installed it already (requires DEP enroliment)

Volume Purchase Program - Licenses

Associated token:  Sean ABM S

Licenses: Reserve a Maximum of 10 [ outof 10
You purchased: 10

Other Filesets reserve: 0

Other dynamic quota Filesets use: 0

Note: 1licence(s) in use, therefore you can't change the associated token

Apply Cancel OK

Example, Apple Profile Kiosk:



Fileset Name: Profile - Tunnelblick Loginitem

Dependencies Kiosk

Kiosk Icon

o]

Staff Rating

L SAQA G QA

Category

Profiles
& 0s Updates
[89 Media
[2) Documents

-‘a Staff Notice

(edit categories)

Title:

Tunnelblick Loginltem

Description:

BIU

Restore Defaults Cancel OK

£ Profiles may only be a dependency in one direction, to prevent unexpected delay of Fileset installations.

FileWave has no control over the MDM protocol, but must rely upon Apple’s process for delivery of MDM items. For this
B reason, using dependencies, an MDM Fileset, e.g. Profile or VPP App, may be defined to instal after any other non-MDM Fileset
type has been activated, but does not allow other Filesets to be reliant on an MDM Fileset.



Dependencies

Dependencies offer a way to associate multiple Filesets with reliance upon other Filesets to be installed first.

From the below example image, 2 Fileset Dependency Properties are displayed.

e | eftimage: the Fileset which will instal first (should not be associated with devices relying upon this dependency).
® Rightimage: the Fileset that will be associated and therefore instal afterwards. It can be seen that the Fileset on the left is

shown as a dependency of the Fileset on the right.

Fileset Name: Fileset Dependency Instals First 1 Fileset Name: Fileset Dependency Associate Me 1

2 Manage Revisions

Revision:  <default> (Initial Revision) < Manage Revisions Revision:  <default> (Initial Revision) <

D i Delete Files  Kiosk Properties Requirements Dependencies Delete Files  Kiosk

P
Revision Fileset name Revision

Fileset name
<default> (Initial Revision)

& Fileset Dependency Instals First 1

Dependencies of this fileset < + Dependencies of this fileset

Cancel oK Cancel oK

1

Multiple Filesets may be used as dependencies or be the dependent. Dependents of a Fileset may also be a dependency of another
Fileset, creating a chain of Fileset installations.



Revisions

Previously, updating one version of a software, for example, to a newer version, would require: a new Fileset created, new association
or deployment generated and then the prior association removed. Revisions simplifies this process.

To prevent associations or deployments being altered, a Fileset becomes a container of multiple revisions.

Fileset Revision Management

| Name Comment ID ‘

TeamViewer Host Revision 15.53.6.0

736097
<default> (TeamViewer Host Revision 15.40.8.0) 736101

+ - Edit Set as default Cancel m

The version associated with devices may be altered within the Fileset. This allows for efficient update of Filesets on devices,

simplified process between testing and mass assignment, whilst at the same time providing an easy method to roll back if found to be
necessary; depending upon Fileset Type.

Behind the scenes, swapping from one revision to another is the same as actually swapping between two different Filesets. All

@ contents will be reconsidered and any scripts ran, e.g. a post-uninstaller script will run if included in the Fileset Revision that is
being unassigned.



