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Prevent Duplicates During Enrollment

A Desktop device (Client) is identified in FileWave by Client Name and Device Fingerprint. Have a device duplicated in FileWave could
cause issues in communication, incorrect inventory information as well as re-enrollment issues.

® Client Name - The name as displayed in FileWave admin console (not to be confused with the device name)
o Mainly used for Fileset deployment

® Device Fingerprint - Which is based on the serial number (macOS) or MAC addresses (Windows)
©  Mainly used for inventory reporting and the client certificate identifier

It won't be possible to enroll multiple devices with the same client name or fingerprint. FileWave will detect the conflict and not allow
enrollment until it's resolved. A FileWave Admin will have to decide what to do to resolve the conflict.

There are three options:

® Remove the new client
Select this option if you want to refuse the client for now. You can fix the device identifier and re-enroll it later
e Remove the old client and enroll the new client
Select this option if the old entry is obsolete and can be safely removed; all clones will be removed
e Replace the old client with the new client
Select this option if you want the new client to replace the existing entry (This will take over the old record with all clones,
associations, etc)

How you resolve these duplicate conflicts:

Devices in conflict will appear as such in New Client dialog. To resolve, select the device and click Solve Conflict on the bottom left.
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Update Model New Client New Group New Smart Group New Cart Customize Columns

L New Client From Server

Select which client(s) you would like to add to the model.

Mame ¥ Address Platform Last Connect Status

i pn_naw 127.0.0.1 macOS 10.14 Mojave 17/09/2019 13:50 Conflicting with existing client

" Select All (1) Clear Refresh

Place new Clients in this existing Group: Il (root) ﬁ (Q Group Filter )

Automatically add all new clients to the selected group

Solve Conflict Cancel Add 0 Clients




[ ] Add New Client with Conflicts

The device identifier of the new client "pn_new" is already used by an existing client with a different name: "pn".
As the device identifier must be unique, please resolve the conflict for these clients:

0 Remove the new client

Select this option if you want to refuse the client for now. You can fix the device identifier and re-enroll it later.

Remove the old client and enroll the new client

Select this option if the old entry is obsolete and can be safely removed; all clones will be removed.

Client will be added to group : = [ (root) ~ Q)

Replace the old client with the new client

Select this option if you want the new client to replace the existing entry.

Show Details Cancel m

Then, simply choose which option best suits your situation and Update Model.

o "Replace the old client with the new client" is the only option that will allow the device to take over the same associations and
placement in the FileWave structure.



Automated Client Conflict Resolution

What

There is a capability allowing FileWave itself to resolve conflicting new clients on your behalf.

When/Why

Client enrollment conflicts are a natural occurrence in any production environment. Devices are re-imaged and client certificates
might not match, or devices may simply have been renamed and a conflict is created. The conflicts themselves are not an issue, but
they must be resolved so that the system knows how to behave with the "new" devices coming in. Particularly in larger environments,
or during periods of intense device imaging, management of the conflicts can be overwhelming. To account for this, there is auto-
conflict resolution.

Automatic conflict resolution is a time-saver to be sure, but it also circumvents the security elements of client-based certificates, so
appropriate caution should be considered before enabling this feature. For the most secure environment, it may be more appropriate
to use the mass-resolution tool instead.

How

To enable this feature, go to the New Clients/Desktop Clients dialog. (You will notice the auto-conflict resolution option is ONLY
available if auto-enrollment is enabled). To enable auto-resolution, just check the checkbox for "Automatically resolve conflicts":

New Client From Server

Select which client(s) you would like to add to the model.

Name Address Platform Serial/ MAC Last Connect Status -~
.’ FW-C02T668PH3QD-Student 172.58.60.220 macOS 10.15 Catalina 2/25/217:55 AM Conflicting with exis...
Select All (1) Clear Refresh

Place new Clients in this existing Group: il (root) qQ |Group Filter

Automatically add all new clients to the selected group (Update the model after changing this preference)

A

Automatically resolve conflicts Ignore new conflicting clients C  (Update the model after changing this preference)

Warning: Automated conflict resolution bypasses client certificate security,and is not recommended.See details

Cancel Save

And, then choose the type of resolution you prefer:



New Client From Server

Select which client(s) you would like to add to the model.

Name Address Platform Serial/MAC Last Connect Status A
| .’ FW-C02T668PH3QD-Student  172.58.60.220 macOS 10.15 Catalina 2/25/217:55 AM Conflicting with exis... |
Select All (1) Clear Refresh

Place new Clients in this existing Group: Ml (root) Q, Group Filter

| Automatically add all new clients to the selected group (Update the model after changing this preference)

Automatically resolve conflicts ./ |gnore new conflicting clients | (Update the model after changing this preference)
Remove old clients and enroll new

Replace old clients with new

| Warning: Automated conflict resolutio nd is not recommended.See details

Cancel SE)

Make sure to click "Save" to confirm these preferences.
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Automatic Enrollment Permissions

What

There is a administrator permission that either allows or denies the ability to make changes to auto-enrollment and automatic conflict
resolution.

When/Why

We'll want to add this particular permission to any administrator we expect to manage the automatic enrollment of devices. That s, if
devices will be allowed to auto-enroll, and whether auto-conflict resolution will (or can be) be enabled.

How

The permission is very simple to enable for any administrator in the Manage Administrators Assistant:

FileWave Administrators

Account Name | Phone Email User details VPP tokens | Application tokens
A TonyK Server/Model
Updite Model e
@ OktaAD ... Revert Model Auditing
2 matteo
General
2 Hamid
2 fwadmin Can Administer Users
& benm Preferences
@ Azure AD... Change Preferences
2 API
2 Andreas
Clients and Groups
Modify Clients/Groups Set Permissions View Location Information
Clear Fileset Status Change Enrollment Username Turn Tracking On/Off
Wipe Devices Manage Automatic Enroliment
Filesets and Groups \
Modify Filesets Export Fileset/ Template Set Permissions
Show Fileset Report Manage VPP codes
Beenniatinne
& s Manage VPP Tokens Cancel

Typically a new permission would be off by default for pre-existing users, but in this case all pre-existing administartors who had the
ability to Modify Clients and Groups will automatically have this new permission enabled.

Related Content
® Manual Client Conflict Resolution (Multiple Devices)
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Manual Client Conflict Resolution (Multiple
Devices)

What

In large production environments, there may be times during mass enrollments where resolving onboarding conflicts is time-
consuming when approached at an individual device level. There is a capability to mass-resolve client conflicts to make this process
simpler.

When/Why

Especially during re-imaging periods, client conflicts can arise from natural actions. For instance, wiping a device and setting it up
with a fresh OS with the same name will always result in a conflict because the device certificate will not match the new device with
the same name. We'll use the mass-resolution capabilities of FileWave to more easily resolve these conflicts in one fell swoop.

Device enrollment conflicts (based on name, fingerprint, certificate, etc) are a protection mechanism against database
duplication and for security reasons. Use appropriate caution when mass-resolving conflicts to ensure that you are resolving
the conflict in the proper manner. It is always best practice to test any action on individual devices before taking the solution
to a larger number of devices.

How

To solve multiple conflicts at one time, simply choose multiple records in the new clients window, and choose solve conflicts, as
shown below:

| Search: Everything Clients Mobile Groups Clear all filters

& Last Connect Free Space Platform

>

» B Select which client(s) you would like to add to the model.

> l Name Address Platform Serial/MAC Last Connect Status -
» AES-R175-TO1 184.180.232.210 Windows 10.0 8M11/20 11:54 AM  Conflicting with existing client

> NHS-C35-S21 10.200.20.105 Windows 10.0 8/11/20 11:54 AM  Conflicting with existing client

> BattleUSBC 10.200.20.105 Windows 10.0 8/11/20 11:54 AM  Conflicting with existing client

> NHS-C35-518 10.200.20.105 Windows 10.0 8M11/20 11:54 AM  Conflicting with existing client

NHS-C35-519 10.200.20.1056 Windows 10.0 8/11/20 11:47 AM  Conflicting with existing client gdow

LN sciect Al (4231) Clear Refresh
»

> B Place new Clients in this existing Group: 1M (root) Q Group Filter

l Automatically add all new clients to the selected group

Solve Conflick{s) ‘ Cancel

© You may find it easiest to sort by the status column as I have above to group similar conflicts for simpler resolution.

In the resulting window, you can choose to look at detailed information about why there are conflicts by clicking the Show Details
button:



Add New Client with Conflicts

| The name, device identifier or serial number of 13 clients is already used by existing clients. F
As client names,device identifiers and serial numbers must be unique please resolve the conflict for these clients:

Remove the new client(s)
. Select this option if you want to refuse the clients for now.
Remove the old client(s) and enroll the new client(s)

| Select this option if the old client(s) are obsolete and can be safely removed; all clones will be removed.

L3 Q, Group Filter

el © Replace the old client(s) with the new client(s) o
“® Select this option if you want the new client(s) to replace the existing client(s).

M ——

il Show Retails | Cancel m

olve Conflict(s) Cancel 13 «

In the detail view, you can inspect any particular device:

Name Address Platform
« 28 TES-R3110-TOY 10.6.144.20 Windows1q o Clent detalls:
2% SDES-NTO-T02 10.8.10.224  Windows 1 '::’::' ‘;‘:; S50
SFES-R139-TOTMM  10.21.152.187 Windows 1( o |
e aes a2 701 T Da\flce id ¢370080ec66133bf6a70751d61110fbaa52d)
28 RES-224361 10.43.152.40  Windows 1C ::::;::Ac i
28 RES-224362 10.43.152.41  Windows 1C )
28 AES-R175-T01 184.180.232.... Windows 1C 17 address ‘ 1021152187
28 NHS-C35-521 $0.200.30.086 Wndows 1l L comeciion Ve s AN
23 BattleUSBC 10.200.20.106 Windows 1C
58 NHS-C35-518 10.200.20.105 Windows 1C
28 NHS-C35-519 10.200.20.105 Windows 1C
28 RES-224352 10.43.152.44 Windows 1C Existing client details:
a8 NHS-C35-S04 10.200.20.105 Windows 1C  Property Value
Name SFES-R139-TO1MM
] Device id 1382104(f8160b83089¢edf8b4628463de7:
. Serial/MAC £
Platform Windows 10.0
IP address 68.109.53.99
Last connection 5/22/20 10:29 AM
Path

Last check-in 5/22/20 10:25 AM
Auth username

Close

Finally, in the resolution window, you can choose how you want to resolve the selected devices, and click on OK. In this case, we are
choosing to replace the existing records with the new clients.



Add New Client with Conflicts

- The name,device identifier or serial number of 13 clients is already used by existing clients.
As client names,device identifiers and serial numbers must be unique, please resolve the conflict for these clients:

Remove the new client(s)

Select this option if you want to refuse the clients for now.
Remove the old client(s) and enroll the new client(s)

Select this option if the old client(s) are obsolete and can be safely removed; all clones will be removed.

= Q, Group Filter

( I
Selt & Replace the old client(s) with the new client(s) [Sfres

ace gelect this option if you want the new client(s) to replace the existing client(s).

Aul
Al Show Details Cancel EP
Solve Conflict(s) Cancel Add 13 (
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