Enrolling Mobile Devices into FileWave

Before FileWave 11.1, iOS devices needed to enroll in MDM before they could be imported into FileWave Admin. Starting with
FileWave 11.1, it's possible to pre-import iOS devices; i.e., make Placeholders for them in the database, before they enroll either using

a CSV file containing serial numbers+Client names or from a DEP account. After a placeholder record is created, it's possible to create
associations. Any associated Filesets will be deployed to the device as soon as it actually enrolls. In other words, you can create
workflows in advance of devices actually enrolling that will automatically occur once the devices enroll.

Mobile devices (i0S and Android) can be enrolled to become clients on your FileWave server manually, or through an automated
process, such as Apple Configurator. Apple iOS devices and macOS computers can also be enrolled through Apple's Device
Enrollment Program (DEP). An enrolled device will contain a FileWave certificate and MDM profile that will allow management of that
device.

Web-based enrollment - i0S

For users to enroll their mobile devices over the Internet, they will need a URL that points them to your FileWave MDM server. You can
find that URL in FileWave Admin under /Assistants/Enroll iOS Device:
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Use these settings to allow end users to easily enroll their own devices over the air (OTA).
Send the Enrollment URL or Web Clip to direct them to the FileWave MDM enrollment page.

LDAP Authentication is recommended to automatically create a User - Device relationship.
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Download Web Clip Profile Copy URL to Clipboard

Enrollment URL:
https:/ftenshi.filewave.net:20443/ios

You can create a Web Clip with that URL embedded or copy the URL to the Clipboard and email it to your users. When they go to that
URL on their mobile device, they will get instructions on how to properly enroll their device with your server. Having your FileWave
server linked to your LDAP server allows the users to authenticate as themselves, instead of using a generic user account. This
provides the benefit of having the user's LDAP record link its account information to the device. Another result of this is that the user
can be automatically invited to link their Apple ID with your FileWave VPP service.
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The user is presented with a dialog prompting to install a MDM server certificate, then enroll the device. The second step is when the
user will be asked to authenticate - and this is where LDAP integration comes in handy. If not using LDAP, you need to inform users of
the generic credential to use, or else they will not be able to proceed with step 2.


https://kb.filewave.com/books/filewave-client/page/placeholders
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Once the user has completed these two steps, the device will display the new profiles that have been installed:
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If the user's device is not yet a FileWave Client (no placeholder record previously created), it will need to be captured in FileWave
Admin. You will go to the Clients pane, select New Client from the toolbar.
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Select Enrolled Mobile Devices and you will get the list of all mobile devices that have performed an online enrollment, or have been
activated by Apple Configurator:
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Select which device(s) you would like to add to the model.

Model Device Mame Clignt Name Enrall Date Last Checkin

Nexus 7 android-4f64b03562bd5c27 10/12/1510:50 PM  10/12/15 10:50 PM

Select All (1) Clear Refresh
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Automatically add all new clients to the selected group

The device(s) can be automatically added to an existing client Group, or you can manually add them to a Group, if desired. If you have
devices set to be automatically added to a specific Group, then you will just see them appear as members in that Group.

Note: Unless you want all devices that enroll during a specific timeframe to end up in a designated Group, you should leave automatic
placement off. You should also think about using Clones instead of the actual device client as members of any Groups.

Automatic or Forced Enrollment - i0S

Another option for enrollment is using an embedded enrollment profile as part of a mobile device configuration. Apple Configurator
allows you to import a FileWave MDM enrollment profile, which will then be used to assign the device to your FileWave MDM server.

Instructions are included here for Apple Configurator v2.2.1.

Single device enrollment

In FileWave Admin, under /Assistants/Enroll iOS Device, you select Device Enrollment:



Manual Enroliment | Apple TV Mass Enrollment

Use these settings to pre-configure your devices using Apple Configurator 1.5+ in the
Prepare pane under the "Setup” tab.

LDAP Authentication is recommended to automatically create a User - Device relationship.

MNaote: Enrollment can be skipped by the user, as they must accept the configuration
procadure.

MNote: Supervising your devices is highly recommended.
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Copy URL to Clipboard Download and Trust: Server Certificate
Paste into "MDM Server URL" under Settings:  Add to "Anchor Certificates” under Settings:
Device Enroliment Device Enrollment

MDM Server URL:
Paste this URL into "MDM Server URL" field, under Settings: Device Enrcliment.

https:iftenshi.fil wa net: 2044 3fios/device_enrollment_profile

Apple Configuratorv2.2.1

Apple Configurator 2's blueprints let you record actions that can be applied to devices. You add configuration profiles and apps to
blueprints, just as you would add them to a physical device. You can prepare a blueprint so it has the MDM data and supervision
identify attached. Once you have the blueprint the way you want, you can apply it to a device. For detailed info on how to use Apple

Configurator 2, see: http://help.apple.com/configurator/mac/2.0/

To create a blueprint, click I&I in the toolbar, select Edit Blueprints, then click on New in the bottom left corner to create a new
blueprint. Perform your edits. When you finish, click Done.
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AC2 allows you to configure sets of devices, re-installing iOS, setting up profiles, and assigning to an MDM server.


http://help.apple.com/configurator/mac/2.0/
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Supervise Devices

Choose whether to supervise the devices, which allows an additional set -
of more intrusive settings to be configured. If supervising, choose whether
to allow the devices to pair with any other host, or anly to Configurator
hosts provisioned with the supervising organization.

asunerviu devices
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Enroll in MDM Server

Choose an MDM server to manage the devices remotely over the air, if
desired.
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Configure i0S Setup Assistant

Choose which steps will be presented to the user in Setup Assistant. -
Setup Assistant: | Show only some steps a
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Apple Configurator 2 supports using an Apple VPP account to assign purchases to attached devices. You should only set this up if you
are not going to be using VPP from your FileWave server to associate licensed content, or if you are going to use a separate account to
apply specific core content to your iOS devices outside of any FileWave workflows.

B Note: You cannot use the same VPP account token you are using on your FileWave server to distribute content!
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Sign in to download from the App Store.

If you have an Apple ID, sign in with it here. If you have used the iTunes Store or iCloud,
for example, you have an Apple D. If you don't have an Apple 1D, click Create Apple |D.

Apple 1D Password Forgot?
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App Store account

You can sign in to the App Store using the following:

Volume Purchase Program (VPP) account: You log in with the Apple ID associated with your VPP account or the Apple ID associated
with a purchaser you specify

Your personal account: This is the iTunes account you use to purchase personal apps

WARNING: If your VPP account is already associated with another instance of Apple Configurator 2 or an MDM solution, all app
assignments from those previous associations will be revoked.
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This cannot be undene.

Click Enable to allow Configurator to take owver this

VPP account.

Once you have enrolled your mobile devices, and added them as clients in FileWave, you should see a set of installed profiles like the
ones below.
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Using AC2 for direct assignment of applications allows you to preload your iOS devices with core applications without requiring user
interaction. The workflow would create a layer in your deployment model that lets you preconfigure devices that will become
FileWave Clients for all day-to-day operations and management; but come equipped with a starting set of tools.

Mass Enrollment for i0OS

You can set up Apple Configurator for bulk enrollment of preconfigured iOS devices by using this option in the Enroll iOS Device
assistant. The device must be connected to Wi-Fi already before this process will work. If not, then make sure you add a Wi-Fi profile
to your Apple Configurator setup. This process is built into AC2 using the steps above, since it already supports setting up multiple
devices simultaneously.
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Use this profile with Apple Configurator to enroll a large number of devices.

This process results in non-personalized devices, as there is no user
enrolling the device.

Note: The devices must have a working Wi-Fi profile allowing them to
connect to your FileWave MDM Server as well as Apple Servers for this to
work.

Note: Supervising your devices is highly recommended.




Download MDM Enrocliment Profile
Select when asked for profiles to install.

In this case, you would just download the MDM Enrollment profile, import it into Apple Configurator, and apply it to a set of i0OS
devices that were cloned with wireless settings, or a profile, already in place.

FileWave Enterprise App Portal for iOS

Starting with FileWave 8.5, iOS devices running iOS 7+ use a native iOS App Portal (Kiosk) instead of the web clip. iOS 8+ devices must
use the App Portal. Instructions on how to deploy the App Portal are covered in Chapter 5 on mobile Filesets. When iOS devices are
enrolled, they get the web clip version of the Kiosk. The new Enterprise App Portal automatically replaces the web clip and provides a
more robust, responsive self-service tool.

Activation Lock Bypass

Since the introduction of iOS 7, device users have been able to enable a feature known as Activation Lock - which is linked to Find My
iPhone. This feature ties a device to a specific Apple ID. In order to activate a device with an Activation Lock after a wipe or reset, the
Apple ID credentials of the locking account are required. Where this can become problematical is having a 1:1 deployment where a
user sets the Activation Lock on their device, then leaves without de-activating the lock. Prior to iOS 7.1, this issue was limited to
unsupervised devices, since supervision inhibited the activation lock. Apple has provided a process now to supervise a device, yet still
provide the activation lock - as well as a way to deactivate the lock when necessary.

FileWave Admin contains a new Assistant labeled Activation Lock Management. When an iOS device is enrolled in the FileWave MDM,
its activation lock is stored in the FileWave Server.
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If a device is sent a remote wipe command, the activation lock can be disabled at the same time.
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Remote Wipe: TestLab-iPad-6

Sending this command will erase all data on the target device.

Please enter the FileWave "super user” name and password:

Username: I

Password: 0K

Wipe device Remove Activation Lock (supervised i0S 7.1+) -

These lock bypass codes are stored in the FileWave server, and remain even when the device has been un-enrolled. The information
concerning devices with bypass codes is even provided in Inventory queries. Best practice is to maintain the codes for institutional
devices, regardless of the device's enrollment status, as a safety measure. If the device is no longer used, or taken offline, do NOT
delete the device from your FileWave database, just archive the device. Once the device has been deleted, the activation lock
information is deleted also.

| @ Note: In order to access the Activation Lock Bypass controls in FileWave Admin, you must login as the superuser (fwadmin).

| © voucanalso configure Activation lock in the DEP profile: Working with Apple’s Device Enrollment Program (DEP.


https://kb.filewave.com/books/apple-school-business-manager/page/working-with-apples-device-enrollment-program-dep
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Text File (iOS Devices from CSV)

When importing from a CSV file, FileWave Admin will ask for the CSV file first. The following fields are supported:

® serial number of the iOS device;
® client name; and,
® comments (optional).

After opening the file, a dialog opens with the list of parsed devices, allowing you to select which devices to import. The dialog is the
same as for importing text files.
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Select the Client(s) you would like to add.

Serial Number Name Comment
DMQRHDSTGS5VW Victor's iPad Some comment

Place new Clients in this existing Group: [l (root) Q )

Cancel Add 0 Clients

Just select any devices and click Add X Clients. After doing that, the new devices will appear in the Clients view. However, there's
almost no information provided for them.

It's possible to create associations and manage licenses (VPP for instance) on placeholder records the same way as if the devices had
already enrolled. Update the model and any associated Filesets will be deployed automatically when the devices enroll.

iOS Devices from DEP

A DEP account must be configured in FileWave Admin before being able to pre-import from DEP.
When importing from DEP, FileWave Admin will show the list of DEP accounts and the number of devices associated to that account
that are iOS devices and whose serial number are not already used with your FileWave Server.

® o ¥ Import Devices by serial

Select the DEP account to import devices from:

Name Device count
Victor Server 1




You check the DEP accounts from which you want to import devices, then click OK. After doing so, placeholders for all devices from
the selected account will be created. You can create associations as usual, update the model, and their corresponding Filesets will be
deployed when the devices enroll.

Once the device is enrolled, its name in FileWave transitions from the serial number to the actual device name. If there is a DEP
naming convention, that will automatically apply.

See Placeholders for what can be done with the imported devices
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