Upgrading your On-Premise FileWave Server

What

Needing to upgrade your on-premise FileWave server? This guide will go over the steps involved in updating your FileWave server for
macOS, Linux, and Windows.

If your FileWave server is hosted by FileWave, you may review the KB article here: Your Hosted FileWave Server Has Been
Upgraded - What Are Your Next Steps?

When/Why

What steps do you need to take to continue managing your devices? This article will guide you to upgrade your FileWave
Central/Admin application and your FileWave clients, boosters along side creating custom installers for your macOS DEP enrolled and
Windows MDM devices.

How

This guide will go over the steps involved in updating your FileWave on-premise server for macOS, Linux, and Windows.
& Before upgrading, please visit the Known Issues tab of the Known Issues.

For best results, upgrade the FileWave components in the following order:

. Lock Desktop and iOS Clients

. Backup your FileWave server

. Upgrading the FileWave Server software

. Upgrading FileWave Central (FileWave Admin Native App)

. Launch FileWave Central (FileWave Admin) to Confirm the Upgrade
. Upgrading your FileWave Boosters

. Upgrading the FileWave Client

. Upgrading the i0S/iPadOS App Portal IPA

. macOS DEP and Windows MDM: Upgrade Client Packages
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1. Lock Desktop and iOS Clients

It's always a good idea to lock all your client devices before upgrading your FileWave components. That way you can verify that the
server is running correctly and not worry about your macOS and Windows clients getting any of the changes.

1. Highlight all of your Desktop devices — right click = select "Lock".
2. Change the filter to mobile, highlight all iOS devices - right click - select "Lock"
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What is a Lock?

See Locking Devices

2. Backup your FileWave server

There are two ways to do so depending on your server. If you are running a Linux or macOS server you need to use the backup script
that we provide to backup your server. Please always run a manual backup with the script we offer before starting the upgrade. We
offer this knowledge base article for this process and the commands you will need to run as well as a way to check the backup file.

If you are running a virtual machine for your FileWave server you are still able to use the backup script we offer but are also able to

take a snapshot of the server in your virtual environment as a backup. Before taking the snapshot of the server please turn off the
virtual machine so that FileWave server services are not running when you are backing up the Virtual Machine. This will prevent any
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issues with fragmented information in the backup.

If you do not want to stop the VM, you can use the below commands to stop the FileWave services and then take the backup.

Stop the FileWave Server Services (for VM Snapshot only)

sudo fwcontrol server stop
After the backup is complete, please start the services again using the following command

sudo fwcontrol server start

3. Upgrading the FileWave Server software

Once you have a backup of your FileWave server created you will first Upgrade the FileWave server software before upgrading your
FileWave Central (FileWave Admin Native) app, FileWave boosters, or FileWave clients. If you upgrade your FileWave clients' software
first before upgrading the server, for example, your clients may break the connection to the server. Upgrading the FileWave server is
not as intimidating as it may seem as it is an in-place upgrade and you do not need to uninstall anything first or stop the FileWave
server services. Below you will find sections for macOS, Linux, and Windows Server.

3.1 macOS Server Upgrade
¥ macOS Server Upgrade
The macOS server upgrade is similar to installing any other pkg software on a macOS machine.

1. Onyour macOS FileWave server go to the Knowledge Base —» Downloads — select the most recent version of FileWave

FileWave Downloads Page
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FileWave Version 14.9.2

The FileWave endpoint management suite allows you to manage your devices wherever they are, whatever they are, wherever you are, and all in one platform!

The FileWave 14.9 release focuses on changes to support the Apple 2022 Fall Release, adds a new Association Conversion tool, upgrades Grafana to the latest version, and
adds the Windows Defender Policy to our CSP portfolio for Windows MDM. You'll find feature details, the release notes, and binaries for the application posted in the link
above. Note that 14.9.2 addresses an issue with Apple VPP and newer apps that have a very large ID number.

2. You will then scroll down on the page until you see "macOS Installers" and select it. This will download all of the
FileWave Installers for the version of FileWave you want to upgrade to in a .dmg file. If you only want to upgrade the
server, select “macOS Server”.

® macOS Downloads
macOS Installers DMG (md5; 99f5a6b84a200d89d93c4bf9c2b7edch)
macOS Upgrade Fileset (md5: c32ce79250eefc47a926ea5767f3630c)
macOS Admin (md5: a7730b84faa3e1c03381514dad2eca2f)
macOS Booster (md5: a7730b84faa3e1c03381514da42eca2f)
macOS Server (md5: e5dabeb91146b3681063470ca9c03890)
macOS Client (md5: d3423f5a066f5b73c2e912cb39d7da58)

3. Runthe installer you just downloaded. If you downloaded the bundle, double-click on the FileWave Server installer
after mounting the dmg.

4. The installer can take a while to run but when it is finished you will be presented with the window below and you are
finished with upgrading the server. (If the upgrade reports a failure please contact our Support Team immediately and
they can assist you with it)
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The installation was completed successfully.

Introduction

Read Me

License
Destination Select

Installation Type The installation was successful.

Installation The software was installed.

Summary

Close

5. You are now done upgrading the server and will then move to upgrade your FileWave Central (FileWave Admin Native)
app.

3.2 Linux Server Upgrade
¥ Linux Server Upgrade

The Linux server upgrade can be intimidating since it will all be done in Terminal but we try to make it as simple as possible for
you.

1. Go to the Knowledge Base — Downloads - select the most recent version of FileWave
FileWave Downloads Page
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FileWave Version 14.9.2

The FileWave endpoint management suite allows you to manage your devices wherever they are, whatever they are, wherever you are, and all in one platform!

The FileWave 14.9 release focuses on changes to support the Apple 2022 Fall Release, adds a new Association Conversion tool, upgrades Grafana to the latest version, and
adds the Windows Defender Policy to our CSP portfolio for Windows MDM. You'll find feature details, the release notes, and binaries for the application posted in the link
above. Note that 14.9.2 addresses an issue with Apple VPP and newer apps that have a very large ID number.

2. Scroll down on the page until you see "Linux Downloads". You can download the .rpm and move it to the server or just
run the ‘yum install’ command under Upgrading Linux Servers = Upgrading the FileWave Server to download and install
all at once.
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@® Linux Downloads
Linux Installers (md5: d29e2a721eace2c8955db755622c0500)
Linux Server (md5: a4f9b0c6115ba0ce28ec47d543b3db5d)
Linux Booster (md5: fc09a932f64de57e97d35d6e8341168a)
Note: Use the following command to download offline installers:

wget https://fwdl.filewave.com/14.9.2/FileWave_Linux_14.9.2.zip
unzip FileWave_Linux_14.9.2.zip

@® Upgrading Linux Servers

@ Upgrading the FileWave Server

To install or upgrade the FileWave Server, use the following :

# login via ssh / root
$ yum install -y --nogpgcheck https://fwdl.filewave.com/14.9.2/fwxserver-14.9.2-1.0.x86_64.rpm

3. Connect to your FileWave Linux server and run the command to install. If you don’t have direct access to the server, you
can connect using SSH in Terminal or Putty on Windows.

4. Once you have run the command on your server it can take a little while to finish and you will be presented with a
similar message as below. If you see that the installation failed please contact our support team immediately and they
can assist you with this. You will see more information on your session but this will show at the end of the messages.

Stopping fw-server:
fw-server Stopped[ OK ]
Starting fw-server:
fw-server Started[ OK ]
Verifying : fwxserver-12.3.8-1.8.xB6_64

Installed:
fwxserver.xB86_64 B:12.3.8-1.8

Complete!
[root@localhost vi2.31# [

5. Confirm your installed FileWave Version by running the following:

fwcontrol server version

You are now done upgrading the server and will then move to upgrade FileWave Central (FileWave Admin Native App).

3.3 Windows Server Migration

¥ Windows Server Migration

@ No longer compatible with FileWave Server 14+

Please contact Professional Services to migrate your server to Linux.

4. Upgrading FileWave Central (FileWave Admin Native App)

FileWave Anywhere (Web Admin) is automatically updated with the Server.

To connect to your upgraded server, you will need to use the same version of FileWave Central (FileWave Admin Native) unless stated
otherwise on the Downloads page. When you are updating FileWave Central (Admin) simply run the installer for your designated OS.

The installer does not require the old version to be uninstalled and is similar to running a PKG or MSI for any other software. FileWave
Central is supported on macOS and Windows.

4.1 macOS FileWave Central
¥ macOS FileWave Central

If you’re upgrading FileWave Central (Admin) on your server and you downloaded the bundle to upgrade the server, the
Central/Admin package is already downloaded and you can install it from the .dmg

1. Onyour macOS workstation go to the Knowledge Base — Downloads and select the most recent version of FileWave
FileWave Downloads Page
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FileWave Version 14.9.2

The FileWave endpoint management suite allows you to manage your devices wherever they are, whatever they are, wherever you are, and all in one platform!

The FileWave 14.9 release focuses on changes to support the Apple 2022 Fall Release, adds a new Association Conversion tool, upgrades Grafana to the latest version, and
adds the Windows Defender Policy to our CSP portfolio for Windows MDM. You'll find feature details, the release notes, and binaries for the application posted in the link
above. Note that 14.9.2 addresses an issue with Apple VPP and newer apps that have a very large ID number.

2. You will then scroll down on the page until you see "macOS Downloads" and expand the section. Select and download
“macOS Admin”

® macOS Downloads
macOS Installers DMG (md5: 99f5a6b84a200d89d93c4bf9c2b7edc5)
macOS Upgrade Fileset (md5: ¢32ce79250eefc47a926ea5767f3630c)
macOS Admin (md5: a7730b84faa3e1c03381514dad2eca?2f)
macOS Booster (md5: a7730b84faa3e1c03381514dad2ecazf)
macOS Server (md5: e5dabeb91146b3681063470ca9c03890)
macOS Client (md5: d3423f5a066f5b73c2e912cb39d7da58)

3. Double-click on the downloaded PKG to launch the installer and follow the install instructions on the screen.
4. Once the installation finishes you are ready to connect to your FileWave Server using FileWave Central (FileWave
Admin).

4.2 Windows FileWave Central
¥ Windows FileWave Central

If you’re upgrading FileWave Central (Admin) on your server and you downloaded the bundle to upgrade the server, the
Central/Admin package is already downloaded and you can install it from the .msi

1. Onyour Windows workstation go to the Knowledge Base - Downloads and select the most recent version of FileWave
FileWave Downloads Page
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FileWave Version 14.9.2

The FileWave endpoint management suite allows you to manage your devices wherever they are, whatever they are, wherever you are, and all in one platform!

The FileWave 14.9 release focuses on changes to support the Apple 2022 Fall Release, adds a new Association Conversion tool, upgrades Grafana to the latest version, and
adds the Windows Defender Policy to our CSP portfolio for Windows MDM. You'll find feature details, the release notes, and binaries for the application posted in the link
above. Note that 14.9.2 addresses an issue with Apple VPP and newer apps that have a very large ID number.

2. You will then scroll down on the page until you see "Windows Downloads" and expand the section. Select and download
“Windows Admin”
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@ Windows Downloads

It is important to note that the only difference between 14.9.1 and 14.9.2 is the server. If you are running 14.9.1 clients, you do not need to update
the Windows client to 14.9.2. They are identical except for the version number.

Windows Upgrade Fileset (md5: d136a91abf078796bcc8025263a858dc)
Windows Admin (md5: ca375247dce0770b3c0f05e8227ab16f)

Windows Booster (md5: 84aa5d18021c62e91677747e4818118c)
Windows Client (md5: e4225eaa48b5fd7e8ac86b3611209c43)

3. Double-click on the downloaded Windows Installer to launch the installer and follow the install instructions on the
screen.

4. Once the installation finishes you are ready to connect to your upgraded FileWave Server using FileWave Central
(FileWave Admin).

5. Launch FileWave Central (FileWave Admin) to Confirm the Upgrade

¥ Launch FileWave Central (FileWave Admin) to Confirm the Upgrade

The next step once the FileWave Central/Admin application is upgraded is to launch the Central/Admin application to connect to
the newly upgraded server. After an upgrade, you always want to connect to the server and verify everything is running and
working correctly. This will allow you to spot any issues quickly and, if necessary, contact our FileWave Support Team for
assistance.

Do not hesitate to contact our Support Team quickly if you think there may be an issue as that will help us get you back up and
running as quickly as possible.

1. Check the warning light in the bottom left-hand corner. You are looking for it to say "Everything is OK" as shown below.
If you see the light as yellow or red please select the message to view the error. If you’re unsure how to resolve an
error, don't hesitate to get in touch with Support.

[0 Everything is ok

2. Make sure Filesets are showing. Select the Filesets tab and make sure you see your Filesets and structure. If you are
having issues contact our support team.

3. If you have iOS devices, Select "iOS Inventory" to make sure you see rows of iOS device information. Also, select
"Refresh" from the top menu to make sure this information refreshes. While in this tab as well please select an i0S
device you know is on to make sure it is trying to check in. If you receive any errors or information is not showing please
contact our Support team.

4. Go to the Clients tab of the FileWave Admin and make sure you see your correct group structure and your Clients
showing. Remember your FileWave Clients should still be locked so they will not be getting any changes yet.

5. Update the Model, If this fails please contact our Support team

6. Go back to the FileWave client tab and unlock one or two clients that you know are on to make sure they are checking in
correctly. We suggest checking a couple of machines before unlocking all your clients.
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7. After you’re confident these devices are working correctly, you can select all of your devices and unlock them.
8. If everything looks good, move on to upgrading your Boosters and Clients if needed.

6. Upgrading your FileWave Boosters
V¥ Upgrading your FileWave Boosters

The process of upgrading Boosters is similar to upgrading the Central/Admin application as it does not require you to back up your
FileWave Booster before the upgrade or uninstall the existing version. Starting with FileWave 14.4.0, you can upgrade the
Boosters inside Admin. If your Boosters are not on 14.4.0 yet, download the installers directly on the Booster to install.

In FileWave Central (FileWave Admin), go to the Boosters tab. The simplest way to upgrade multiple boosters is to use the
"Upgrade All Boosters" button in the toolbar of the Boosters section of the native console:

7

Upgrade All Boosters
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It automatically schedules all boosters to upgrade. Alternatively, you can select multiple boosters and use the context menu or
toolbar button to upgrade them.

To track the progress of upgrading multiple boosters, you can use the new Booster Upgrade status field mentioned earlier. You
can also use the new check box Upgrade available which allows you to filter out boosters that have no upgrade available. This
check box is displayed in both the Boosters and Booster Details tabs:

(4] FileWave Admin

1
Update Model

Boosters Booster Details Discovery Results
74 Dashboard 3 sortpy: | Device Name Reverse  Without Valid Certificate Upgrade available
Boosters Booster Details Discovery Results
Without Valid Certificate Upgrade available (1) 2Boosters Q, Search Boosters...
stalled Server Address Expiration Date Last Upgrade Status Change Upgrade Status Available Upgrade Version  Scheduled for Upgrade Next Scan Start T Last Discovery Sc
mmbp.fwx.one 29.02.24 16:08 No upgrade in progress  14.4.1 (Best.Release.... false Not Configur... Not Running
29.02.24 16:38 No upgrade in progress ~ <No upgrade availabl... false

@ 1f one Booster fails to upgrade, all remaining Boosters will cancel their scheduled upgrade to prevent any issues.

7. Upgrading the FileWave Client

Upgrading the FileWave client is not required immediately after upgrading the FileWave server but is highly recommended. Older
versions of the FileWave client are compatible with newer releases of FileWave. When you are ready to upgrade your FileWave clients,
simply deploy the provided Fileset to do so.

Never deploy the Custom Client PKG/MSI to the devices as a way to upgrade them. They are only for devices that are not
currently enrolled in FileWave. Only upgrade the client using the Upgrade Fileset.
7.1 Upgrading your macOS clients
¥ Upgrading your macOS clients
macOS client upgrade fileset

1. On your workstation go to the Knowledge Base — Downloads and select the most recent version of FileWave
FileWave Downloads Page
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FileWave Version 14.9.2

The FileWave endpoint management suite allows you to manage your devices wherever they are, whatever they are, wherever you are, and all in one platform!

The FileWave 14.9 release focuses on changes to support the Apple 2022 Fall Release, adds a new Association Conversion tool, upgrades Grafana to the latest version, and
adds the Windows Defender Policy to our CSP portfolio for Windows MDM. You'll find feature details, the release notes, and binaries for the application posted in the link
above. Note that 14.9.2 addresses an issue with Apple VPP and newer apps that have a very large ID number.

2. Scroll down on the page until you see "macOS Upgrade Fileset" and select it. This will download a pre-made .fileset file
that you can easily deploy to your devices without any modification.
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® macOS Downloads

macOS Installers DMG (md5: 99f5a6b84a200d89d93c4bf9c2b7edc5)
macOS Upgrade Fileset (md5: ¢32ce79250eefc47a926ea5767f3630c)
macOS Admin (md5: a7730b84faa3e1c03381514dad2eca?2f)

macOS Booster (md5: a7730b84faa3e1c03381514dad2ecazf)
macOS Server (md5: e5dabeb91146b3681063470ca9c03890)
macOS Client (md5: d3423f5a066f5b73c2e912cb39d7da58)

3. Open your FileWave Central/Admin application and go to the Filesets tab.

4. Drag and drop the downloaded Fileset into the Filesets tab. This will automatically create a Fileset in FileWave. We
highly recommend dragging it into the root level of the Filesets structure so that it is not accidentally associated without
being tested.

5. Once itisin FileWave you should associate it to a handful of test devices as you would for any other Fileset in FileWave
and Update the model.

6. After you’ve confirmed that the tested Clients upgraded successfully, associate to all macOS Clients and update the
model. You can remove any old client upgrade Filesets after the new one is associated.

o Each upgrade Fileset has Requirements for compatible versions of macOS. If a client is too old to support your version of
FileWave, it will fail and remain on the original version.

7.2 Upgrading your Windows Clients
v Upgrading your Windows Clients
Windows client upgrade fileset

1. On your workstation go to the Knowledge Base = Downloads and select the most recent version of FileWave
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FileWave Version 14.9.2

The FileWave endpoint management suite allows you to manage your devices wherever they are, whatever they are, wherever you are, and all in one platform!

The FileWave 14.9 release focuses on changes to support the Apple 2022 Fall Release, adds a new Association Conversion tool, upgrades Grafana to the latest version, and
adds the Windows Defender Policy to our CSP portfolio for Windows MDM. You'll find feature details, the release notes, and binaries for the application posted in the link
above. Note that 14.9.2 addresses an issue with Apple VPP and newer apps that have a very large ID number.

2. Scroll down on the page until you see "Windows Upgrade Fileset" and select it. This will download a pre-made .fileset
file that you can easily deploy to your devices without any modification.

@ Windows Downloads

It is important to note that the only difference between 14.9.1 and 14.9.2 is the server. If you are running 14.9.1 clients, you do not need to update
the Windows client to 14.9.2. They are identical except for the version number.

Windows Upgrade Fileset (md5: d136a91abf078796bcc8025263a858dc)
Windows Admin (md5: ca375247dce0770b3c0f05e8227ab16f)

Windows Booster (md5: 84aa5d18021c62e91677747e4818118c)
Windows Client (md5: e4225eaa48b5fd7e8ac86b3611209c43)

3. Open your FileWave Central/Admin application and go to the Filesets tab.

4. Drag and drop the downloaded Fileset into the Filesets tab. This will automatically create a Fileset in FileWave. We
highly recommend dragging it into the root level of the Filesets structure so that it is not accidentally associated without
being tested.

5. Onceitis in FileWave you should associate it to a handful of test devices as you would for any other Fileset in FileWave
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and Update the model.

6. After you’ve confirmed that the tested Clients upgraded successfully, associate to all Windows Clients and update the
model. You can remove any old client upgrade Filesets after the new one is associated.

o Each upgrade Fileset has Requirements for compatible versions of Windows. If a client is too old to support your version of
FileWave, it will fail and remain on the original version.

8. Upgrading the i0OS/iPadOS App Portal IPA

¥ Upgrading the i0S/iPadOS App Portal IPA

If you are deploying the IPA version of the App Portal for TeamViewer or Location Tracking, please use the following KB to keep
the App Portal up to date.

® FileWave App Portal for iOS (IPA Install

For FileWave 15.3.0+ please note that the IPA is automatically deployed. Once 15.3.0 is released please see: Automatic
updating of i0S/iPadOS Kiosk (15.3+)

9. macOS DEP and Windows MDM: Upgrade Client Packages

¥ macOS DEP and Windows MDM: Upgrade Client Packages

When a macOS device finishes DEP enrollment into FileWave, your server sends a single client installer package. When you
update your server to a newer one, you may also update this package.

1. Visit custom.filewave.com and build a new custom PKG and/or MSI
2. Once downloaded unzip the download
3. Then visit the admin preferences and upload the package into the appropriate tab
1. macOS DEP:
1. Preferences > Mobile > macOS > "Upload macOS client package"
2. Windows MDM
1. Preferences > Mobile > Windows
. Browse for the downloaded and unzipped installer
. Wait for the message that it is uploaded.
. Press OK to save and finish

oo b

If you have upgraded every client, booster, and IVS above FileWave 13.1, you can disable Compatibility Mode: What is
Compatibility Mode?
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® Your Hosted FileWave Server Has Been Upgraded - What Are Your Next Steps?
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