Identity Provider (IdP)
Integration

Identity Provider (IdP) integration can be key to meeting security requirements from your InfoSec team, and ease-of-use
requirements for your customers. IdP solutions allow your customer to have only one set of credentials, and to use them anywhere.

® FileWave Identity Provider (IdP) Integration Overview
® IdP Setup: Microsoft Entra ID (Azure)
® IdP Setup: Okta

® TdP Setup: Google
® TdP Setup: Keycloak

® Adding IdP Groups for FileWave Authentication

® Configuring DEP Profiles for IDP Authentication

® Admin Login in Using an IdP Provider

® TdP for Deployments and Smart Groups

® | DAP Admin Integration

® Troubleshooting
o Directory data syncronization between IdP and FW is not supported
o IdP Redirection URL change (15.5.1+)
o Enrolling Apple devices why am I prompted for IdP login?

® Renaming Azure Active Directory (Azure AD) to Microsoft Entra ID
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FileWave Identity Provider (IdP) Integration
Overview

What

Identity Provider (IdP) integration can be key to meeting security requirements from your InfoSec team, and ease-of-use
requirements for your customers. IdP solutions allow your customer to have only one set of credentials, and to use them anywhere.

FileWave currently supports 4 IdP providers with version 15.5.x.

| @ Only one of each IdP may be configured.

When/Why

If you currently utilize an IDP provider, you'll want to start here to understand the supported platforms and the instructions for setting
up access.

How

See below for links to articles on setup and requirements:

e IdP Setup: Microsoft Entra AD

e IdP Setup: Okta

e IdP Setup: Google
e IdP Setup: Keycloak

e Adding IdP Groups for FileWave Authentication
e Configuring DEP Profiles for IDP Authentication
e Admin Login in Using an IdP Provider

e IdP for Deployments and Smart Groups

e | DAP Admin Integration

Known Issue

At this time, FileWave IDP integration is limited to only FileWave Admin authentication and Apple device enrollment. Directory data
synchronization (and custom fields) between the IDP source and FileWave is not supported at this time, but will be added in a future
release. Inthe meantime, current LDAP(S) synchronization can be used as a stop-gap to achieve the same result.


https://kb.filewave.com/books/identity-provider-idp-integration/page/idp-setup-microsoft-entra-id-azure
https://kb.filewave.com/books/identity-provider-idp-integration/page/idp-setup-okta
https://kb.filewave.com/books/identity-provider-idp-integration/page/idp-setup-google
https://kb.filewave.com/books/identity-provider-idp-integration/page/idp-setup-keycloak
https://kb.filewave.com/books/identity-provider-idp-integration/page/adding-idp-groups-for-filewave-authentication
https://kb.filewave.com/books/identity-provider-idp-integration/page/configuring-dep-profiles-for-idp-authentication
https://kb.filewave.com/books/identity-provider-idp-integration/page/admin-login-in-using-an-idp-provider
https://kb.filewave.com/books/identity-provider-idp-integration/page/idp-for-deployments-and-smart-groups
https://kb.filewave.com/books/identity-provider-idp-integration/page/ldap-admin-integration

IdP Setup: Microsoft Entra ID (Azure)

What

Before we can use AzureAD for authentication from FileWave, we must create a new application in the Azure Portal and give FileWave
access to it. The whole purpose of this configuration is to give FileWave permissions to talk to your Microsoft Entra ID environment.

When/Why

This configuration is required if you want to use AzureAD for authentication during device enrollment or during login to the FileWave
Web and Native administrator consoles.

How

The configuration for access is all driven through an Microsoft Entra ID application, so we need to start with:

Part 1: Login to Microsoft Entra ID Portal

First, we'll login to Microsoft Entra ID at portal.azure.com with an administrator's account and click on Microsoft Entra ID as shown:

il ol

Welcome to Azure!

tonykeller@flewave.com @

FILEWAVE TRAINING &80

Don't have a subscription? Check out the following options.

Wi,

?

Start with an Azure free trial Manage Azure Active Directory

%

Access student benefits

Get $200 free credit toward Azure products and services,  Manage access, set smart policies, and enhance security  Get free software, Azure credit, or access Azure Dev Tools

with Azure Active Directory.

plus 12 months of popular free services

Azure services

for Teaching after you verify your acadeic status,

5 e 2 — = =
+ } > Azure Active Directory pr— & a . # -
Createa Azure Active 7 Storage SQL databases  Azure Database  Azure Cosmos  More services.
resource Directory accounts for PostgresQ.
3 View
Navigate Free training from Microsoft

Secure your application by using OpeniD Conn.

6 units - 50 min = &
Subscriptions 55 Alresources Dashboard
Useful links
Tools Overview @
Get Started 3

Pricing B

Microsoft Learn o 3 Security Center

Secure your apps and
training from Microsoft infrastructure infrastructure

Learn Azure with free online ~— wonitor your apps ana

Useful links

tal Azure Services

=

And make note of the domain info shown below:

Recent Azure Updates (7

e Cost Management
Analyze and optimize your

cloud spend for free

Azure mobile app


http://portal.azure.com/

Home >
(i ) FileWave Training | Overview x
‘Aaure Active Directory
@ switchtenant [ Deletetenant + Createatenant [ Whatsnew | [l Preview features | < Got feedback?
© Oveniew
“ Getting started -
O Azure help you work for your empl \d partners. Learn more

Preview hub

K Diagnose and solve problems

eWave Training
Manage
[ search your tenant
& Users
2 Groups » Tenant information QP Azure AD Connect
8 External Identities
Your role Status.
&, Roles and administrators Global administrator More info Not enabled
& Administrative units License
Azure AD Free Last sync
i Enterprise applications Sync has never run
Tenant ID
4 Devices 00487120-4139-ab67-b1db-962... [IN)
App registrations Primary domain

@ identity Governance fwtraining onmicrosoftcom

1 Application proxy

% Licenses Sign-ins
0
» Azure AD Connect ;50
s .
& Custom domain names 0
s
@ Mobility (MDM and MAM) 3

osc20 Deczr Jan3 Jan10
Password reset e

il Company branding |15

&8 User settings

11! Properties Create
@ security & ﬂ

1
— ] instisar, Group Enterprise App registration
D Sign-ins application
Audit logs Featured services

& provisioning logs (Preview) & b 4 > 9 & A

{5

Itis a good idea to take all of these elements and label/paste them into a document you store securely. Although we'll use them to
configure FileWave, you can't access many of them from FileWave once they are stored.

Part 2: Create an App

Now we have to create an app for FileWave to talk to, and assign some right to it. First go to the app registrations menu, then click
"new registration":

Microsoft Azure P Search resources, services, and docs (G+/) Loy Ol wave, o
FILEWAVE TRAINING &80

Home > FileWave Training

FileWave Training | App registrations = x

Azure Active Directory

+ Newregistration @ Endpoints £ Troubleshooting - Download [&] Preview features | < Got feedback?
@ ovenview

“ Getting started

@ Ty out the ne)| App registrations search preview! Clck to enable the preview. = ”
Preview hub
X Diagnose and solve problems o

@ Staring June 30t 2020 we will o longer acd any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will contine to provide technicalsupport and securiy updates but we will no longer provide feature updates. Applications will need to be

Manage upgraded to Micrdkoft Authentication Library (SAL) and Microsoft Graph. Learn more
& Users

2 Groups All applications  Owled applications

€k External Identities [ start typing a name of\application ID to flter these resuts

&. Roles and administrators

B Administrative units Display name Application (client) ID Created on Certificates & secrets
Enterprise applications n HleWavs Iegeon 065cch0e-B6cd-4887-a54c-bBb0Ba0B6a2C 211412020

8 Devices ﬂ FW Beta 342993¢3-1b0c-4900-83f1-bc2d9Bd0atbb 12/26/2020
App registrations H FW Bata) 61a5712-3c20-4b88-878d-ce9214a99166 1/13/2021 © Current

Identity Governance

Application proxy

& Licenses

b Azure AD Connect

& Custom domain names

@ Mobility (MDM and MAM)
Password reset

Ul Company branding

@ Usersettings

11l Properties
@ secuity
Monitoring
D sign-ins
Audit logs

& Provisionina loas (Preview)
https://go.microsoft.comfwlink/7linkid=2132805

Specify a name for your app that is meaningful to you, and Register the app (we'll set the login URIs later).



St e e e ) G
FLEWAVE TRAINING

Home > FileWave Training >

X Register an application

* Name

The user-facing display name for this application (this can be changed later).

[Fwoeed - 7

sture updates. Applications wil need to be Supported account types

Who can use this application or access this API?
(® Accounts in this organizational directory only (FileWave Training only - Single tenant)

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

] O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

(O Personal Microsoft accounts only

Created on Certificates & secrets
Help me choose.
2/14/2020 #
12/28/2020 — -
i Redirect URI (optional)
171372021 @ current

We'l return the authentieation response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web v | [ eg. httpsy/myapp.com/auth

By proceeding, you agree to the Microsoft Platform Policies 7

Part 3: Add a Platform and URI Addresses

Within the app configuration, we'll choose Authentication, then Add a Platform, of type Web:

Microsoft Azure 9 Search resources, services, and docs (G+/) tory el @levase com
FUEWAVE TRAINING

Home > FileWave Training > FW Beta 2 Configul’e platforms X
X 5) FWBeta2 | Authentication  #

Web applications

P Search (Cmd+/) « [ save X piscard | O Got feedback?
G v —
1 Overview )
& Platform configurations Build, host, and deploy a web server Configure browser client applications and
& Quickstart application. NET, Java, Python progressive web applications. Javascript.
, Depending on the platform or device this application is targeting, additional configuration may be required such as
# Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform
S x
ature updates. Applications will need to be Manage I Adda platform
Mobile and desktop applications
= Branding ki
D Authentication i
Supported adount types ‘ S / macos * Android
Certificates & secrets Objective-C. Swift, Xamarin Java, Kotlin, Xamarin
‘ 0 can use this appAgation or access this API?
11l Token configuration
@® A izational directory only (FileWave Trainings#fily - Single tenant)
Created on Certificates & secrets 8, APl pemissions Q Account tional directory (Any Azure AD#fEctory - Multitenant)
@ Expose an API
2/14/2020 5 Help me decide.
28 App roles | Preview
12/28/2020 * Windows, UWP, Console, IoT & Limited-
. Owners entry Devices, Classic i05 + Android
1/13/2021 @ current & i - o e x
n ue to temporary differences in supported functionality, we doni't recommend enabling persanal Microsol
1132001 . & Roles and administrators | Preview accounts for an existing registration.  you need to enable personal accounts, you can do o using the manifest

editor. Learn more about these restrictions.
i Manifest

Support + Troubleshooting Advanced settings

& Troubleshooting

Allow public client flows
2 New support request
Enable the following mobile and desktop flows:

+ App collects plaintext password (Resource Owner Password Credential Flow) Learn more
* No keyboard (Device Code Flow) Learn morer
« 550 for domain-joined Windows (Windows Integrated Auth Flow) Learn more7

And for the web configuration, we'll need to copy some address from your FileWave server. You'll get them from the WebAdmin,
Settings:, New AzureAD IDP, and then Get URLs as shown



FileWave Admin

< Devices

Android  ChromeQS  i0S  macOS

88 Goto Dashboard

Groups
= Devices
8 [ Root
Payloads
AIlIOS (non-Inv)
£z Software Updates All macOs (Inv)

- Deployments Al Windows (inv)
[ BAM Devices

~&= Sources

[ Chromebooks

Reports FileWave Client Version
Licenses FileWave Client Version 42
Have Assat Tags
56 Mixea

SG Mixed 1 (test)

Test Android

[3 TK Client Devices

~OS  Windows

Name

‘s 3183a5776058cee0

ARKONE

SKTOP-T3SL86S

L3 flewave's Mac

FOUNDRY1

-DMPS91ZTHGS,

‘s Ipad Main

PeeCee-McPC

Surface-McPC

Ca Tony Keller MBPrO

Then choose an Microsoft Entra ID IDP Provider

Settings Identity Provider

Identity Provider

Select Identity Provider you want to setup

o

Setup Okta

Setup Microsoft Azure AD

Other/Unknown

Al

Groups

SG Mixed, SG Mixed 1 (tes)

All Windows (Inv), FileWave C1

Al Windows (Inv), FileWave C1

AllmacOs (Inv), FileWave Clie.

All Windows (Inv), FileWave C1

A0S (non-Inv), TK Client De.

A0S (non-inv), Have Asset T.

Al Windows (Inv), FileWave C1

All Windows (Inv), FileWave C1

AllmacOs (Inv), FileWave Clie.

Asset Tag

FW-ASSET

FW-657304

Wine

FW-123456

Comment

You can add a name now (or later), but you'll get the URLs from the "Get URLs" button:

e

Model Number: 108

Settings

User

Administrator

joe

flewave

Kellert80

t_fw

Kellert80

Search for Devices

Model

+ New Identi

1P Addr

99.203.

184,195

184,195

17258,

17258,

17258,

17258,

17258,

17258,

spal P

Back to FileWave Admin




Back to FileWave Admin

Settings Identity Provider + New Identty Provider

Identity Provider

Create new
1DP Type Client 1D @
Azure AD [ Paste Client ID ]
Required
Name

FW Beta Example

Glient Seoret @

Authentication for: Required
Domain ©
Enroliment =} Admin R p
‘Your domain
Use this provider to enroll egistered Use this provider to import registered
Devices Admins

Login Redirect URLs

Copy URLS to your IdP settings in order o get responses & Get URLS
from IdP.

Cancel Create

Login redirect URLs

Gopy the URLS below to your IDP provider settings

hitps://fw.beta. filewave.com:d..

hitps://fw.beta.filewave.com:d..

hitps://fw.beta. filewave.com:d..

So now we'll enter one of the redirects, and click configure:
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Home > FileWave Training > FW Beta 2 Configure Web %
X 5) FWBeta 2 | Authentication »
< Al platforms Quickstart  Docscf
P Search (Cmd+/) « [ save X piscard | O Got feedback?
Redirect URIs
1 Overview .
& Platform configurations The URIs we will accept as destinations when returning authentication responses (tokens)
& Quickstart after successfully authenticating or signing out users. Also referred to as reply URLS. Learn
Depending on the platform or device this application is targeting, additional configuration may be required such as more about Redirect URIs and their restrictions
#’ Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform.
https://fw.beta filewave.com:443/api/auth/login_via_idp_redirect %
x
sture updates. Applications wil need to be Manage Add a platform
B bronding Front-channel logout URL
= This is where we send a request to have the application clear the user's session data. This is
D Authentication Supported account types required for single sign-out to work correctly
Certificates & secrets <. https7/myapp.com/logout
‘ ‘Who can use this application or access this API?
il Token ® A ts in thi tional directc ly (FileWave Traini; ly - Single tenant)
s \ccounts in this organizational directory only (FileWave Training only - Single tenant) Implicit grant and hybrid flows
i ey PDNODE Accounts in any organizational directory (Any Azure AD directory - Multitenant)
Created on Cortificates & sacrety < Y org Y {Any. gl ) Request a token directly from the authorization endpoint. If the application has a single-page
/142020 @ Expose an AP architecture (SPA) and doesn't use the authorization code flow, or if it invokes a web API via
114/ g il Help me decide... JavaScript, select both access tokens and ID tokens. For ASP.NET Core web apps and other
App roles | Preview
1272872000 » PP | web apps that use hybrid authentication, select only D tokens. Learn more.
"
132021 @ Current i Owners P . Select the tokens you would like to be issued by the authorization endpoint
= Dueto in supp i . we enabling persanal Microsoft
Access tokens (used for implicit flows)
11372021 - Rolas and administrators | Preview accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest O L P! )
_— editor. Learn more about these restrictions [ 10 tokens (used for implicit and hybrid flows)

Support + Troubleshooting Advanced settings

£ Troubleshooting

Allow public client flows

B New support request
Enable the following mobile and desktop flows:

« App collects plaintext password (Resource Owner Password Credentlal Flow) Learn more
* No keyboard (Device Code Flow) Learn morer!
S50 for domain-joined Windows (Windows Integrated Auth Flow) Learn more (7"

And then add the other two from here:

Microsoft Azure P Search resources, services, and docs (G+/) (A e
FILEWAVE TRANING &0

Home > FileWave Training > FW Beta 2

X ) FW Beta 2 | Authentication »

0 Search (Cmd-+/) « [l save X Discard | O Got feedback?

# Ovenview @ Got 2 second to give us same feeclhad? -
* & Quickstart
#’ Integration assistant Platform configurations
ature updates. Applications will need tobe Manage Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URIs, specific authentication settings, or fields specific to the platform
= Branding
Add a platform
D Authentication
Centifcates & secrets
] ~ Web Quickstart  Docsc? T
11l Token configuration
Redirect URIs
Created on Certificates & secrets {9 ATl pembsions
The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. Also referred to as
@ Expose an API reply URLS. Learn more about Redirect URIs and their restrictions(7
2/1472020 .
23 App roles | Preview >
12/28/2020 2 ttps://fi beta filewave com:443/api/auth/login via_idp_redirect T
=
11372021 © Current S Ouners https://fu betafilewave.com:443/api/authy/login_via_idp_redirect_for_native W
132021 . Bolesand sdministutors | freview httpsz//fwbeta filewave.com:443/api/auth/login. edirect for_device @
& Manifest
Add URI
Support + Troubleshooting
& Troubleshooting Front-channel logout URL
2 New support request This is where we send a request to have the application clear the user’s session data. This is required for single sign-out to
g

work correctly

eg. I v

Implicit grant and hybrid flows

Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and
doesn't use the authorization code flow, or if it invokes a web API via JavaScript, select both access tokens and 1D tokens,
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Learn more

Select the tokens you would like to be issued by the authorization endpoint
[ Access tokens (used for implicit flows)

[ 1D tokens (used for implicit and hybrid flows)

Supported account types

Who can use this application or access this API?
Make sure to hit Save at the top after you have entered all three.

Part 4: Cert & Secrets

Now we are going to go to Certificates & Secrets to provide a way for FileWave to authentication to our new application. Click on New
client secret
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Home > FileWave Training > FW Beta 2

FW Beta 2 | Certificates & secrets = X

2 Search (Cmd+/) « © Got feedback?

# Overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

& Quickstart
# Integration assistant B

Certificates
Manage

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.
= Branding

D Authentication T Upload certificate.

Certificates & secrets Thumbprint Start date Expires D

Token configuration No certificates have been added for
APl permissions

@ Expose an API

28 App roles | Preview Client secrets

. Owners A secret string that the application usgs#®@prove its identity when requesting a token. Also can be referred to as application password.

& Roles and administrators | Preview
New dlient secret
1 Manifest
Description Expires Value [}
Support + Troubleshooting
No dlient secrets have been created for this application.
& Troubleshooting

2 Newsupport request

Then we give it a descriptive name:

Microsoft Azure £ Search resources, services, and docs (G+/) tony keller@filewave.com
FLewave TRaininG &9

Home > FileWave Training > FW Beta 2

FW Beta 2 | Certificates & secrets = x

P Search (Cmds/) « O Got feedback?

& verview Add a client secret
& Quickstart Description
# Integration assistant [Fweeta2
Manage Expires
® In1year
B branding O in2years
D Authentication O Never

Certificates & secrets

| Token configuration
- API permissions
@ Expose an API
2 App roles | Preview Client secrets
. Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
& Roles and administrators | Preview

+ New client secret
@ Manifest

Description Expires Value [
Support + Troubleshooting

No dlient secrets have been created for this application.

& Troubleshooting

& New support request

And then we'll want to get a copy of the Client Secret, and this is the ONLY time you can copy it. The one we need is under the 'Value'
column.
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Home > FileWave Training > FW Beta 2

eller@filewave.com

FLEWAVETRAINING @9

FW Beta 2 | Certificates & secrets =

P Search (Cmd+/) «

B Overview

& Quickstart

# Integration assistant
Manage

& Branding

D Authentication
Certificates & secrets
Token configuration

API permissions

Expose an API

1]

App roles | Preview

Owners

Roles and administrators | Preview
1 Manifest

Support + Troubleshooting

& Troubleshooting

2 Newsupport request

© Got feedback?

) Copy the pew clentsacrt valie. You won'tba bl reteve R tar yo psform another cparation ofave i bad.

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credentia,

Certificates
Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys

T Upload certificate

Thumbprint Start date Expires [}

No certificates have been added for this application.

Client secrets

A secret string that the application Uses to prove its identity when requesting a token. Also can be referred to as application password.

1 New dlient secret

Description Expires Value D

FWBeta 2 1/13/2022 | JLYA_3L6WE1B.LX4BY-tOPS

Lastly, we get the The Client ID, you get from the overview page:

il et al)

Home > FileWave Training >

Hl FWBeta2 =

P Search Cmd+/) «

I Overview

& Quickstart

7 Integration assistant

Manage

B Branding

D Authentication
Certificates & secrets

Token configuration

2 APl permissions
& Expose an API

28 App roles | Preview
. Owners

Roles and administrators | Preview

@ Manifest
Support + Troubleshooting
& Troubleshooting

& New support request

Each of the relevant values then gets copied into the FileWave config below:

D 4272740f-4048-4412-2ef0-3b396d76aca 1 [

tonykeller@filewave.com
FLEWAVE TRAINING

Delete & Endpoints [ Preview features
A Essentials
Display name FW Beta 2
Application (client) ID : Bbb9clce-c098-4159-af83-3eb10dd5dcb4

Directory (tenant) ID  : 00487120-4139-4b67-b1db-96225198d074

Object ID 46ecbebf-ad36-495e-Bedf-dbddb60bc7 3
@ Starting June 30th, 2020 we will no longer add Aaure Active Di (ADAL) and Azure AD Graph.
upgraded to M Library (MSAL Leam more

Call APIs

Build more powerful apps with rich user and business data

from Microsoft services and your own company's data
sources,

iew API perr

Sign in users in 5 minutes
< ;I

Use our SDKs to sign in users and call APIs in a few steps

iew all quickstart guides

Supported account types  : My organization only
Redirect URIs 3 web, 05pa, 0 public dlient
Application ID URI Add an Application ID URI
Managed application in .. : FW Beta 2
p support and security updates but we will o longer pr updates. App needtobe

Documentation

Microsoft identity platform

Authentication scenarios
Authentication libraries
Code samples

Microsoft Graph
Glossary

Help and Support



Back to FileWave Admin

Settings Identity Provider “+ New Identity Provider

Identity Provider

Create new
1DP Type ClientID @

Azure AD 42727d01-4048-4412-2€10-31b39676aca
Name Client Secret

FW Beta Example

Authentication for: Domain ©

fwtraining.onmicrosoft.com

Enroliment Q Admin R
Uss this provider to enroll registered Use this provider to import registered
Devicss Admins

Login Redirect URLs

Copy URLS to your IdP settings in order to get responses
from IdP.

@ Get URLS

You'll check the checkbox for "Admin" if you want to be able to use AzureAD for login to the FileWave admin with AzureAD, and
@ 'Enrollment" if you want to use it for Apple device enrollment authentication. Note that multiple IDPs can be used for admin
login, but only one for device enrollment.

Part 5: App Permissions

Now we have to give our app permissions to read the directory so that it can pull group information into FileWave for browsing and
rights assignment.

So, we'll go to the App Permissions section and start Adding Permissions

= Microsoft Azure P search resources, services, and docs (G+/) RorvieleCilcware s
LEWAVE TRANING &

Home > FileWave Training > FW Beta 2

- FW Beta 2 | API permissions  » X

B Overview )
Configured permissions

& Quickstart
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
# integration assistant all the permissions the application needs. Learn more about permissions and consent
Manage ++ Add a permission +/ Grant admin consent for FileWave Training
& randing APl / ffinissions name Type Description Admin consent req...  Status
D Authentication ~ Microskft Graph (1)

Certificates & secrets Delegated  Sign in and read user profile
1l Token configuration
9 APl permissions To view and managd permissions and user consent, try Enterprise applications.
@ Expose an API

2 App roles | Preview
. Owners

& Roles and administrators | Preview

0 Manifest
Support + Troubleshooting

¢ Troubleshooting

B Newsupportrequest

Our permissions are going to be for Microsoft Graph



Home > FileWave Training > FW Beta 2

- FW Beta 2 | API permissions =

P Search Cmd=+/) «

H overview

O Refresh | O Got feedback?

Configured permissions

& Quickstart
Applications are authorized to call APIs when they are granted permissions by users/adrmins as part of the consent process. The st of co

' Integration assistant all the permissions the application needs. Leam more about permissions and consent

Manage } Add apermission /" Grant admin consent for FileWave Training
B Branding API/ Permissions name Type Description Admin consent ed...
2 Authentication  Microsoft Graph (1)

Certificates & secrets User Read Delegated  Sign in and read user profile -

| Token configuration
API permissions To view and manage permissions and user consent, try Enterprise applications.
Expose an AP

App roles | Preview

Owners.

Roles and adrministrators | Preview

Manifest

Support + Troubleshooting
£ Troubleshooting

R Newsupport request

We'll start with an application permission:

Request API permissions

Select an API

Microsoft APIs

Commonly used Microsoft APIs

APls my organization uses

My APIs

tonykeller@filewave.com

FLEWAVE TRAINING

Microsoft Griph

of data in Office 365,

P N
O

Lo

sty Excel, Intune, Omlnnk/Exzhzng! OneDrive, GéNets,Shar P, Planrer,ancl more through 3

Security, and Windows 10.

N A

ki servi .s‘

Allow validated users to read and wiite
protected content

I itune

Programmatic access to Intune data

[ Y—

Integrate real-time presence, secure
messaging, calling, and conference
capabilties

More Microsoft APIs
ER azure Bat
Ty Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

W Azure Data Explorer (
74 Multifactor Authentication)
Perform ad-hoe queries on terabytes of
data to buid near real-time and complex
analytics solutions

Programmatic access to much of the
functionality available through the Azure
portal

o LT —

Retrieve information about user, admin,
system, and policy actions and events
from Office 365 and Azure AD activity
logs

Iy #aure owacaaiog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

e baa Lk

Access to storage and compute for big
data analytic scenarios

2l i s ke O

Home > FileWave Training > FW Beta 2

o FW Beta 2 | API permissions =

O Search (Cmd+/) « O Refresh | O Got feedback?

# Ovenview )
Configured permissions

& Quickstart

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The lst of co

# Integration assistant al the permissions the application needs. Learn more about permissions and consent

Manage Add apermission  ~/ Grant admin consent for FileWave Training
& Branding API/ Permissions name Type Description Admin consent req.
D Authentication \ Microsoft Graph (1)

Certificates & secrets User Read Delegated  Sign in and read user profile -

Token configuration
= API permissions o view and manage permissions and user consent, try Enterprise applications.
@ Expose an API

2 App roles | Preview

2 Owners

& Roles and administrators | Preview
@ Manifest

Support + Troubleshooting

2 Troubleshooting

& New support request

Request API permissions

<Al APIs
Microsoft Graph
& httpsy/graphmicrosoft.com/ Docs (7

What type of permissions does your application require?

Delegated permissions

Your application needs to access the AP as the signed-in user

Add permissions Discard

For Group Read All AND User Read All (not shown, but you can pick two at once):

{5 oymamics 365 Business central
Programmatic access to data and

functionality in Dynamics 365 Business
Central

. Q—

Interact remotely with SharePoint data

7 { Anure Data Exgl
7, { haure Data Exglorer
Perform ad-hoc queries on terabytes of

data to build near real-time and complex
analytics solutions

e vevops

Integrate with Azure DevOps and Azure
DevOps server

tonykeller@filewave.com
A

ILEWAVE TRAINING &0

Application permissions

p
signed-in user.
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Home > FileWave Training > FW Beta 2 Request API permiSSiQnS %
- FW Beta 2 | API permissions =

£ Search (Cmds/) « @ Refresh | Got feedback?

H Overview . > EduRoster
Configured permissions

CAIl APIS
, tduAssignments

ROl Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The st of <0 EngilementManagement
o Integration assistant all the permissions the application needs. Learn more about permissions and consent
Manage + Add a permission /' Grant admin consent for FileWave Training > Eemaliem
B Branding API/ Permissions name Type Description Adminconsentrea 5
2 Authentication  Microsoft Graph (1)
Certificates & secrets UserRead Delegated  Sign in and read user profile - " Group (1)
il Token configuration Group.Create

> O Yes
Creat:
APl permissions To view and manage permissions and user consent, try Enterprise applications. feste gioupe.
GroupRead All ©
@ Expose an API

Yes
Read all groups
a8 App roles | Preview 0] CrouReadWrieal O »
es
5 Owners Read and write all groups
; Roles and administrators | Preview > GroupMember
H Manifest

> IdentityProvider
Support + Troubleshooting

& Troubleshooting > IdentityRiskevent
R Newsupport request
> IdentityRiskyUser
> IdentityUserFlow
> InformationProtectionPolicy

> Mailboxsettings

> Mail

Then we'll add more permissions, but "delegated permissions" for open id and profile as shown:

Microsoft Azure P Search resources, services, and docs (G+/) tony keller@filewave.com
ALEWAVETRANING &

Home > FileWave Training > FW Beta 2 Request API permissions «
o FW Beta 2 | API permissions =

CAll APIs
0 Search (Cmd+/) « O Refresh | Got feedback? Gv Microsoft Graph
httpsy//graph.microsoftcom/ Docs ('
H Overview

A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously. What type of permissions does your application require?
& Quickstart
Delegated permissions Application permissions
# Integration assistant Configured permissions Your application needs to access the API as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of co &
Manage all the permissions the application needs. Learn more about permissions and consent
= Branding Select permissions expand all

{ Add 2 permission ~/ Grant admin consent for FileWave Training

E
D Authentication 0 Start typing a reply url to filter these results.

API / Permissions name Type Description Admin consent req...
Certificates & secrets Permission Admin consent required
 Microsoft Graph (3)
Token configuration
Group Read All Application  Read all groups Yes "\ Openld permissions (2)
2 APl permissions
User Read Delegated  Sign in and read user profile - -
@ Expose an API O emilo 2

User Read All Application ~ Read all users'full profiles Yes Ve sersemail address

2 App roles | Preview
pp oles] [ cfinescces O
Owners Maintain access to data you have given it access to

To view and manage permissions and user consent, try Enterprise applications.

{ Roles and administrators | Preview openid © 7
Sign users in
@ Manifest
profile ©

Support + Troubleshooting View users' basic profile

& Troubleshooting AccessReview

& New support request
AdministrativeUnit
AgreementAcceptance
Agreement

Analytics

APIConnectors

Our permissions then should look like this when we have them all
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Home > FileWave Training > FW Beta 2

- FW Beta 2 | API permissions = x

£ Search (Cmds/) « O Refresh | Got feedback?

H overview

A You areediing permissiont) t yourapication users wil have o cansent even ey ve vy done 5o previously

& Quickstart

7 Integration assistant Configured permissions

Applications are authorized to call APis when they are granted permissions by users/adins s part of the consent process, The lst of configured permissions should include

Manage all the permissions the application needs. Learn more about permissions and consent
= Branding
+ Add a permission /' Grant admin consent for FileWave Training
2 Authentication
AP/ Permissions name Type Description Admin consent req... Status
Certificates & secrets
 Microsoft Graph (5)
Token configuration
Group.Read All Application Read all groups Yes A\ Not granted for FileWay_ =++
API permissions
openid Delegated  Sign users in -
Expose an API
profile Delegated  View users' basic profile -
App roles | Preview
User Read Delegated  Sign in and read user profile -
. Owners
User Read All Application Read all users' full profiles Yes A\ Not granted for FileWav_ »++

Roles and adrministrators | Preview

H Manifest
To view and manage permissions and user consent, try Enterprise applications.
Support + Troubleshooting

& Troublesho

9

R Newsupport request

And then we just need to click Grant Consent to finish with the permissions

Microsoft Azure P Search resources, services, and docs (G+/) A
FLswavETRANING. &9

Home > FileWave Training > FW Beta 2

o FW Beta 2 | API permissions % x
P Search (Cmd+/) « O Refresh | Got feedback?
# Ovenvew A You ars editing permission(s) t your application, users will have to consent even H they've alrady done so previously.
& Quickstart
# Integration assistant Configured permissions
Applications are authorized to call APIs when they are granted permissions by Users/admins as part of the consent pracess. The lst of configured permissions should include
Manage all the permissions the application needs. Learn more about permissions and consent
& Branding

t Add a permission /' Grant admin consent for FileWave Training

D Authentication
API / Permissions name Type Description Admin consent req... ~Status
Certificates & secrets

Microsoft Graph (5)

Token configuration
GroupRead All Application  Mad all groups Yes A Not granted for FleWay,_ +++

o API permissions
openid Delegated  Sign\gers in
& Expose an API

profile Delegated -
2 App roles | Preview

UserRead Delegated -
¥ Owners

UserRead All Application Yes A Not granted for FileWay, *++

Roles and administrators | Preview

M Manifest
To view and manage permissions and user consent, try Enterprise applications
Support + Troubleshooting

& Troubleshooting

& New support request

When they show as green, we are all done!



Home > FileWave Training > FW Beta

o FW Beta | APl permissions = x

£ Search (Cmds/) « @ Refresh | Got feedback?

H overview

Configured permissions

& Quidstat Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
o Integration assistant all the permissions the application needs. Learn more about permissions and consent
Manage + Add a permission  ~/ Grant admin consent for FileWave Training
B Branding API/ Permissions name Type Description Admin consent req..  Status
2 Authentication  Microsoft Graph (5)
Cortifcates & secrets GroupResd Al P ——— ves © Granted for Flewave e, +er
il Token configuration ‘openid Delegated  Sign users in - @ Granted for FileWave Tr
- API permissions profile Delegated  View users' basic profile - @ Granted for FileWave Tr_ ==+
@ Expose an API User Read Delegated  Sign in and read user profile - @ Granted for FileWave T »++
28 App roles | Preview UserReadAll Application  Read all users’ full profiles Yes @ Granted for fileWave Tr_ ==+
. Owners
Roles and administrators | Preview  To view and manage permissions and user consent,try Enterprise applications
H Manifest

Support + Troubleshooting
£ Troubleshooting

R Newsupport request

Part 6: App Registration Renewal

At some point the Certificate of the App will expire and a new certificate should be generated. The maximum you can set before expiry
is 2 years.

From the App Registration view, expired certificates may be observed

+ New registration & Endpoints /? Troubleshooting () Refresh - Download [¥3) Preview features | 27 Got feedback?
© Overview

B Preview features
@ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we will no longer

¥ Diagnose and solve problems provide feature updates. Applications will need to be upgraded to Microsoft Library (MSAL) and Learn more
Manage
Allapplications ~ Owned applications  Deleted applications
& Users —_—
2 Groups A Start typing a display name or application (client) ID to filter these r. F5 Add fiters

B External Identities
2 applications found

4. Roles and administrators

Display name * Application (client) ID. Createdon Ty Certificates & secrets.
B Administrative units
SeanApp 2/8/2022 O Expired
% Delegated admin partners
PY seanxcredapp 1172072022 -

Enterprise applications
3 Devices

App registrations

S —

For renewal, click on the Display Name of the App, followed by 'Create a new one ->'



HH SeanApp

|ﬂ Search | € 1] Delete & Endpoints  [%3] Preview features

B Overview 9 A certificate or secret has expired. Create a new one -

&4 Quickstart

#" Integration assistant ~ Essentials

Then generate a 'New client secret' similar to part 4 of this KB.
® Add a description
® Copy the secret from the 'Value' column, not the 'Secret ID'. Be sure to copy it just after creating your new secret, otherwise
it will appear obfuscated the next time you attempt to view it.

This time though, you will only need to ddit the current IdP in FileWave Anywhere:

® QOpen Settings in the FileWave Admin
® Choose Edit from the selected IdP
® Paste in the new secret value and 'Save'

| & The old, expired certificate may be deleted from within the Azure portal.

Related Content

® Adding IdP Groups for FileWave Authentication
® Configuring DEP Profiles for IDP Authentication
® Admin Login in Using an IdP Provider



https://kb.filewave.com/books/identity-provider-idp-integration/page/adding-idp-groups-for-filewave-authentication
https://kb.filewave.com/books/identity-provider-idp-integration/page/configuring-dep-profiles-for-idp-authentication
https://kb.filewave.com/books/identity-provider-idp-integration/page/admin-login-in-using-an-idp-provider

IdP Setup: Okta

What

Starting with FileWave Version 14.2.0, we can use Okta for authentication from FileWave. We must create a new application in the
Okta Portal and give FileWave access to it.

When/Why

This configuration is required if you want to use Okta for authentication during device enrollment or during login to the FileWave Web
and Native administrator consoles.

How

A Okta Admin UI
The UI may look different depending on if you are using a Trial Okta organization or the regular, non-Trial version of the Okta.

Part 1: Login to the Okta Admin Portal
Okta Admin Portal

Begin by logging in to the Okta Admin Portal with an administrator's account. (https://example-admin.okta.com/admin)

Part 2: Create an Okta Application in the Okta Admin Portal

Create an Okta Application Integration in Okta Admin Portal

Now we are going to create an Okta application for FileWave to talk to and assign some rights to it.

1. First, open the Okta Admin > Menu > Applications > Applications menu and click the Create App Integration button.

! [ufu]
%% OktG. {Q Search for people, apps and groups } @ 0o
Dashboard v
Directory v Applications
Customizations v * Create App Integration Browse App Catalog { Assign Users to App J { More v }

Applications ~
o Search

Applications

Self Service STATUS @ Okta Admin Console

API Service Integrations ACTIVE 0

INACTIVE 0 @ Okta Browser Plugin
Security v
Workflow v Okta Dashboard
Reports b @ i Okta Workflows
Client ID: OoaegaqwbkgPJjgMm697

Settings v

@ e Okta Workflows OAuth
Client ID: Ooaegaqwhs540Fj39697

2. Next, select OIDC - OpenID Connect for the Sign-in method.
1. Select Web Application for the Application Type.
2. Click the Next button.


https://kb.filewave.com/uploads/images/gallery/2024-05/JKUse0R6ozOY1SFG-screenshot-2024-05-20-at-11-26-51-am.png

Create a new app integration

Sign-in method

Learn More (2

Application type

What kind of application are you trying to integrate
with Okta?

Specifying an application type customizes your
experience and provides the best configuration,
SDK, and sample recommendations.

© 0IDC - OpenlID Connect

Token-based OAuth 2.0 authentication for Single Sign-On (SS0)
through APl endpoints. Recommended if you intend to build a
custom app integration with the Okta Sign-In Widget.

SAML 2.0
XML-based open standard for SSO. Use if the Identity Provider for
your application only supports SAML.

SWA - Secure Web Authentication
Okta-specific S50 method. Use if your application doesn't support
OIDC or SAML.

API Services
Interact with Okta APIs using the scoped OAuth 2.0 access tokens
for machine-to-machine authentication.

Web Application

Server-side applications where authentication and tokens are
handled on the server (for example, Go, Java, ASP.Net, Node.js,
PHP)

Single-Page Application

Single-page web applications that run in the browser where the

client receives tokens (for example, Javascript, Angular, React,
Vue)

Native Application

Desktop or mobile applications that run natively on a device and
redirect users to a non-HTTP callback (for example, i0S, Android,
React Native)

3. Next, configure your Application on the New Web App Integration page you've been redirected to.
1. Inputameaningful name in the App integration name field.
2. Click the Add URI button for the Sign-in redirect URIs setting.
1. Input all of your FileWave Server's redirect URIs in the Sign-in redirect URIs setting.

Login Redirect URIs for FileWave are displayed in the FileWave Web Admin Settings. (Login to Web
Admin > Select "#' [Gear/Settings Icon] in top right > Identity Provider > Setup Okta > Get URLS)

o Login Redirect URIs are unique to your server, but will look something like the following:
https://fwxserver.example.com:443/api/auth/login_via_idp_redirect

https://fwxserver.example.com:443/api/auth/login_via_idp_redirect_for_native
https://fwxserver.example.com:20443/api/auth/login_via_idp_redirect_for_device

3. Under Assignments, choose whether you want to limit access to specific groups or integrate all users in the

organization.

4. Click the Save button to create the Okta App integration.


https://kb.filewave.com/uploads/images/gallery/2024-05/gbyIB28m0eLvRWwQ-screenshot-2024-05-20-at-11-38-02-am.png

. New Web App Integration

General Settings

App integration name FileWave_Okta_lntegration

Logo (Optional) [E]

Grant type Client acting on behalf of itself

Client Credentials
Learn More (2

Core grants
@ Authorization Code
Refresh Token

Advanced v

Sign-in redirect URIs Allow wildcard * in sign-in URI redirect.

https://fe s s 1 i.-' . 3/api/auth/login_via_idp_redirect .

Learn More (3 https://i 3/api/auth/login_via_idp_redirect

https://L {api/auth/login_via_idp_redirect .

Add URI

Sign-out redirect URIs (Optional) http://localhost:8080
Add URI

Learn More (2

Trusted Origins

Base URIs (Optional)

+ Add URI

Learn More (2

Assignments

Controlled access © Allow everyone in your organization to access
Limit access to selected groups
Skip group assignment for now

5. After Saving, you'll be Redirected to the application General Settings page. Next to Client Credentials, select Edit and
check the box next to Proof Key for Code Exchange (PKCE) and Save.
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« Back to Applications

FileWave_Okta_lntegration

: [ Active v ] ‘ 8 | View Logs
General Sign On Assignments Okta APl Scopes Application Rate Limits
Client Credentials Cancel
Client ID OoaegcB849xrdkvdI K697

Public identifier for the client that is required for
all OAuth flows.

Client authentication © Client secret
Public key [ Private key

Proof Key for Code Exchange (PKCE) ﬁ' Require PKCE as additional verification

Part 3: Configure the Okta App in FileWave
Configure an Okta App in the FileWave Web Admin Console

In order for FileWave to communicate with Okta for authentication the Okta App will need to be configured with FileWave.

1. Begin by logging into the FileWave Web Admin and open the Settings button ('#'/gear icon in the header).

FileWave Admin

¢ .
1 Devices

2. Open the Identity Provider menu in the FileWave Web Admin Settings

Back to FileWave Admin
Settings Identity Provider + New Identity Provider

Identity Provider
Select Identity Provider you want to setup

o 20

Setup Okia Setup Microsoft Azure AD

1.
3. On the Identity Provider menu, click the Setup Okta button or New Identity Provider button in the top right if one has
already been configured.
1. Input a meaningful name in the Name field.
2. Copy the Okta Client ID value found in the Okta page you were redirected to and paste in the Client ID field.


https://kb.filewave.com/uploads/images/gallery/2024-05/FF3O5mVNLR1lTLRO-screenshot-2024-05-20-at-12-15-31-pm.png

FileWave_Okta_lntegration
» E

General Sign On Assignments Okta APl Scopes Application Rate Limits

View Logs

Client Credentials Edit
Slient it Doaegc849xrdkvdIK697 &

Public identifier for the client that is required for
all OAuth flows.

Client authentication ) Client secret
Public key [ Private key

Proof Key for Code Exchange (PKCE) Require PKCE as additional verification

CLIENT SECRETS

Generate new secret

Creation date Secret Status
May 20, 2024 [ e e PP SN PPO TIPSR . £
Settings « Identity Provider
User Management
Identity Provider Create new
Terms & Conditions
1DP Type Client ID @
Okta OoaegcBa9xrdkvdIK697
Name

Client Secret &
FileWave_Okta_Integration

Authentication for:
Domain @

Enrollment (sm] Admin Q ‘Your domain name

APIToken (@
Use this provider to enroll registered Devices Use this provider to import registerad Admins

@ Organization authorization server Custom authorization server
Login Redirect URLs
Copy URLS to your IDP settings in order to get responses B ot Uris
from IDP. :
Cancel Create

3. Input the Okta Client Secret value in the Client Secret field.
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FileWave_Okta_lntegration

8,

©

[ Active ¥ ] View Logs

General Sign On Assignments Okta API Scopes Application Rate Limits

Client Credentials Edit
Client ID Ooaegc849xrdkvdIK697 g
Public identifier for the client that is required for
all OAuth flows.
Client authentication ) Client secret
Public key [ Private key
Praof Key for Code Exchange (PKCE) Require PKCE as additional verification
CLIENT SECRETS

[ Generate new secret }

iad!
Creation date Secret Copied!

May 20, 2024 zfjk85LpDbY9t8oofCfwy2xo006GRBEBDEYD-uCtm1. <& E2

Status

Settings < Identity Provider

User Management
Identity Provider Create new

Terms & Conditions

10P Type Client ID ©
Okta OoaegcBA9xrdkvdlKe97
Name

Client Secret D
FileWave_Okta_Integration

Authentication for:

Domain ()
Enrollment jum) Admin Q Your domain name
AP Token ()
Use this provider to enroll registered Devices Use this provider to import registered Admins

(®) Organization authorization server

Login Redirect URLs

Copy URLS to your IDP settings in order to get responses (@ Get URLs
from IDP. ‘

API Token

1. In Okta, open the Security > API menu and open the Tokens tab.

Custom authorization server

Cancel

Create
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3% okta la \ &8

Customizations b

Applications v API

Security - Authorization Servers Trusted Origins
General

[ A Create token ‘
Healthinsight —eee/

Authenticators
[ H Find token ‘ Searchby | Last

Authentication Policies

Token types ©  Token name Created Expires Last used

Global Session Policy Al 0

Profile Enroliment Health check

Suspici tok 0
Identity Providers uspicious tokens

Delegated Authentication

Nothing to show

Networks .
We couldn't find any tokens

Device Assurance
Policies

Device Integrations

Administrators

API

Workflow ~
© 2024 Okta, Inc. Privacy Status site OK14 US Cell Version 2024.05.0 E Do

P - Dliimin Candhanl

2. Click the Create Token button in the Tokens tab.

3. Input a meaningful name in the API token's Name field.

4. Click the Create Token button in the Create Token dialog and copy the API token and store it in a secure location. (Okta API tokens are only
displayed to be copied once, make sure to store this token somewhere secure for use in the future.)

Create token

Token created successfully!

Please make a note of this token as it will be the only
time that you will be able to view it. After this, it will be

stored as a hash for your protection.

Token Value

007XemtReA_QHd-ygrVgcB8EK-KaUW7oHhNbgBHjiK

5. Copy and Paste the Token Value into the API Token field in the FileWave Admin Settings.
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Settings & Identity Provider
User Management
Identity Provider Create new
Terms & Conditions
1DP Type
Okta
Name

FileWave_Okta_Integration

Authentication for:
Enrollment =) Admin R

Use this provider to enroll registered Devices Use this provider to import registered Admins

Login Redirect URLS

Copy URLS to your IDP settings in order to get responses @ GetURLs
from IDP.

Okta Domain

Client ID @

Ocaege849xrdkvdlK697

Client Secret O

Domain ©

Your domain name

APIToken

(®) Organization authorization server

Custom authorizatien server

Cancel Create

1. Open the Okta Admin > Menu > Applications > Okta App > General tab and copy the Domain value to a secure location.

(*This is an older screenshot, the current trial Okta account that I am using at the time of this KB's creation doesn't have a domain)

Applications

My Apps @

@ /| okta_app_1

Active v |B,‘ View Logs

Client Credentials

Client ID Qoabelkaé

Client secret

General Settings

Ready to code

Okta domain 7 ckta.com

Application name okta_app_1

Application type Web

AUICHED FEILUTES Cllent acting on behalf of Itself

Client Credentials
Client acting on behalf of a user
/| Autherization Code
Refresh Token

mplicit (Hybrid)

& Download sample app

o Develaper's guide (3

2. Input the Okta Domain in the Domain field. The value in FileWave should not be saved with the "https://" portion.
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Settings < Identity Provider
User Management
Identity Provider Create new
Terms & Conditions
1DP Type
Okta

N

A

L

Copy URLS to your IDP settings in order to get responses

jame

Filewave_Okta_Integration

uthentication for:

Enrollment

Use this provider to enroll registered Devices

ogin Redirect URLs

from IDP.

Admin R

Use this provider to import registered Admins

(@ Get URLs

Client 10

Oocaegc849xrdkvdlK697

Client Secret

Domain (@

filewave.com

APLToken

@ organization autherization server Custom autherization server

Part 4: Configuring and Authenticating with Okta Users

Configure an Okta Identity Provider for Authentication

An Okta App will need to be configured in the FileWave Identity Provider settings for use with FileWave Device enrollment and/or

FileWave Admin authent

Eal e

authentication.

ication.

Begin by logging into the FileWave Web Admin and open the Settings button (gear icon in the header).

Click the Edit button on the Okta App card that will be used for authentication.

Check the Enrollment checkbox if you want to use this Okta App authentication for FileWave Device enrollment.
Check the Admin checkbox if you want to use this Okta App for FileWave Central and FileWave Anywhere console

i Only one Identity Provider App instance (Okta, Azure AD, etc.) can be configured with the Admin authentication for each type of Identity Provider.

i Only one Identity Provider can be configured for FileWave Device Enrollment authentication.

Settings

Identity Provider

Identity Provider

Edit Identity Provider

IDP Type Client 1D @
Ooabe ka6
Name Client Secret (D
Okta Test
for: APl Token (D
Enroliment I Admin R
Domain (&
Use this provider to enroll registered Use this provider to import registered f okta.com
Devices Admins
(®) Organization authorization server Custom authorization server
Login Redirect URLs
Copy URLS to your |dP settings in order to get responses # Get URLs

from IdP.

Cancel Remove Save

5. Click the Save button on the Okta App to confirm any authentication changes.


https://kb.filewave.com/uploads/images/gallery/2024-05/F54r954Tk5bwSjcy-screenshot-2024-05-20-at-12-39-15-pm.png

Configure FileWave Admin IdP Groups

e FileWave Admin IDP Groups will need to be created in order to use the Okta App for authentication with the FileWave Native
or Web Admin console.

e See: Adding IdP Groups for FileWave Authentication

Authenticate with Okta during FileWave Device Enrollment

® Once the Enrollment checkbox is set for an IDP configuration then the Okta App can be used for authentication during
FileWave Device enrollment.

e See: Configuring DEP Profiles for IDP Authentication

Login with Okta for FileWave Native or Web Admin Console

® Once FileWave Admin IDP Groups are created for an Okta App the Login with Okta option can be used with the FileWave
Native or Web Admin console for authentication.

® See: Admin Login in Using an IdP Provider

(= @8 CosctioSewr |
‘ FileWave Admin
1424
Flamaserer @ B Log

Address: w.bata filewmie com

Port: 20016 -

L Azurea,
Administrater 5
Hame:  TerwK
Ve pas bog wealy. Lol kg
Password: ||

Logn via IDR Duit Connect

Related Content

® TdP Setup: Azure AD

Adding IdP Groups for FileWave Authentication
Adding IdP Groups for FileWave Authentication
® Admin Login in Using an IdP Provider


https://kb.filewave.com/books/identity-provider-idp-integration/page/adding-idp-groups-for-filewave-authentication
https://kb.filewave.com/books/identity-provider-idp-integration/page/configuring-dep-profiles-for-idp-authentication
https://kb.filewave.com/books/identity-provider-idp-integration/page/admin-login-in-using-an-idp-provider
https://kb.filewave.com/books/identity-provider-idp-integration/page/idp-setup-microsoft-entra-id-azure
https://kb.filewave.com/books/identity-provider-idp-integration/page/adding-idp-groups-for-filewave-authentication
https://kb.filewave.com/books/identity-provider-idp-integration/page/adding-idp-groups-for-filewave-authentication
https://kb.filewave.com/books/identity-provider-idp-integration/page/admin-login-in-using-an-idp-provider

IdP Setup: Google

What

Before we can use Google for authentication from FileWave, we must configure Google Workspace and give FileWave access to it. The
whole purpose of this configuration is to give FileWave permissions to talk to your Google environment.

When/Why

This configuration is required if you want to use Google for authentication during device enrollment or during login to the FileWave
Web and Native administrator consoles.

How

The configuration for access is all driven through Google Workspace.

Introduction

Setting up Google as IdP in Filewave means that we want to support users to log in with their Google account. We also want to allow
Filewave services to query Google Workspace account users and groups.

In order to use Google as IdP and configure it inside Filewave, one has to obtain the following credentials from Google.

Client ID

Client secret

Service key (JSON file)
Service account

The process on how to obtain these is described below.

To complete the steps below, one has to be logged in to a Google account and be a super administrator of the Google Workspace domain (more info

Required Items

® Google Domain

o Admin rights within the Google Domain

o Pre-existing Google Organizational Unit structure (RECOMMENDED)
® Running FileWave Server

o GCM Setup - Google Cloud Messaging (GCM/Firebase) Setup

o FileWave HTTPS Root Trusted Certificate setup.

@' NOTE: CANNOT be IP Address or self-signed cert. Must be FQDN - Instructions Linked Here

Domain verification

Google's API access to user's data may need to be reviewed and verified once setup is complete. For information please
review, Google's OAuth API verification documentation.

Client ID and client secret (Google)

Below is an excerpt on how to obtain a Client ID and client secret. For a more detailed tutorial and additional information, check the

documentation.

Step Example screenshot

(Step 1) - Navigate to https://console.cloud.google.com/apis/credentials /

(Step 2) - Click on "Create credentials" = Google Cloud Platform g Fw JoshLab v Q  Search products and resources
API APIs & Services Credentials + CREATE CREDENTIALS W DELETE

(Step 3) - Choose "OAuth client ID"


https://developers.google.com/identity/protocols/oauth2/service-account
https://kb.filewave.com/books/evaluation-guide/page/chromebook-client-pre-requisites
https://support.google.com/cloud/answer/9110914
https://developers.google.com/identity/protocols/oauth2#1.-obtain-oauth-2.0-credentials-from-the-dynamic_data.setvar.console_name-.
https://console.cloud.google.com/apis/credentials
https://kb.filewave.com/books/certificates/page/root-trusted-ssl-certificate-using-and-renewing

4+ CREATE CREDENTIALS W DELETE

API key
Identifies your project using a simple API key:«o check quota and access

OAuth client ID
Requests user consent so your app can access the user's data

Service account
Enables server-to-server, app-level authentication using robot accounts

Help me choose
Asks a few questions to help you decide which type of credential to use

Step 4) - In the next screen, choose "Web application" .
(Step 4) P & Create OAuth client ID

A client ID is used to identify a single app to Google's OAuth servers. If your app runs on
multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more
information. Learn more about OAuth client types.

ion type *
[. Web application J

Android

Chrome app

i0S

TVs and Limited Input devices
Desktop app

Universal Windows Platform (UWP)

(Step 5) - In the configuration screen we need to name our OAuth client name

and input correct Authorized redirect URIs. Authorized redirect URIs @
NOTE
Please replace "filewave.server.com" with the correct URL of your server For use with requests from a web server
instance.
URIs 1*
[ https://filewave.server.com:443/api/auth/login_via_idp_redirect ]
URL 1:

https://filewave.server.com:443/api/auth/login_via
_idp_redirect
URL 2:

URIs 2 *
{https://ﬁlewave.server.com:443/api/auth/login_via_idp_redirect_for_native ]

URIs 3 *
{ https://filewave.server.com:20443/auth/login_via_idp_redirect_for_device ]

https://filewave.server.com:443/api/auth/login_via
_idp_redirect_for_native
URL 3:

=+ ADD URI

https://filewave.server.com:20443/auth/login_via_i
dp_redirect_for_device

(Step 6) - Click CREATE, and your Client ID and Client secret will be
generated. Please save them for later, as they are needed when configuring .
the FileWave server later on. OAuth client created

Please note the message in grey about the OAuth access being restricted.
You may also see a different message indicating that the consent screen _ o
needs to be verified. Click on the link in that grey text and ensure that the The client ID and secret can always be accessed from Credentials in APls &
publishing status is In Production and that the User Type is External. Services

OAuth access is restricted to users within your organization
unless the OAuth consent screen is published and verified

Your Client ID
181758625406-88bc6io4m8Bkk77132fjojqqbuBa2ptl. apps.gc [a]

Your Client Secret
pecchHEFvpTSZU-9w-9SHSub a]

0K

Creating a service account (Google)

To support server-to-server interactions, first create a service account for your project in the API Console. - Google documentation

Step Example screenshot

(Step 7) - Navigate to https://console.cloud.google.com/apis/credentials /


http://filewave.server.com/
https://kb.filewave.com/uploads/images/gallery/2025-01/okeU78fei6znnCBw-image.png
https://developers.google.com/identity/protocols/oauth2/service-account
https://console.cloud.google.com/apis/credentials

(Step 8) - Click on "Create credentials"

(Step 9) - Choose "Service account"

(Step 10) - Input required details and click "DONE".
NOTE
Skip optional steps 2 and 3, we will take care of it later.

(Step 11) - Newly created service account should now be visible in the list of
service accounts. (it might take few minutes)

(Step 12) - To create a service key under a newly created service account,
click on the service account name (step above), select the 'KEYS' tab, and
click on "Add key".

(Step 13) - Click on "Create new key", select JSON type and click "Create".

Google Cloud Platform 2 FW JoshLab v Q  Search products and resources

API APIs & Services Credentials + CREATE CREDENTIALS W DELETE

4 CREATE CREDENTIALS @ DELETE

APl key

Identifies your project using a simple APl key to check quota and access

OAuth client ID
Requests user consent so your app can 2scess the user's data

Service account
Enables server-to-server, app-level authentication using robot accounts

Help me choose
Asks a few questions to help you decide which type of credential to use

@ Service account details
Service account name
FileWave Service Account

Display name for this service account

Service account ID

filewave-service-account  @sacred-truck-322818.iam.gserviceace ¥ C

Service account description
Used for IdP

Describe what this service account will do

CREATE AND CONTINUE

Grant this service account access to project
(optional)
I
© Grant users access to this service account (optional)

(o JE

Service Accounts Manage service accounts
0O Email Name 4 Actions.
o com FileWave Service Account V|

< FileWave Service Account
DETAILS PERMISSIONS KEYS METRICS LOGS
Keys

Service account keys could pose a security risk if compromised. We recommend you avoid
downloading service account keys and instead use the Workload Identity Federation . You can
learn more about the best way to authenticate service accounts on Google Cloud here .

Add a new key pair or upload a public key certificate from an existing key pair.

Block service account key creation using organization policies.
Learn more about setting organization policies for service accounts

ADD KEY ~

Create new key

Key creation date Key expiration date

Upload existing key



Create private key for "FileWave Service Account"

Downloads a file that contains the private key. Store the file securely because this key

can't be recovered if lost.

Key type
@ JSON

Recommended

O P12

For backward compatibility with code using the P12 format

(Step 14) - Service key is now downloading to your computer. Save it, as it's
needed in further configuration. Private key saved to your computer

CANCEL CREATE

A heroic-bird-319614-0f8469389cb,son allows access to your cloud resources, so store it securely. Learn more

Configure Domain-Wide Delegation

CLOSE

If you want to access user data for users in your Google Workspace account, then delegate domain-wide access to the service

account. - Google documentation

Step Screenshot
(Step 15) - Navigate to https://console.cloud.google.com/apis/credentials Service Accounts

O emai

o m
(Step 16) - Open newly created service account details, by clicking on the & Google IdP FileWave SA

service account name. Click SHOW ADVANCED SETTINGS.

Save Client ID as it will be used later on..
DETAILS PERMISSIONS KEYS

DISABLE SERVICE ACCOUNT

Domain-wide Delegation

A

Name 1 Actions
FileWave Service Account V]
METRICS LOGS

Granting this service account access to your organization's data via

domain-wide delegation should be used with caution. It can be reversed
by disabling or deleting the service account or by removing access

through the Google Workspace admin console.

LEARN MORE

Client ID: 117559529756456631843 10}

VIEW GOOGLE WORKSPACE ADMIN CONSOLE (2

© Developers can register their web applications and other AP clients with Google to enable access to data in Google

registered clients to access your user data without your users having to individually give consent or their password:

(Step 17) - Navigate o Security > API Controls > Domain-wide Delegation
to https://admin.google.com/ac/owl/domainwidedelegation

o=

=0

&

o API clients Addnew  Download client info

@ =+ Addafilter

ih Name Client ID Scopes

(Step 18) - Click on "Add New" to create a new domain delegation.
NOTE
You will need super administrator permissions for this step.


https://developers.google.com/identity/protocols/oauth2/service-account
https://console.cloud.google.com/apis/credentials
https://admin.google.com/ac/owl/domainwidedelegation

(Step 19) - In the Client ID, put in the Client ID from step 16. In the OAuth
scopes, put in the following.
https://www.googleapis.com/auth/admin.directory.user.readonly,
https://www.googleapis.com/auth/admin.directory.group.readonly

Click "Authorize".

Service account and permissions

Step

(Step 20) - The next to last piece is setting up a service account. A service
account is a user, that is going to be used in order to access resources.
In order to add a user to a service account, navigate

to https://console.cloud.google.com/apis/credentials and then click the
service account you created, click on the Permissions tab, and add a user
you'd like to use for accessing Google Workspace resources.

NOTE

Make sure the user has at least read access to the User and Group resource.

The selected user's email becomes your service account token.

Add a new client ID

Client ID

[ overwrite existing client ID @

CANCEL  AUTHORIZE

Add a new client ID

Client ID
111933499149382387933
D Overwrite existing client ID (2]

OAut s (comma-delimited) X

https://www.googleapis.com/auth/admin.directory.|

OAuth scopes (comma-delimited) X

https://www.googleapis.com/auth/admin.directory.:

CANCEL AUTHORIZE
Screenshot
< FileWave Service Account

DETAILS PERMISSIONS KEYS METRICS LOGS

Resources this service account can access
You can create a policy report for this service account to view a summary of all

resources this service account has access to.

VIEW ACCESS 2

Principals with access to this service account

You can allow specific users to have ownership and access to service accounts and their
settings. Users with the Owner or Editor basic role on the project can already modify
service accounts, but you might want to restrict access for some users so that they can
take only specific actions against service account resources. Learn how to grant users
access to service accounts

+2 GRANT ACCESS

View By: JRERINCIEEISY  ROLES [ Include Google-provided role grants @

T Filter Enter property name or value (2] m
Type Principal 4+ Name Role Inheritance
o fw-josh-lab@sacred-truck- FW Josh Owner 8 FWJoshlab
322818.iam.gserviceaccount.com Lab
3 josh.levitsky@fwx.io Josh Owner 8 FWJoshlab
Levitsky

Example "josh.levitsky@fwx.io"

Configure Filewave server to use Google as IdP (Filewave)

Step

(Step 21) - The last piece of the puzzle is setting up Filewave to talk to
Google. Navigate to https://filewave.server.com replacing the address with
your FileWave server. Login as fwadmin to be sure you will have proper
permissions to make the next changes.

Click on the Settings gear icon at the top of the page.

(Step 22) - Edit the Terms & Conditions to have appropriate text for your
organization. This text is displayed when using an IdP to enroll devices.

Screenshot

’:/ Model Number: 322 ¢ @ for Devices


https://console.cloud.google.com/apis/credentials
http://dev.fwx.io/
https://filewave.server.com/

Back to FileWave Admin

Settings Terms & Conditions

User Management
Title

Identity Provider

Terms & Conditions

“ontent

(Step 23) - Click Setup Google or if you already have another IdP setup then
click New Identity Provider on the top right because this screen will look
different. Settings Identity Provider - Newdentity Provider

User Management

Select Identity Provider you want to setup

o =

Setup Okta Setup Microsoft Azure AD

Identity Provider

Terms & Conditions

G

Setup Google

(Step 24) - This is where everything comes together.

. A A Create new
The Name is whatever you want to call this connection.
Select if you want to use this for enrollment or for adding administrators or
both 1DP Type ClientID @
Google 414067623700-17e68e4h3g82bimialncdabed 2200
Name ®
. . Client Secret
Enrollment here if selected will be to prompt a user on macOS or FWW Google I
i0S/iPadOS to enter credentials so that you know who hasthe | e
n deV|Ce. Authentication for: Bomsaln (D
) ) . ) . " fux. )
Admin here is to allow you to have technicians login to FileWave Enroliment = Adinin R o '
Central or Anywhere using the IdP. Service Account
Use this provider to Use this provider to
enroll registered Devices import registered josh.levitsky@fwx.io Nl
Admins
Insert the Client ID and Secret that you saved from step 6. (Not the Client ID service key®

from later on)
The Domain is your domain.

Login Redirect URLs "auth_provider_x509_cert_ul

. . . Copy URLS to your IdP settings in p— "https://www.googleapis.com/oauth2/v/certs",
The Service Account was the user you granted access to the project in step arder to gat responses rom P, () GetURLs "client_x509 cert_url":
20. “hitps:/jww i robot/v, /
The Service Key is the contents of the JSON file you downloaded in step 14. X509/filewave-service-account%40sacred-truck-

322818.iam.gserviceaccount.com"

} & @

Click Create once you have entered all of this information.

Enable Admin SDK API for your Firebase Project(Only needed if you
haven't already setup Chromebooks in Filewave)

Step Screenshot

(Step 25) - Now we need to enable the Admin SDK API for your project.
Navigate

to https://console.developers.google.com/apis/api/admin.googleapis.com/ov

erview?project=<project-number>

Fillin <project-number> is from Firebase/Project settings/General/Project
number

If you are unsure what this is you can find it via logging

into http://console.firebase.google.com/ > click your Firebase Project > Click
the gear icon at the top left to the right of "Project Overview" > Project
Settings


https://console.developers.google.com/apis/api/admin.googleapis.com/overview?project=
http://console.firebase.google.com/

h Firebase FileWave Training

Project settings
Users and permissions

Usage and billing

Release & Monitor

Analytics

Engage

(Step 26) Copy the Project number and add that to the link. )
E.G https://console.developers.google.com/apis/api/admin.googleapis.com/ Your project
overview?project=600195963358

Project name FileWave Training /‘
Project ID (D) filewave-training-45325
Project number (3 600195963358

Default GCP resource location (3  nam5 (us-central)

Parent org/folder in GCP (® E filewave.com

(Step 27) Click the Enable button

Admin SDK API

Google Enterprise API

Admin SDK lets administrators of enterprise domains to view and manage
resources like user,

w TRY THIS API (2

Configure Filewave to allow Admins to use Google as IdP (Filewave)

Step Screenshot

(Step 28) - Now that you have configured FileWave to talk to Google for
Admin you need to go into the Native Admin to enable admins to actually log
in and set their permissions.

Launch the Native Admin and go to Assistants = Manage Administrators.

(Step 29) - Click the + on the lower-left corner and pick IdP Group Account.
On this screen, it is important to clarify that you are not defining a user here
but a group of users. The Login Name is misleading here, and should be m
thought of as the name of the group of users so you might put something o o
like Google - Desktop Techs and then for Identity Provider make sure your

Google connection is selected that you set up in the prior steps. For Group

click the Browse button and select the group that includes all of the users o
who will have access. If you will give all of your users the same level of

permissions then you can use one group for all of your FileWave admins, but

if you will use different levels of access then make an IdP Group Account on

this window to define each of your groups of FileWave admins. In the image,

you see a single entry for Google which might be appropriate if all of the

FileWave admins are in a single group on the Google side.

Group: Group? Bromse

Manage VPP Tokens | Check LOAP/IP userpermissons...  LDAPIDP user application okens concel ok

If everything was done correctly then your Web Admin login should look like
the image shown. Click to Login with Google and try to log in. If you can not
log in then the user may not be in a group that was given access in step 20 so
go and check on the Google side to be sure. If the user can log in but can not
perform tasks then ensure they are in the right group, and that you have
configured the Permissions tab seen on step 20 to be sure they have the right
permissions granted.


https://console.developers.google.com/apis/api/admin.googleapis.com/overview?project=

ﬁlewa@

Login
G Login with Google

or

You can login locally. Local login

© 2021, FileWave International Inc., 14.6.0-fde16a2b11

Troubleshooting

If you try to login on via a browser, and get the error: "login-idp?Error=HTTPError" and "Error Authorization via IDP not carried out." or
in the Django log you see [ERROR] 2023-08-29 09:23:42,063 (views): Authentication through IDP failed. Exception:
(HTTPError) 403 Client Error: Forbidden for url: https://www.googleapis.com/oauth2/v3/certs thenyou may wantto

review FileWave Server should not have IPv6 enabled.

If you receive a generic error when attempting to iDP login, "iDP Authorization Failed", you may need to enable the Admin SDK
API(steps 25-27 of guide) for the project by visiting the following sample URL (replace <project_ID> with your project ID) and clicking
"Enable":

https://console.developers.google.com/apis/api/admin.googleapis.com/overview?project=<project_ID>

If you have access to the Django log for the server, it will give you the full details and direct link, so you can copy/paste/enable:
cat /usr/local/filewave/log/filewave_django.log

Sample Error:

"googleapiclient.errors.HttpError: <HttpError 403 when requesting https://admin.googleapis.com/admin/directory/vl/groups?
domain=<domain>&alt=json returned "Admin SDK API has not been used in project <project ID> before or it is disabled. Enable it by
visiting then retry. If you
enabled this API recently, wait a few minutes for the action to propagate to our systems and retry.". Details: "[{'message': 'Admin SDK
API has not been used in project <project_ID> before or it is disabled. Enable it by visiting
https://console.developers.google.com/apis/api/admin.googleapis.com/overview?project=<project_ID> then retry. If you enabled
this API recently, wait a few minutes for the action to propagate to our systems and retry.', 'domain': 'usageLimits', 'reason':
'accessNotConfigured', 'extendedHelp': 'https://console.developers.google.com'}]">"

Related Content

e Adding IdP Groups for FileWave Authentication
e Configuring DEP Profiles for IDP Authentication

® Admin Login in Using an IdP Provider



https://kb.filewave.com/books/filewave-server/page/filewave-server-should-not-have-ipv6-enabled
https://kb.filewave.com/books/identity-provider-idp-integration/page/adding-idp-groups-for-filewave-authentication
https://kb.filewave.com/books/identity-provider-idp-integration/page/configuring-dep-profiles-for-idp-authentication
https://kb.filewave.com/books/identity-provider-idp-integration/page/admin-login-in-using-an-idp-provider

IdP Setup: Keycloak

What

Before we can use Keycloak for authentication from FileWave, we must configure Keycloak and give FileWave access to it. The whole
purpose of this configuration is to give FileWave permissions to talk to your Keycloak environment.

When/Why

This configuration is required if you want to use Keycloak for authentication during device enrollment or during login to the FileWave
Anywhere and Central administrator consoles.

How

Setting up Keycloak as IdP in Filewave means that we want to support users to log in with their Keycloak account. We also want to
allow Filewave services to query Keycloak account users and groups.

In order to use Keycloak as IdP and configure it inside Filewave, one has to obtain the following credentials from Keycloak.

Client ID

Client Secret

Realm URL

Realm admin APT URL

The process on how to obtain these is described below.

To complete the steps below, one has to be logged in to a Keycloak instance and be an administrator of the instance to complete all aspects of setting up
Keycloak.

Required Items

e Keycloak instance

o Admin rights within the instance

o Users and Groups which you will want to use to grant access to FileWave Central or Anywhere
® Running FileWave v15.5+ Server

o FileWave HTTPS Root Trusted Certificate setup.

& NOTE: The FileWave Server CANNOT use only the IP Address or self-signed cert. Must use a FQDN - Instructions Linked Here

Configuring Keycloak

To begin you must have a Keycloak instance setup and have a Realm that you will be using with FileWave. If you already use Keycloak
then this will be the case. A Realm is a container that will store all of your Keycloak things for an organization like Users, Groups and
SSO Clients.

The steps to create a Realm, Users, and Groups is more of a Keycloak function than a FileWave one. The steps outlined here
will work as long as you are already using Keycloak.

Creating a Client App in Keycloak

Select “Clients” in left menu bar and select “Create client” button

e Client type should be "OpenID Connect"

Input Client ID in the “Client ID” label like "filewave" for example

e Name and Description can be blank or it is recommended to put something so you will remember why you created this like
"FileWave Server" and some information about the server.

e Click "Next" to continue


https://kb.filewave.com/books/certificates/page/root-trusted-ssl-certificate-using-and-renewing
https://kb.filewave.com/books/certificates/page/root-trusted-ssl-certificate-using-and-renewing

Create client

Clients are applications and services that can request authentication of a user.

Client type ® OpenlD Connect

Capability config
ClientID * ® support-filewave

Login settings

Name (®

Description & Josh Levitsky lab

Always display in Ul 3

On the Capability config page:

® Turn on “Client authentication” and "Authorization"
® For Authentication flow check “Standard flow and Service accounts roles”

> Create client

Create client

Clients are applications and services that can request authentication of a user.

1 General settings Client authentication

®

Authorization 3 On
3 Login settings

Authentication flow Standard flow ® Direct access grants ®
Implicit flow @ t (©)
OAuth 2.0 Device Authorization Grant @

] OIDC CIBA Grant ®

In this next step you are going to login to FileWave Anywhere and get the URLs needed for this page. Open a new browser tab and go
to https://filewave.your_filewave_server.com replacing the host in the URL with your FileWave Server. This step is fairly quick and
easy. Click the gear icon on the top right of Anywhere and then click "Setup Keycloak"



https://kb.filewave.com/uploads/images/gallery/2024-10/3ZoLatGGKGXsmK6O-image.png
https://kb.filewave.com/uploads/images/gallery/2024-10/nEs9hv0F5XKQaHsi-image.png

Settings Identity Provider

User Management
Identity Provider Select Identity Provider you want to setup

Terms & Conditions

Setup Okta Setup Microsoft Azure AD Setup Google Setup Keycloak

On the next page click "Get URLs" and get the 3 URLs which will look like the following but be for your FileWave instance:

https://support2.filewave.net:443/api/auth/login_via_idp_redirect
https://support2.filewave.net:443/api/auth/login_via_idp_redirect_for_native
https://support2.filewave.net:20443/api/auth/login_via_idp_redirect_for_device

Now return to your Keycloak tab of your browser and continue:
On the Login settings page:

® Add Valid redirect URLs in “Valid redirect URLs” one at a time clicking the + button to add the next one and pasting in each
of the 3 URLs you obtained from FileWave Anywhere.
® Click the “Save” button

> Create client

Create client

Clients are applications and services that can request authentication of a user.

1 General settings RootURL (3
Capability config
Home URL &
Valid redirect URIs & https://support2 filewave.net:443/api/auth/login_via_idp_redirect

https://support2 filewave.net:443/api/auth/logi redirect_for_native

https://support2 filewave.net:443/api/auth/login_via_idp_redirect_for_device

Valid post logout
redirect URIs ®

Web origins

At this stage you should be looking at the details for the Client you just created in Keycloak but if it isn't you can:

e Select “Clients” in left menu bar
e Select the client you created.

Now on the details for the Client you created click “Service account roles” tab on the top of the details page.

® Use the "Assign Role" button to assign a few needed Roles. Assign these roles to the client using the search box to find
them:
o query-groups
© query-users
O view-users
o view-events
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> Client details

Support—ﬁleane OpenlD Connect Enabled @ Action v

Clients are applications and services that can request authentication of a user.
Settings Keys Credentials Roles Client scopes Authorization Service accounts roles Sessions Advanced
To manage detail and group mappings, click on the username

Q, Search by name > Hide inherited roles | agsign role

Name Inherited Description
default-roles-support False ${role_default-roles}
realm-management = view-events False ${role_view-events}
realm-management = query-groups False ${role_query-groups}
realm-management  query-users False ${role_query-users}
realm-management  view-users False ${role_view-users}

support-filewave . uma_protection False -

Obtaining the client ID and client secret

At this stage you should be looking at the details for the Client you just created in Keycloak but if it isn't you can:

® Select “Clients” in left menu bar
® Select the client you created.

Now on the details for the Client you created click “Settings” tab on the top of the details page.

e Note the “Client ID”

> Client details

support-filewave OpenlD Connect

Clients are applications and services that can request authentication of a user.

Settings Keys Credentials Roles Client scopes Authorization Service accounts roles Sessions Advanced

General settings

ClientID * ® support-filewave

Now on the details for the Client you created click “Credentials” tab on the top of the details page.

e Note the “Client Secret”

> Client details

support-filewave OpeniD Connect

Clients are applications and services that can request authentication of a user.

Settings Keys Credentials Roles Client scopes Authorization Service accounts roles Sessions Advanced

Client Authenticator Client Id and Secret
€]

Client Secret sescccsscssscsccssccsccsscse

In this next step you are going to login to FileWave Anywhere again. Go back to the tab where you went to
https://filewave.your_filewave_server.com replacing the host in the URL with your FileWave Server. If your prior session timed out
then once logged in just click the gear icon on the top right of Anywhere and then click "Setup Keycloak" Otherwise you will be back on
the setup page where you were before.
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Here you will enter the "Client ID" and "Client Secret" that you copied from Keycloak. You'll want to put something in the "Name" field
like which Keycloak you are pointing at if you have multiple in your organzation. You'll want to select "Enrollment" and or "Admin" for
how you want to use the IdP.

Enrollment here if selected will be to prompt a user on macOS or i0S/iPadOS to enter credentials so that you know who has
o the device.

Admin here is to allow you to have technicians login to FileWave Central or Anywhere using the IdP.

For the "Realm URL" and "Realm admin API URL" these will be for your Keycloak instance for your Realm you are using. In the image
you'll see Realm URL = https://keycloak.mycompany.com/realms/Support and Realm admin API URL =
https://keycloak.mycompany.com/admin/realms/Support where the Realm name was Support.

& Identity Provider
Edit Identity Provider

IDP Type Client ID®
Keycloak support-filewave

Name
Client Secret®
FileWave QA Keycloak

Authentication for:
Realm URL®

Enrolment (] emi fol https://keycloak: /realms/Support

Realm admin API URL
Use this provider to enroll registered Devices Use this provider to import registered Admins

https://keycloak.| 1 /admin/realms/Support

Login Redirect URLs

Copy URLs to your IDP settings in order to get responses Get URLs
from IDP.

Cancel Remove Save

After clicking Create you should see the following if it was able to successfully reach Keycloak.

Identity Provider

Keycloak

FileWave QA Keycloak &= R

IDP type Login Redirect URLs

Keycloak Get URLS

Client ID Realm URL

support-filewave https://keycloak.
/realms/Support

Configure Keycloak Realm Settings
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In Keycloak go to Realm settings for the Realm you are configuring and configure the Events -> Admin events settings as follows;

® Saveevents: ON
e TInclude representation: ON
® Expiration: 7 days

IIAKEYCLO

Support

Support
Realm settings are settings that control the options for users, applications, roles, and groups in the current real
Manage

General Login Email Themes Keys Events Localization Security defenses

Clients Event listeners User events settings Admin events settings 3

Client scopes
Save events (3) On
Realm roles

Include representation On

(6]

Users
Groups
Expiration (3

Sessions

Events

Configure

Realm settings X
Clear admin events ()
Authentication

Identity providers

User federation

Configure Filewave to allow Admins to use Keycloak as IdP (Filewave)

Step Screenshot

Now that you have configured FileWave to talk to Keycloak for Admin you
need to go into the Native Admin to enable admins to actually log in and set
their permissions.

Launch the Native Admin and go to Assistants - Manage Administrators.

(Step 29) - Click the + on the lower-left corner and pick IdP Group Account.
On this screen, it is important to clarify that you are not defining a user here
but a group of users. The Login Name is misleading here, and should be
thought of as the name of the group of users so you might put something
like Keycloak - Desktop Techs and then for Identity Provider make sure your
Keycloak connection is selected that you set up in the prior steps. For Group
click the Browse button and select the group that includes all of the users
who will have access.

If you will give all of your users the same level of permissions then you can
use one group for all of your FileWave admins, but if you will use different
levels of access then make an IdP Group Account on this window to define
each of your groups of FileWave admins. In the image, you see a single entry
for Keycloak which might be appropriate if all of the FileWave admins are in a
single group on the Keycloak side.

If everything was done correctly then your Web Admin login should look like
the image shown. Click to Login with Keycloak and try to log in. If you can not
log in then the user may not be in a group that was given access to the
Keycloak Client in Keycloak so go and check on the Keycloak side to be sure.
If the user can log in but can not perform tasks then ensure they are in the
right group, and that you have configured the Permissions tab in FileWave
Central to be sure they have the right permissions granted.
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ﬁlewa@

Login

Login with Keycloak

or

You can login locally. Locallogin

© 2024, FileWave AG, 15.5.0-0845fc57

Troubleshooting

If you try to login on via a browser, and gets the error: "login-idp?Error=HTTPError" and "Error Authorization via IDP not carried out."
or in the Django log you see [ERROR] 2023-08-29 09:23:42,063 (views): Authentication through IDP failed. Exception:

(HTTPError) 403 Client Error: Forbidden for url: thenyou may want to review FileWave Server should not have IPv6 enabled.

Related Content

e Adding IdP Groups for FileWave Authentication
e Configuring DEP Profiles for IDP Authentication
® Admin Login in Using an IdP Provider
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Adding IdP Groups for FileWave Authentication

What

Once your IdP is configured as an authentication source, we can use it to allow directory groups to authenticate into FileWave.

When/Why

We'll use this as the configuration for admins to login, and to assign permissions. This method is especially helpful if you require 2
Factor Authentication through your IdP.

How

Setting up the group is in a few steps in the Native admin:
Assistants— Manage Administrators

Add and IDP Group Account, (lower left, and you may notice it is similar to an LDAP group, but easier)

FileWave Administrators

:' R Fems Bl RIS EEEN permissions VPP tokens  Application tokens

2 testadmin

2 matteo Login Name: TonyK.
2 fwadmin Long Name:
2 benm Ph

one:

Email:

Password: (@) No change Set password

Comments:

e | - Manage VPP Tokens Apply Cancel

Local Account I T

Give the group a name, and assign permissions as you would any normal local or LDAP based account.

Then, specify your IdP provider and find your IdP group by clicking the Browse button

FileWave Administrators

Account Name Phone Email User details ~ Permissions VPP tokens
User Details
& TonyK
A testadmin Login Name: AZ FWAdmins
s
2 matteo Identity Provider: = FW Beta Example <
2 fwadmin
2 benm Group: Browse
Comments:

+ - Manage VPP Tokens Check LDAP/IDP user permissions... LDAP/IDP user application tokens... Apply Cancel OK



There is only have one group in this test environment, but all of your security groups would show here:

Selection

Please select a group and then click on the Ok butten.

Mame Description id

FWAdmins 1bd94834-20d5-4d03-8f38-86b74...

Click OK, and Apply, and anyone in that group can now login to either the native or WebAdmin using their IdP credentials. Remember
to also assign VPP Token rights if needed!

Related Content

e IdP Setup: Google

e IdP Setup: Azure AD

e TdP Setup: Okta

e Configuring DEP Profiles for IDP Authentication
Admin Login in Using an IdP Provider
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Configuring DEP Profiles for IDP Authentication

What

Configuring Apple Devices DEP Profiles to use IDP authentication.

When/Why

We'll need to configure each DEP profile with which we would like to use IDP authentication (but it is simple to do)

How

You'll simply notice there is a new checkbox in the DEP profile for "Custom Enrollment". If that checkbox is checked in a profile, IDP
enrollment will be used (if configured of course):

[ ] DEP Profile

Profile Name
A human-readable name for the profile.

required

url
The URL of the MDM server.

https://fw.beta filewave.com:20443/ios/dep_enroliment

Information W Setup Assistant  Account  Anchor Certs  Supervising Certs  Device Naming  Activation Lock Settings

Options

Do not allow user to skip enrollment step
Requires device to enroll in MOM before cor ng setup

Custom Enrollment

Avallable for 105 13428

macOos 10,15+

Supervise

upervised DEP devices are deprecated as o

Is MDM removable

Allows unenrollment

Allow pairing

Enable the 105 devic

to be paired with a Mac

Automatic Advance
Automatic advance through the Apple TV setup ass|stant

Shared iPad options
Enable Shared iPad

De onfigured as Shared IPad. Devices that do not meet requirements
ig M.

(imum number of users will always be 3 the

can be set here or later with Comma




New DEP Profile ¢ Cancel Save

General Assigned devices
MDM Options
MDM Options
MDM Server Device naming
Accounts
URL Address Naming policy only renames the devices without changing its client name.
https:/ffw.beta.filewave.com:20443/ios/dep_enrollment New Devices Setup Assistant
Rename Using the Name Template )
: Certificates
Enroliment and supervise
Re-enrolled Devices (Same auth username)
Required MDM enroliment & Information

) Rename Using the Name Template
Custom enroliment @

Supervision @ Re-enrolled Devices (New auth username)
Removabie enrofimart: &) Rename Using the Name Template
Allow pairing @

0 Name Template
Automatic advance ©

%SerialNumber%

Shared iPad (Only for Apple School Manager) @ R s e

Activation Lock Configuration

iCloud

Once configured, you'll notice your devices will begin prompting for IDP authentication at enrollment time.

Known Issue

With Okta integration for macOS DEP enrollment there is a known issue with the initial load of the login window. You will see that
window appear with what looks like a bad page load, which is basically correct. If you right-click, reload this page, it will load
correctly. (See below). Note that this issue will be resolved in an upcoming revision.

Allow “FILEWAVE (USA) INC” to manage your computer:

Powered by Okta

Privacy Policy

X Reload




Allow “FILEWAVE (USA) INC" to manage your computer:

| okta

Filewave - Windows TEAM

Username

Password

D Remember me

Meed help signing in?

| Cancel I

Related Content

e IdP Setup: Google
® 1dP Setup: Azure AD

® IdP Setup: Okta
® Admin Login in Using an IdP Provider
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Admin Login in Using an IdP Provider

What

You'll notice some new options now for login once an IdP provider is specified.

When/Why

We'll want to use these new options whenever we want to login using IdP credentials.

How

In both the Anywhere and Central admins, you just have to click a button to login in the alternate manner:

y

FileWave Admin
Login
‘. (e ] Login with Okta
= Login with Azure AD

or

You can login locally. Local login

© 2021, FileWave International Inc., 14.2.0-45045ff6bd



14.2.0

FileWave Server © n v
Address: w.beta filewave.com

Port: 20016 2

| Administrator

{ Name: TonyK

Password: | |

Loginvia IDP | | Quit

And, in both cases, you'll be prompted for the IDP's login information

okta

Filewave - Windows TEAM

Username
tony keller@filewave.com

Password

[C] remember me

Meed help signing in?



BY Microsoft
Sign in

Email, phone, or Skype

Can't access your account?

Next

Q Sign-in options

Terms of use  Privacy & cookies

Logging in and out with an IdP isn't the same in the web admin as a "local" account. If you have other sessions open with your
£, IDP credentials, you'll find that you authenticate straight through. And, "logout" of the FileWave Admin does not log you out of
other IdP related web sessions.

Related Content

® TdP Setup: Google

IdP Setup: Azure AD

e IdP Setup: Okta

Configuring DEP Profiles for IDP Authentication
Adding IdP Groups for FileWave Authentication
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IdP for Deployments and Smart Groups
What

As a FileWave administrator using IdP enrollment of devices, I need to report on what groups devices are a part of in order to report
on them and target software.

When/Why

There is a new field that is populated which you can use for targeting deployments in the Web Admin, and for reporting queries both in
Web Admin and the Native Admin.

How

When making deployments in the Web Admin note the IDP selection on the top right. You can then see the groups that come in from
the IdP connection.

Select IDP Groups Search lis Local LDAP IDP

Name Description
AUTOMATION Don't touch this group and don...
Groupl

Group2

O
O
O
O

Group3

Q

Josh Lab Josh Lab

O

)

Close Apply

And here is what can be used in Queries both in Native and Web Admin where the IDP group id would be the most likely used field. As
you can see below you can start to type a group name and if it exists then the group name will appear below the text field. In this
case, Josh Lab is a group in Google.

FileWave Admin 7 Model Number: 327 < @ 5 Search for De 7‘ fwadmin v

<

< < New Smart Group 2

85 Go to Dashboard

Conditions All v of the conditions must be true

‘:ﬁ Devices

@ Payloads Not IDP group id (Identity P... v Q] is -+ Add Condition | Ac
@0 Software Updates Josh Lab

= Deployments @ Add Condition @ Add Condition Group

And if you choose to edit a smart group like this in the native admin, you'll see that what is actually saved by this is the group id:



QueryBuilder - IdP Test Group

Q Name IdP Test Group Main Component: All Devices (2]

Component

Include Archived Clients
ActivationLock Bypass Code

All Devices Fields  Clients

Android Applied Policy

Androld Base Policy Al [ of these expressions must be true

>

>

>

>

» Apple Media
» Apple Profile
>
>
>
>
>

s 8 0

Not :r Groups for smart groups / IDP group id

Application

Booster

Booster Interval Stats
Booster Source

Client Certificate

+ Add Group

Cancel m




LDAP Admin Integration

This document will walk you through the process of integrating your LDAP admin accounts into the FileWave Admin. This will allow
you to log into the FileWave Admin Console as an admin account located in your AD, OD, or eDir environment. Keep in mind only
Active Directory is able to detect recursive membership. FileWave will not be able to detect nested groups in an Open Directory or

eDirectory LDAP directory.

Please note: This guide is not a replacement for the manual, and assumes you have already setup your FileWave Management Server.
This document also assumes that your FileWave server has the LDAP section in the preferences filled out and connecting properly.

Steps for setup:

1. Open the FileWave Administrators window by navigating to the Assistants menu, and then selecting Manage Administrators.

Once in the FileWave Administrators window, hit the "+" button at the button left of the window.

o0 =¥ FileWave Administrators
LoginName Phone Email bt o) Permissions VPP Tokens
fwadmin User Details
Sk S ARl This account is bound to an LDAP group. Any user in this group can log into FileWave and will
- Client Admins have the same permission set as this account.
Account Name: - Mobile Admins
Base DN: CN=FW Admin Group
1,CN=Users,DC=in,DC=filewave,DC=us
Test Browse...
C
ol | = dﬂ Release Control Manage VPP Tokens Check LDAP user permissions... Apply Cancel

2. Select LDAP Group Account
Local Account
LDAP Group Account
3. New account will then be created named "Untitled-1" feel free to name this whatever you like.
User Details

This account is bound to an LDAP group. Any user in this group can log into FileWave and will
have the same permission set as this account.

Account Name: Untitled-1

Base DN: CN=groupA,CN=Users,DC=in,DC=filew
ave,DC=us

Test Browse...

4. Once you have named your account, locate and click the Browse... button at the bottom right of the Base DN: pane
5. You will now be prompted with the LDAP browser where you can now find and hit Select for the group you want to

associate. This will associate all the users in your specified group. As an added feature, most Active Directory environments
also allows other groups, which are a members of the group you selected to, be included. This allows users in those "sub-

groups" to be associated as well.




o =¥ LDAP Group Selection

(Q Search
v @ FW Admin Group 1

B FW Admin Group 3
Kamala Khan
Laura Kinney
Neena Thurman

v [ FW Admin Group 2
Elizabeth Braddock
Hope Summers
Kamala Khan

v I FW Admin Group 3
Anna Marie

6. After the group was selected the Base DN: pane will now be changed to the DN of the group
Account Name: - Mobile Admins |

Base DN: CN=FW Admin Group
1,CN=Users,DC=in,DC=filewave,DC=us

I' Test | | Browse... "|

7. Hitting the Test button at this point will tell you if the selected group exists or not on the LDAP server.

The selected group exists on the LDAP
' Authentication server

8. The next step is to create the permissions you would like every user in the group you added from LDAP to have in FileWave.



User detalls VPP Tokens

Server/Model
Update Model | Activation Keys
Revert Madel | Auditing

Usear Administration
| Can administer users
Clients and Groups

Moedify Clients/Groups | Set Permissions
| Clear Fileset Status

Filesets and Groups

Modify Filesets Export Fileset/Template
Show Fileset Report Manage VPP codes

| Set Permissions

Associations

Modify Associations Approve Software Updates
| Modify Imaging Associations

DEP

Edit Profiles
Assign Profiles

Dashboard

| Configure dashboard

9. The final tab is called VPP Tokens. These will be the VPP Tokens that this group of users can manage in FileWave. To add or
remove VPP token access for users and groups, click Manage VPP Tokens, and hit the check box for each token you want

each user to manage. ) -
User details Permissions VPP Tokens

VPP Token name
VPP

10. You can then check which LDAP users are associated with an LDAP Group Account in FileWave by hitting the "Check LDAP
Permissions..." button at the bottom of the window.

11. Inthe "Check LDAP User Permissions..." window, simply type the account you would like to find into the search bar in the
top left of the window. Once you hit enter, locate the account you want, and select it. You will see the LDAP Group Account
name in the bottom left hand pane, and the permissions the account has in FileWave on the right.

Please Note: If you have one account in multiple groups and it gets into more than one LDAP Group account in FileWave,
they will receive the cumulative permissions of those groups.



=¥ Check LDAP Users Permissions

Search for: (Q hope summers ) s Gl VPP Tokens
Nama ¥ UserName First Name  Last Name Full Nama EMail Effactive permissions for user "Hepe Summars"
Hope Summers hopesummers Hope Summers Hope Summ... Server/Model
_ Update Model _ Activation Keys
Revert Model | Auditing

User Administration
_ Can administer users

Clients and Groups
Modify Clients/Groups | Set Permissions
Clear Fileset Status

Filesets and Groups

Modify Filesets Export Fileset/Template
Show Fileset Report Manage VPP codes
| Set Permissions

Associations

Modify Associations Approve Software Updates
Modify Imaging Associations

DEP

LDAP Group Account Name
- Client Admins Edit Profiles
Assign Profiles.

Dashboard

_ Configure dashboard

12. Now that you have completed the setup of these groups and accounts, you can now assign permissions throughout
FileWave for what the accounts can manage regarding Filesets and Client, group and objects. Simply find your object or
group (both standard or smart groups), right click then select Select Permissions.

@ =¥ FileWave Administrators

Select Administrator and rights set:

LoginMame Rights
- Mobile Admins read / write / delete
- Client Admins read / write / delete

" | Propagate to children Cancel m

Congratulations! You have now integrated your LDAP Admins into FileWave!
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Troubleshooting



Troubleshooting

Directory data syncronization between IdP and
FW is not supported

At this time, FileWave IDP integration is limited to only FileWave Admin authentication and Apple device enrollment. Directory data
synchronization (and custom fields) between the IdP source and FileWave is not supported at this time, but will be added in a future
release. Inthe meantime, current LDAP(S) synchronization can be used as a stop-gap to achieve the same result.



Troubleshooting

IdP Redirection URL change (15.5.1+)

What

In FileWave 15.5.1 there was a change to the redirection URLs used for an IdP setup in FileWave so that the 3rd URL would use port
20443 instead of the usual 443 for HTTPS.

When/Why

In FileWave 15.5.1 we wanted to account for servers where port 443 was not exposed to the Internet but where clients would enroll
via an IdP so a change in port had to be made. All of the setup documentation was updated, but if you setup your server in the past
then you may need to update the URLs within your IdP.

How

Review the IdP setup article for the platform you use (links below in Related Content) and ensure that you check that the 3rd redirect
URL is using 20443 instead of 443 or it may have no port listed at all prior to FileWave 15.5.1.

FileWave 15.5.1 and newer looks like this for the URL in question;
https://FWXSERVER:20443/auth/login_via_idp_redirect_for_device

FileWave earlier than 15.5.1 would have had the same URL but it would not have had the port or it would have listed 443;
https://FWXSERVER:443/auth/login_via_idp_redirect_for_device

You will find the proper URL for your setup if you review the IdP setup and repeat the step where you copy URLs from your FileWave
Server. The other 2 URLs are on port 443. For best results always copy the URLs from FileWave Anywhere as the instructions show so
that you get the URL as it should be for your actual server.

Related Content

® TdP Setup: L

® TdP Setup: Keycloak

® TdP Setup: Okta

® 1dP Setup: Microsoft Entra ID (Azure)
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Troubleshooting

Enrolling Apple devices why am I prompted for
IdP login?

What

When I enroll a macOS, iOS or iPadOS device a pop-up shows asking me to login to Google, Keycloak, Okta or Microsoft Entra ID
(Azure) and I'm not sure why.

When/Why

This can happen if you setup an IdP in FileWave and enabled the "Enrollment" checkbox.

How

Login to FileWave Anywhere and go to Settings and edit your IdP configuration as seen in the image below. Uncheck Enrollment if you
do not want this behavior. Conversely if you want to enable this behavior then go back and check the box.

Settings & Identity Provider

User Management
Edit Identity Provider

Identity Provider
Terms & Conditions 1DP Type Client ID(®
Keycloak support-filewave
Name
Client Secret®
FileWave QA Keycloak
........ @
Authentication for:
Realm URLD
Enrollment = Admin Io§ https://keycloak.k8s-staging.fwx.iofrealms/Support

Realm admin API URL

Use this provider to enroll registered Devices Use this provider to import registered Admins

https://keycloak.k8s-staging.fwx.iofadmin/realms/Support

Login Redirect URLs

Copy URLS to your IDP settings in order to get responses @ Get URLs
from IDP.

Related Content
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Renaming Azure Active Directory (Azure AD) to
Microsoft Entra ID

What

Microsoft has announced the renaming of Azure Active Directory (Azure AD) to Microsoft Entra ID. This name change aims to unify the
Microsoft Entra product family, reflect the progression to modern multicloud identity security, and simplify secure access experiences.

When/Why

The name change is part of Microsoft's effort to streamline its identity and access management offerings. By renaming Azure AD to
Microsoft Entra ID, Microsoft intends to provide a consistent identity security experience across its product lineup. This change aligns
with the company's strategy to enhance secure access for education organizations, corporations, state and local government, and
other customers.

How

No action is required from users who are currently using Azure AD or deploying it in their organizations. The service will continue to
function without interruption, and all existing deployments, configurations, and integrations will remain unaffected.

Users can still access the familiar capabilities of Azure AD through the Azure portal, Microsoft 365 admin center, and the Microsoft
Entra admin center. All features, capabilities, licensing, terms, service-level agreements, product certifications, support, and pricing
will remain the same.

The new name for standalone offers will be Microsoft Entra ID Free, Microsoft Entra ID P1, and Microsoft Entra ID P2. However, the
capabilities included in the current Azure AD plans will not change. Microsoft Entra ID will continue to be included in Microsoft 365
licensing plans, such as Microsoft 365 E3 and Microsoft 365 E5. More details on pricing and inclusions can be found on the pricing and
free trials page.

The renaming does not impact the following:

Microsoft Authentication Library (MSAL)

Microsoft Graph

Microsoft Graph PowerShell

Windows Server Active Directory

Active Directory Federation Services (AD FS) and Active Directory Domain Services (AD DS)
Azure Active Directory B2C

Any deprecated or retired functionality, feature, or service of Azure AD
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