Adding IdP Groups for FileWave Authentication

What

Once your IdP is configured as an authentication source, we can use it to allow directory groups to authenticate into FileWave.

When/Why

We'll use this as the configuration for admins to login, and to assign permissions. This method is especially helpful if you require 2
Factor Authentication through your IdP.

How

Setting up the group is in a few steps in the Native admin:
Assistants— Manage Administrators

Add and IDP Group Account, (lower left, and you may notice it is similar to an LDAP group, but easier)

FileWave Administrators

:' R Fems Bl RIS EEEN permissions VPP tokens  Application tokens

2 testadmin

2 matteo Login Name: TonyK.
2 fwadmin Long Name:
2 benm Ph

one:

Email:

Password: (@) No change Set password

Comments:

e | - Manage VPP Tokens Apply Cancel

Local Account I T

Give the group a name, and assign permissions as you would any normal local or LDAP based account.

Then, specify your IdP provider and find your IdP group by clicking the Browse button
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There is only have one group in this test environment, but all of your security groups would show here:

Selection

Please select a group and then click on the Ok butten.

Mame Description id

FWAdmins 1bd94834-20d5-4d03-8f38-86b74...

Click OK, and Apply, and anyone in that group can now login to either the native or WebAdmin using their IdP credentials. Remember
to also assign VPP Token rights if needed!

Related Content

® IdP Setup: Google

® IdP Setup: Azure AD

e IdP Setup: Okta

e Configuring DEP Profiles for IDP Authentication
e Admin Login in Using an IdP Provider

“Revision #7
*Created 21 June 2023 20:19:03 by Josh Levitsky
/'Updated 15 October 2024 18:24:53 by Josh Levitsky


https://kb.filewave.com/books/identity-provider-idp-integration/page/idp-setup-google
https://kb.filewave.com/books/identity-provider-idp-integration/page/idp-setup-microsoft-entra-id-azure
https://kb.filewave.com/books/identity-provider-idp-integration/page/idp-setup-okta
https://kb.filewave.com/books/identity-provider-idp-integration/page/configuring-dep-profiles-for-idp-authentication
https://kb.filewave.com/books/identity-provider-idp-integration/page/admin-login-in-using-an-idp-provider

