Configuring DEP Profiles for IDP Authentication

What

Configuring Apple Devices DEP Profiles to use IDP authentication.

When/Why

We'll need to configure each DEP profile with which we would like to use IDP authentication (but it is simple to do)

How

You'll simply notice there is a new checkbox in the DEP profile for "Custom Enrollment". If that checkbox is checked in a profile, IDP
enrollment will be used (if configured of course):

[ ] DEP Profile

Profile Name
A human-readable name for the profile.

required

url
The URL of the MDM server.

https://fw.beta filewave.com:20443/ios/dep_enroliment

Information W Setup Assistant  Account  Anchor Certs  Supervising Certs  Device Naming  Activation Lock Settings

Options

Do not allow user to skip enrollment step
Requires device to enroll in MOM before cor ng setup

Custom Enrollment

Avallable for 105 13428

macOos 10,15+

Supervise

upervised DEP devices are deprecated as o

Is MDM removable

Allows unenrollment

Allow pairing

Enable the 105 devic

to be paired with a Mac

Automatic Advance
Automatic advance through the Apple TV setup ass|stant

Shared iPad options
Enable Shared iPad

De onfigured as Shared IPad. Devices that do not meet requirements
ig M.

(imum number of users will always be 3 the

can be set here or later with Comma




New DEP Profile ¢ Cancel Save

General Assigned devices
MDM Options
MDM Options
MDM Server Device naming
Accounts
URL Address Naming policy only renames the devices without changing its client name.
https:/ffw.beta.filewave.com:20443/ios/dep_enrollment New Devices Setup Assistant
Rename Using the Name Template )
: Certificates
Enroliment and supervise
Re-enrolled Devices (Same auth username)
Required MDM enroliment & Information

) Rename Using the Name Template
Custom enroliment @

Supervision @ Re-enrolled Devices (New auth username)
Removabie enrofimart: &) Rename Using the Name Template
Allow pairing @

0 Name Template
Automatic advance ©

%SerialNumber%

Shared iPad (Only for Apple School Manager) @ R s e

Activation Lock Configuration

iCloud

Once configured, you'll notice your devices will begin prompting for IDP authentication at enrollment time.

Known Issue

With Okta integration for macOS DEP enrollment there is a known issue with the initial load of the login window. You will see that
window appear with what looks like a bad page load, which is basically correct. If you right-click, reload this page, it will load
correctly. (See below). Note that this issue will be resolved in an upcoming revision.
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