FileWave Identity Provider (IdP) Integration
Overview

What

Identity Provider (IdP) integration can be key to meeting security requirements from your InfoSec team, and ease-of-use
requirements for your customers. IdP solutions allow your customer to have only one set of credentials, and to use them anywhere.

FileWave currently supports 3 IdP providers with version 14.6.x.

| @ Only one of each IdP may be configured.

When/Why

If you currently utilize an IDP provider, you'll want to start here to understand the supported platforms and the instructions for setting
up access.

How

See below for links to articles on setup and requirements:

e IdP Setup: Microsoft Entra AD

e IdP Setup: Okta

e IdP Setup: Google
e Adding IdP Groups for FileWave Authentication

e Configuring DEP Profiles for IDP Authentication
e Admin Login in Using an IdP Provider

e IdP for Deployments and Smart Groups
e | DAP Admin Integration

Known Issue

At this time, FileWave IDP integration is limited to only FileWave Admin authentication and Apple device enrollment. Directory data
synchronization (and custom fields) between the IDP source and FileWave is not supported at this time, but will be added in a future
release. Inthe meantime, current LDAP(S) synchronization can be used as a stop-gap to achieve the same result.
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https://kb.filewave.com/books/identity-provider-idp-integration/page/idp-setup-microsoft-entra-id
https://kb.filewave.com/books/identity-provider-idp-integration/page/idp-setup-okta
https://kb.filewave.com/books/identity-provider-idp-integration/page/idp-setup-google
https://kb.filewave.com/books/identity-provider-idp-integration/page/adding-idp-groups-for-filewave-authentication
https://kb.filewave.com/books/identity-provider-idp-integration/page/configuring-dep-profiles-for-idp-authentication
https://kb.filewave.com/books/identity-provider-idp-integration/page/admin-login-in-using-an-idp-provider
https://kb.filewave.com/books/identity-provider-idp-integration/page/idp-for-deployments-and-smart-groups
https://kb.filewave.com/books/identity-provider-idp-integration/page/ldap-admin-integration

