IdP Setup: Microsoft Entra ID (Azure)

What

Before we can use AzureAD for authentication from FileWave, we must create a new application in the Azure Portal and give FileWave
access to it. The whole purpose of this configuration is to give FileWave permissions to talk to your Microsoft Entra ID environment.

When/Why

This configuration is required if you want to use AzureAD for authentication during device enrollment or during login to the FileWave
Web and Native administrator consoles.

How

The configuration for access is all driven through an Microsoft Entra ID application, so we need to start with:

Part 1: Login to Microsoft Entra ID Portal

First, we'll login to Microsoft Entra ID at portal.azure.com with an administrator's account and click on Microsoft Entra ID as shown:

il ol

Welcome to Azure!
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=

And make note of the domain info shown below:
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Preview hub
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[ search your tenant
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2 Groups » Tenant information QP Azure AD Connect
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Your role Status.
&, Roles and administrators Global administrator More info Not enabled
& Administrative units License
Azure AD Free Last sync
i Enterprise applications Sync has never run
Tenant ID
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App registrations Primary domain

@ identity Governance fwtraining onmicrosoftcom
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Itis a good idea to take all of these elements and label/paste them into a document you store securely. Although we'll use them to
configure FileWave, you can't access many of them from FileWave once they are stored.

Part 2: Create an App

Now we have to create an app for FileWave to talk to, and assign some right to it. First go to the app registrations menu, then click
"new registration":

Microsoft Azure P Search resources, services, and docs (G+/) Loy Ol wave, o
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Home > FileWave Training

FileWave Training | App registrations = x

Azure Active Directory

+ Newregistration @ Endpoints £ Troubleshooting - Download [&] Preview features | < Got feedback?
@ ovenview

“ Getting started

@ Ty out the ne)| App registrations search preview! Clck to enable the preview. = ”
Preview hub
X Diagnose and solve problems o

@ Staring June 30t 2020 we will o longer acd any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will contine to provide technicalsupport and securiy updates but we will no longer provide feature updates. Applications will need to be

Manage upgraded to Micrdkoft Authentication Library (SAL) and Microsoft Graph. Learn more
& Users

2 Groups All applications  Owled applications

€k External Identities [ start typing a name of\application ID to flter these resuts

&. Roles and administrators

B Administrative units Display name Application (client) ID Created on Certificates & secrets
Enterprise applications n HleWavs Iegeon 065cch0e-B6cd-4887-a54c-bBb0Ba0B6a2C 211412020

8 Devices ﬂ FW Beta 342993¢3-1b0c-4900-83f1-bc2d9Bd0atbb 12/26/2020
App registrations H FW Bata) 61a5712-3c20-4b88-878d-ce9214a99166 1/13/2021 © Current

Identity Governance

Application proxy

& Licenses

b Azure AD Connect

& Custom domain names

@ Mobility (MDM and MAM)
Password reset

Ul Company branding

@ Usersettings

11l Properties
@ secuity
Monitoring
D sign-ins
Audit logs

& Provisionina loas (Preview)
https://go.microsoft.comfwlink/7linkid=2132805

Specify a name for your app that is meaningful to you, and Register the app (we'll set the login URIs later).
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Home > FileWave Training >

X Register an application

* Name

The user-facing display name for this application (this can be changed later).

[Fwoeed - 7

sture updates. Applications wil need to be Supported account types

Who can use this application or access this API?
(® Accounts in this organizational directory only (FileWave Training only - Single tenant)

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

] O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

(O Personal Microsoft accounts only

Created on Certificates & secrets
Help me choose.
2/14/2020 #
12/28/2020 — -
i Redirect URI (optional)
171372021 @ current

We'l return the authentieation response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web v | [ eg. httpsy/myapp.com/auth

By proceeding, you agree to the Microsoft Platform Policies 7

Part 3: Add a Platform and URI Addresses

Within the app configuration, we'll choose Authentication, then Add a Platform, of type Web:

Microsoft Azure 9 Search resources, services, and docs (G+/) tory el @levase com
FUEWAVE TRAINING

Home > FileWave Training > FW Beta 2 Configul’e platforms X
X 5) FWBeta2 | Authentication  #

Web applications

P Search (Cmd+/) « [ save X piscard | O Got feedback?
G v —
1 Overview )
& Platform configurations Build, host, and deploy a web server Configure browser client applications and
& Quickstart application. NET, Java, Python progressive web applications. Javascript.
, Depending on the platform or device this application is targeting, additional configuration may be required such as
# Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform
S x
ature updates. Applications will need to be Manage I Adda platform
Mobile and desktop applications
= Branding ki
D Authentication i
Supported adount types ‘ S / macos * Android
Certificates & secrets Objective-C. Swift, Xamarin Java, Kotlin, Xamarin
‘ 0 can use this appAgation or access this API?
11l Token configuration
@® A izational directory only (FileWave Trainings#fily - Single tenant)
Created on Certificates & secrets 8, APl pemissions Q Account tional directory (Any Azure AD#fEctory - Multitenant)
@ Expose an API
2/14/2020 5 Help me decide.
28 App roles | Preview
12/28/2020 * Windows, UWP, Console, IoT & Limited-
. Owners entry Devices, Classic i05 + Android
1/13/2021 @ current & i - o e x
n ue to temporary differences in supported functionality, we doni't recommend enabling persanal Microsol
1132001 . & Roles and administrators | Preview accounts for an existing registration.  you need to enable personal accounts, you can do o using the manifest

editor. Learn more about these restrictions.
i Manifest

Support + Troubleshooting Advanced settings

& Troubleshooting

Allow public client flows
2 New support request
Enable the following mobile and desktop flows:

+ App collects plaintext password (Resource Owner Password Credential Flow) Learn more
* No keyboard (Device Code Flow) Learn morer
« 550 for domain-joined Windows (Windows Integrated Auth Flow) Learn more7

And for the web configuration, we'll need to copy some address from your FileWave server. You'll get them from the WebAdmin,
Settings:, New AzureAD IDP, and then Get URLs as shown



FileWave Admin

< Devices

Android  ChromeQS  i0S  macOS

88 Goto Dashboard

Groups
= Devices
8 [ Root
Payloads
AIlIOS (non-Inv)
£z Software Updates All macOs (Inv)

- Deployments Al Windows (inv)
[ BAM Devices

~&= Sources

[ Chromebooks

Reports FileWave Client Version
Licenses FileWave Client Version 42
Have Assat Tags
56 Mixea

SG Mixed 1 (test)

Test Android

[3 TK Client Devices

~OS  Windows

Name

‘s 3183a5776058cee0

ARKONE

SKTOP-T3SL86S

L3 flewave's Mac

FOUNDRY1

-DMPS91ZTHGS,

‘s Ipad Main

PeeCee-McPC

Surface-McPC

Ca Tony Keller MBPrO

Then choose an Microsoft Entra ID IDP Provider

Settings Identity Provider

Identity Provider

Select Identity Provider you want to setup

o

Setup Okta

Setup Microsoft Azure AD

Other/Unknown

Al

Groups

SG Mixed, SG Mixed 1 (tes)

All Windows (Inv), FileWave C1

Al Windows (Inv), FileWave C1

AllmacOs (Inv), FileWave Clie.

All Windows (Inv), FileWave C1

A0S (non-Inv), TK Client De.

A0S (non-inv), Have Asset T.

Al Windows (Inv), FileWave C1

All Windows (Inv), FileWave C1

AllmacOs (Inv), FileWave Clie.

Asset Tag

FW-ASSET

FW-657304

Wine

FW-123456

Comment

You can add a name now (or later), but you'll get the URLs from the "Get URLs" button:

e

Model Number: 108

Settings

User

Administrator

joe

flewave

Kellert80

t_fw

Kellert80

Search for Devices

Model

+ New Identi

1P Addr

99.203.

184,195

184,195

17258,

17258,

17258,

17258,

17258,

17258,

spal P

Back to FileWave Admin




Back to FileWave Admin

Settings Identity Provider + New Identty Provider

Identity Provider

Create new
1DP Type Client 1D @
Azure AD [ Paste Client ID ]
Required
Name

FW Beta Example

Glient Seoret @

Authentication for: Required
Domain ©
Enroliment =} Admin R p
‘Your domain
Use this provider to enroll egistered Use this provider to import registered
Devices Admins

Login Redirect URLs

Copy URLS to your IdP settings in order o get responses & Get URLS
from IdP.

Cancel Create

Login redirect URLs

Gopy the URLS below to your IDP provider settings

hitps://fw.beta. filewave.com:d..

hitps://fw.beta.filewave.com:d..

hitps://fw.beta. filewave.com:d..

So now we'll enter one of the redirects, and click configure:
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Home > FileWave Training > FW Beta 2 Configure Web %
X 5) FWBeta 2 | Authentication »
< Al platforms Quickstart  Docscf
P Search (Cmd+/) « [ save X piscard | O Got feedback?
Redirect URIs
1 Overview .
& Platform configurations The URIs we will accept as destinations when returning authentication responses (tokens)
& Quickstart after successfully authenticating or signing out users. Also referred to as reply URLS. Learn
Depending on the platform or device this application is targeting, additional configuration may be required such as more about Redirect URIs and their restrictions
#’ Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform.
https://fw.beta filewave.com:443/api/auth/login_via_idp_redirect %
x
sture updates. Applications wil need to be Manage Add a platform
B bronding Front-channel logout URL
= This is where we send a request to have the application clear the user's session data. This is
D Authentication Supported account types required for single sign-out to work correctly
Certificates & secrets <. https7/myapp.com/logout
‘ ‘Who can use this application or access this API?
il Token ® A ts in thi tional directc ly (FileWave Traini; ly - Single tenant)
s \ccounts in this organizational directory only (FileWave Training only - Single tenant) Implicit grant and hybrid flows
i ey PDNODE Accounts in any organizational directory (Any Azure AD directory - Multitenant)
Created on Cortificates & sacrety < Y org Y {Any. gl ) Request a token directly from the authorization endpoint. If the application has a single-page
/142020 @ Expose an AP architecture (SPA) and doesn't use the authorization code flow, or if it invokes a web API via
114/ g il Help me decide... JavaScript, select both access tokens and ID tokens. For ASP.NET Core web apps and other
App roles | Preview
1272872000 » PP | web apps that use hybrid authentication, select only D tokens. Learn more.
]
132021 @ Current i Owners P . Select the tokens you would like to be issued by the authorization endpoint
= Dueto in supp i . we enabling persanal Microsoft
Access tokens (used for implicit flows)
11372021 - Rolas and administrators | Preview accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest O L P! )
_— editor. Learn more about these restrictions. [ 10 tokens (used for implicit and hybrid flows)

Support + Troubleshooting Advanced settings

£ Troubleshooting

Allow public client flows

B New support request
Enable the following mobile and desktop flows:

« App collects plaintext password (Resource Owner Password Credentlal Flow) Learn more
* No keyboard (Device Code Flow) Learn morer!
S50 for domain-joined Windows (Windows Integrated Auth Flow) Learn more (7"

And then add the other two from here:

Microsoft Azure P Search resources, services, and docs (G+/) (A e
FILEWAVE TRANING &0

Home > FileWave Training > FW Beta 2

X ) FW Beta 2 | Authentication »

0 Search (Cmds+/) « [ save X Discard | O Got feedback?

# Ovenview @ Got 2 second to give us same feeclhad? -
* & Quickstart
#’ Integration assistant Platform configurations
ature updates. Applications will need tobe Manage Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URIs, specific authentication settings, or fields specific to the platform
= Branding
Add a platform
D Authentication
Centifcates & secrets
] ~ Web Quickstart  Docsc? T
11l Token configuration
Redirect URIs
Created on Certificates & secrets {9 ATl pembsions
The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. Also referred to as
@ Expose an API reply URLS. Learn more about Redirect URIs and their restrictions(7
2/1472020 .
23 App roles | Preview >
12/28/2020 2 ttps://fi beta filewave com:443/api/auth/login via_idp_redirect T
=
11372021 © Current S Ouners https://fu betafilewave.com:443/api/authy/login_via_idp_redirect_for_native W
132021 . Bolesand sdministutors | freview httpsz//fwbeta filewave.com:443/api/auth/login. edirect for_device @
& Manifest
Add URI
Support + Troubleshooting
& Troubleshooting Front-channel logout URL
2 New support request This is where we send a request to have the application clear the user’s session data. This is required for single sign-out to
g

work correctly

eg. I v

Implicit grant and hybrid flows

Request a token directly from the authorization endpoint. If the application has a single-page architecture (SPA) and
doesn't use the authorization code flow, or if it invokes a web API via JavaScript, select both access tokens and 1D tokens,
For ASP.NET Core web apps and other web apps that use hybrid authentication, select only ID tokens. Learn more

Select the tokens you would like to be issued by the authorization endpoint
[ Access tokens (used for implicit flows)

[ 1D tokens (used for implicit and hybrid flows)

Supported account types

Who can use this application or access this API?
Make sure to hit Save at the top after you have entered all three.

Part 4: Cert & Secrets

Now we are going to go to Certificates & Secrets to provide a way for FileWave to authentication to our new application. Click on New
client secret
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Home > FileWave Training > FW Beta 2

FW Beta 2 | Certificates & secrets = X

2 Search (Cmd+/) « © Got feedback?

# Overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

& Quickstart
# Integration assistant B

Certificates
Manage

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.
= Branding

D Authentication T Upload certificate.

Certificates & secrets Thumbprint Start date Expires D

Token configuration No certificates have been added for
APl permissions

@ Expose an API

28 App roles | Preview Client secrets

. Owners A secret string that the application usgs#®@prove its identity when requesting a token. Also can be referred to as application password.

& Roles and administrators | Preview
New dlient secret
1 Manifest
Description Expires Value [}
Support + Troubleshooting
No dlient secrets have been created for this application.
& Troubleshooting

2 Newsupport request

Then we give it a descriptive name:

Microsoft Azure £ Search resources, services, and docs (G+/) tony keller@filewave.com
FLewave TRaininG &9

Home > FileWave Training > FW Beta 2

FW Beta 2 | Certificates & secrets = x

P Search (Cmds/) « O Got feedback?

& verview Add a client secret
& Quickstart Description
# Integration assistant [Fweeta2
Manage Expires
® In1year
B branding O in2years
D Authentication O Never

Certificates & secrets

| Token configuration
- API permissions
@ Expose an API
2 App roles | Preview Client secrets
. Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
& Roles and administrators | Preview

+ New dlient secret
@ Manifest

Description Expires Value [
Support + Troubleshooting

No client secrets have been created for this application.

& Troubleshooting

& New support request

And then we'll want to get a copy of the Client Secret, and this is the ONLY time you can copy it.
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Home > FileWave Training > FW Beta 2

eller@filewave.com
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FW Beta 2 | Certificates & secrets =

P Search (Cmd+/) «

B Overview

& Quickstart

# Integration assistant
Manage

& Branding

D Authentication
Certificates & secrets
Token configuration

API permissions

Expose an API

1]

App roles | Preview

Owners

Roles and administrators | Preview
1 Manifest

Support + Troubleshooting

& Troubleshooting

2 Newsupport request

© Got feedback?

) Copy the pew clentsacrt valie. You won'tba bl reteve R tar yo psform another cparation ofave i bad.

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credentia,

Certificates
Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys

T Upload certificate

Thumbprint Start date Expires [}

No certificates have been added for this application.

Client secrets

A secret string that the application Uses to prove its identity when requesting a token. Also can be referred to as application password.

1 New dlient secret

Description Expires Value D

FWBeta 2 1/13/2022 | JLYA_3L6WE1B.LX4BY-tOPS

Lastly, we get the The Client ID, you get from the overview page:

il et al)

Home > FileWave Training >

Hl FWBeta2 =

P Search Cmd+/) «

I Overview

& Quickstart

7 Integration assistant

Manage

B Branding

D Authentication
Certificates & secrets

Token configuration

2 APl permissions
& Expose an API

2 App roles | Preview
. Owners

Roles and administrators | Preview

@ Manifest
Support + Troubleshooting
& Troubleshooting

& New support request

Each of the relevant values then gets copied into the FileWave config below:

D 4272740f-4048-4412-2ef0-3b396d76aca 1 [

tonykeller@filewave.com
FLEWAVE TRAINING

Delete & Endpoints [ Preview features
A Essentials
Display name FW Beta 2
Application (client) ID : Bbb9clce-c098-4159-af83-3eb10dd5dcb4

Directory (tenant) ID  : 00487120-4139-4b67-b1db-96225198d074

Object ID 46ecbebf-ad36-495e-Bedf-dbddb60bc7 3
@ Starting June 30th, 2020 we will no longer add Aaure Active Di (ADAL) and Azure AD Graph.
upgraded to M Library (MSAL Leam more

Call APIs

Build more powerful apps with rich user and business data

from Microsoft services and your own company's data
sources,

iew API perr

Sign in users in 5 minutes
< ;I

Use our SDKs to sign in users and call APIs in a few steps

iew all quickstart guides

Supported account types  : My organization only
Redirect URIs 3 web, 05pa, 0 public dlient
Application ID URI Add an Application ID URI
Managed application in .. : FW Beta 2
p support and security updates but we will o longer pr updates. App needtobe

Documentation

Microsoft identity platform

Authentication scenarios
Authentication libraries
Code samples

Microsoft Graph
Glossary

Help and Support



Back to FileWave Admin

Settings Identity Provider + New Identty Provider
Identity Provider
Create new
0P Type Clent D @
Azure AD 42727d0f-4048-4412-aef0-3fb396d76aca
Name Client Secret O

FW Beta Example

Authentication for: Domain ©

fwtraining.onmicrosoft.com

Enroliment Q Admin R
Uss this provider to enroll registered Use this provider to import registered
Devicss Admins

Login Redirect URLs

Copy URLS to your IdP settings in order to get responses
from IdP.

@ Get URLS

You'll check the checkbox for "Admin" if you want to be able to use AzureAD for login to the FileWave admin with AzureAD, and
"Enrollment" if you want to use it for Apple device enrollment authentication. Note that multiple IDPs can be used for admin login, but
only one for device enrollment.

Part 5: App Permissions

Now we have to give our app permissions to read the directory so that it can pull group information into FileWave for browsing and
rights assignment.

So, we'll go to the App Permissions section and start Adding Permissions

= Microsoft Azure ' Search resources, senvices, and docs (G+/) e
FILEWAVE TRAINING 0

Home > FileWave Training > FW Beta 2

o FW Beta 2 | APl permissions = x

[Psewcncmaen ] « O refiesh | D Gotfeedback?

B Ovenview X
Configured permissions
& Quickstart
Applications are authorized to call APIs when they are granted permissions by sers/admins as part of the consent process. The list of configured permissions should include

# Integration assistant all the permissions the application needs. Learn more about permissions and consent
Manage t Add a permission /' Grant admin consent for FileWave Training
& Branding AP1/ Affvissions name Type Description Admin consent req... Status

D Authentication ~ Microskft Graph (1)
Certiicates & secrets Delegated  Sign in and read user profile

Il Token configuration

o API permissions To view and managdpermissions and user consent,try Enterprise applications.

@ Expose an API

2 App roles | Preview

i Owners

& Roles and administrators | Preview

i Manifest
Support + Troubleshooting

& Troubleshooting

2 Newsupport request

Our permissions are going to be for Microsoft Graph



Home > FileWave Training > FW Beta 2

- FW Beta 2 | API permissions =

P Search Cmd=+/) «

H overview

O Refresh | O Got feedback?

Configured permissions

& Quickstart
Applications are authorized to call APIs when they are granted permissions by users/adrmins as part of the consent process. The st of co

' Integration assistant all the permissions the application needs. Leam more about permissions and consent

Manage } Add apermission /" Grant admin consent for FileWave Training
B Branding API/ Permissions name Type Description Admin consent ed...
2 Authentication  Microsoft Graph (1)

Certificates & secrets User Read Delegated  Sign in and read user profile -

| Token configuration
API permissions To view and manage permissions and user consent, try Enterprise applications.
Expose an AP

App roles | Preview

Owners.

Roles and adrministrators | Preview

Manifest

Support + Troubleshooting
£ Troubleshooting

R Newsupport request

We'll start with an application permission:

Request API permissions

Select an API

Microsoft APIs

Commonly used Microsoft APIs

APls my organization uses

My APIs

tonykeller@filewave.com

FLEWAVE TRAINING

Microsoft Griph

of data in Office 365,

P N
O

Lo

sty Excel, Intune, Omlnnk/Exzhzng! OneDrive, GéNets,Shar P, Planrer,ancl more through 3

Security, and Windows 10.

N A

ki servi .s‘

Allow validated users to read and wiite
protected content

I itune

Programmatic access to Intune data

[ Y—

Integrate real-time presence, secure
messaging, calling, and conference
capabilties

More Microsoft APIs
ER azure Bat
Ty Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

W Azure Data Explorer (
74 Multifactor Authentication)
Perform ad-hoe queries on terabytes of
data to buid near real-time and complex
analytics solutions

Programmatic access to much of the
functionality available through the Azure
portal

o LT —

Retrieve information about user, admin,
system, and policy actions and events
from Office 365 and Azure AD activity
logs

Iy #aure owacaaiog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

e baa Lk

Access to storage and compute for big
data analytic scenarios

2l i s ke O

Home > FileWave Training > FW Beta 2

o FW Beta 2 | API permissions =

£ Search (Cmd+/) « O Refresh | O Got feedback?

# Ovenview )
Configured permissions

& Quickstart

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The lst of co

# Integration assistant al the permissions the application needs. Learn more about permissions and consent

Manage Add apermission  ~/ Grant admin consent for FileWave Training
& Branding API/ Permissions name Type Description Admin consent req.
D Authentication \ Microsoft Graph (1)

Certificates & secrets User Read Delegated  Sign in and read user profile -

Token configuration
= API permissions o view and manage permissions and user consent, try Enterprise applications.
@ Expose an API

2 App roles | Preview

2 Owners

& Roles and administrators | Preview
@ Manifest

Support + Troubleshooting

2 Troubleshooting

& New support request

Request API permissions

<Al APIs
Microsoft Graph
& httpsy/graphmicrosoft.com/ Docs (7

What type of permissions does your application require?

Delegated permissions

Your application needs to access the AP as the signed-in user

Add permissions Discard

For Group Read All AND User Read All (not shown, but you can pick two at once):

{5 oymamics 365 Business central
Programmatic access to data and

functionality in Dynamics 365 Business
Central

. Q—

Interact remotely with SharePoint data

7 { Anure Data Exgl
7, { haure Data Exglorer
Perform ad-hoc queries on terabytes of

data to build near real-time and complex
analytics solutions

e vevops

Integrate with Azure DevOps and Azure
DevOps server

tonykeller@filewave.com
A

ILEWAVE TRAINING &0

Application permissions

p
signed-in user.

runsasa 5
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Home > FileWave Training > FW Beta 2 Request API permiSSiQnS %
- FW Beta 2 | API permissions =

£ Search (Cmds/) « @ Refresh | Got feedback?

H Overview . > EduRoster
Configured permissions

CAIl APIS
, tduAssignments

ROl Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The st of <0 EngilementManagement
o Integration assistant all the permissions the application needs. Learn more about permissions and consent
Manage + Add a permission /' Grant admin consent for FileWave Training > Eemaliem
B Branding API/ Permissions name Type Description Adminconsentrea 5
2 Authentication  Microsoft Graph (1)
Certificates & secrets UserRead Delegated  Sign in and read user profile - " Group (1)
il Token configuration Group.Create

> O Yes
Creat:
APl permissions To view and manage permissions and user consent, try Enterprise applications. feste gioupe.
GroupRead All ©
@ Expose an API

Yes
Read all groups
a8 App roles | Preview 0] CrouReadWrieal O »
es
5 Owners Read and write all groups
; Roles and administrators | Preview > GroupMember
H Manifest

> IdentityProvider
Support + Troubleshooting

& Troubleshooting > IdentityRiskevent
R Newsupport request
> IdentityRiskyUser
> IdentityUserFlow
> InformationProtectionPolicy

> Mailboxsettings

> Mail

Then we'll add more permissions, but "delegated permissions" for open id and profile as shown:

Microsoft Azure P Search resources, services, and docs (G+/) tony keller@filewave.com
ALEWAVETRANING &

Home > FileWave Training > FW Beta 2 Request API permissinns X
o FW Beta 2 | API permissions =

CAll APIs
D Search (Cmd-+/) « O Refresh | O Got feedback? @' Microsoft Graph
httpsy//graph.microsoftcom/ Docs ('
H Overview

A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously. What type of permissions does your application require?
& Quickstart
Delegated permissions Application permissions
# Integration assistant Configured permissions Your application needs to access the API as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of co &
Manage all the permissions the application needs. Learn more about permissions and consent
= Branding Select permissions expand all

{ Add 2 permission ~/ Grant admin consent for FileWave Training

E
D Authentication 0 Start typing a reply url to filter these results.

API / Permissions name Type Description Admin consent req...
Certificates & secrets Permission Admin consent required
 Microsoft Graph (3)
Token configuration
Group Read All Application  Read all groups Yes "\ Openld permissions (2)
2 APl permissions
User Read Delegated  Sign in and read user profile - -
@ Expose an API O emilo 2

User Read All Application ~ Read all users'full profiles Yes Ve sersemail address

2 App roles | Preview
pp oles] [ cfinescces O
Owners Maintain access to data you have given it access to

To view and manage permissions and user consent, try Enterprise applications.

{ Roles and administrators | Preview openid © 7
Sign users in
@ Manifest
profile ©

Support + Troubleshooting View users' basic profile

& Troubleshooting AccessReview

& New support request
AdministrativeUnit
AgreementAcceptance
Agreement

Analytics

APIConnectors

Our permissions then should look like this when we have them all
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ALEWAVETRAINING &89

Home > FileWave Training > FW Beta 2

- FW Beta 2 | API permissions = x

£ Search (Cmds/) « O Refresh | Got feedback?

H overview

A You areediing permissiont) t yourapication users wil have o cansent even ey ve vy done 5o previously

& Quickstart

7 Integration assistant Configured permissions

Applications are authorized to call APis when they are granted permissions by users/adins s part of the consent process, The lst of configured permissions should include

Manage all the permissions the application needs. Learn more about permissions and consent
= Branding
+ Add a permission /' Grant admin consent for FileWave Training
2 Authentication
AP/ Permissions name Type Description Admin consent req... Status
Certificates & secrets
 Microsoft Graph (5)
Token configuration
Group.Read All Application Read all groups Yes A\ Not granted for FileWay_ =++
API permissions
openid Delegated  Sign users in -
Expose an API
profile Delegated  View users' basic profile -
App roles | Preview
User Read Delegated  Sign in and read user profile -
. Owners
User Read All Application Read all users' full profiles Yes A\ Not granted for FileWav_ »++

Roles and adrministrators | Preview

M Manifest
To view and manage permissions and user consent, try Enterprise applications.
Support + Troubleshooting

& Troublesho

9

R Newsupport request

And then we just need to click Grant Consent to finish with the permissions

Microsoft Azure P Search resources, services, and docs (G+/) A
FLswavETRANING. &9

Home > FileWave Training > FW Beta 2

o FW Beta 2 | API permissions % x
P Search (Cmd+/) « O Refresh | Got feedback?
# Ovenvew A You ars editing permission(s) t your application, users will have to consent even H they've alrady done so previously.
& Quickstart
# Integration assistant Configured permissions
Applications are authorized to call APIs when they are granted permissions by Users/admins as part of the consent pracess. The lst of configured permissions should include
Manage all the permissions the application needs. Learn more about permissions and consent
& Branding

t Add a permission /' Grant admin consent for FileWave Training

D Authentication
API / Permissions name Type Description Admin consent req... ~Status
Certificates & secrets

Microsoft Graph (5)

Token configuration
GroupRead All Application  Mad all groups Yes A Not granted for FleWay,_ +++

o API permissions
openid Delegated  Sign\gers in
& Expose an API

profile Delegated -
2 App roles | Preview

UserRead Delegated -
¥ Owners

UserRead All Application Yes A Not granted for FileWay, *++

Roles and administrators | Preview

M Manifest
To view and manage permissions and user consent, try Enterprise applications
Support + Troubleshooting

& Troubleshooting

& New support request

When they show as green, we are all done!



Home > FileWave Training > FW Beta

o FW Beta | APl permissions = x

£ Search (Cmds/) « @ Refresh | Got feedback?

H overview

Configured permissions

& Quickstart
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

' Integration assistant all the permissions the application needs. Leam more about permissions and consent

Manage + Add a permission /' Grant admin consent for FileWave Training
= Branding API / Permissions name Type Description Admin consent req...  Status
2 Authentication  Microsoft Graph (5)
Certiicates & secrets Group Read All Application  Read all groups Yes © Gronted for FleWave Tr_ -+
il Token configuration ‘openid Delegated  Sign users in - @ Granted for FileWave Tr
- API permissions profile Delegated  View users' basic profile - @ Granted for FileWave Tr_ ==+
@ Expose an API User Read Delegated  Sign in and read user profile - @ Granted for FileWave T »++
28 App roles | Preview UserReadAll Application  Read all users’ full profiles Yes @ Granted for fileWave Tr_ ==+
. Owners
Roles and administratars | Preview To view and manage permissions and user consent, try Enterprise applications.
H Manifest

Support + Troubleshooting
£ Troubleshooting

R Newsupport request

Part 6: App Registration Renewal

At some point the Certificate of the App will expire and a new certificate should be generated.

From the App Registration view, expired certificates may be observed

B + New registration @ Endpoints 2 Troubleshooting () Refresh L Download [ Preview features | A7 Got feedback?
O overview

Preview features
@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we will no longer

X Diagnose and solve problems provide feature updates. Applications wil need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more
Manage
All i Owned i Deleted appl
& users —_—
2 Groups O Start typing a display name or application (client) ID to filter these r. 7 Add filters

Bl External Identities

2 2 applications found

&, Roles and administrators

Display name Application (client) ID Createdon 7y Certificates & secrets.

& Administrative units

SeanApp 2/8/2022 O Expired
» Delegated admin partners

n SeanXcredApp 1172972022 .
#  Enterprise applications
B3 Devices

App registrations
—

For renewal, click on the Display Name of the App, followed by 'Create a new one ->'



HH SeanApp

|ﬂ Search | € 1] Delete & Endpoints  [%3] Preview features

B Overview 9 A certificate or secret has expired. Create a new one =

&4 Quickstart

#" Integration assistant ~ Essentials

Then generate a 'New client secret' similar to part 4 of this KB.

® Add a description
® Copy the Secret ID

This time though, Edit the current IdP in FileWave Anywhere:

® QOpen Settings in the FileWave Admin
® Choose Edit from the selected IdP
® Paste in the new Client Secret and 'Save'

| & The old, expired certificate may be deleted from within the Azure portal.

Related Content

e Adding IdP Groups for FileWave Authentication
e Configuring DEP Profiles for IDP Authentication
® Admin Login in Using an IdP Provider
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