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Agnosys was founded on April 7, 1999. Agnosys is a Qualiopi Certified Authorized Training Center, a member of the Apple Consultants
Network (ACN). Agnosys' core business is training on Apple technologies. They offer a range of trainings in support, integration,
deployment and maintenance of Apple products, some of which are preparatory to obtaining official Apple certifications.

® Integrating EasyLAPS with FileWave
® Integrating MacOnboardingMate (MOM) with FileWave

® Integrating Telepod with FileWave



file:///tmp/knp_snappy67babb14484715.08381439.html#page-719
file:///tmp/knp_snappy67babb14484715.08381439.html#page-718
file:///tmp/knp_snappy67babb14484715.08381439.html#page-720

Integrating EasyLAPS with FileWave

What

This article focuses on EasyLAPS, a tool developed to routinely rotate the local administrator account password of a Mac and store it

in a Mobile Device Management (MDM) solution, including FileWave. EasyLAPS main function is to maintain unique passwords across
a Mac fleet, centralized in the MDM console.

When/Why

EasyLAPS is beneficial when the need arises to manage and rotate local administrator passwords across a number of Mac devices,
ensuring unique passwords are utilized and safely stored within the MDM. This tool is particularly useful for enhancing the security of
your network by preventing unauthorized access and reducing the risk of password-related security breaches.

How

EasyLAPS operates in two different functioning logics, both supported by FileWave:

Logic #1: In this mode, the password is stored in encrypted form both in the MDM and in the EasyLAPS Keychain. EasyLAPS manages
the password rotation using the locally stored password, with the new generated password then stored in the MDM. The public key
used for encryption is part of the EasyLAPS configuration file, while the private key is not present on the device and must be kept
securely. This mode is most suitable when a large number of technicians have access to the MDM console, and only those possessing
a copy of the EasyLAPS-Toolkit with the private key can access the rotated password.

Logic #2: Here, the password is stored in clear text in the MDM and not stored locally unless a password reversion fails. EasyLAPS
uses the MDM-stored password to manage the rotation to the new generated one, which is then stored in the MDM. This logic is best
when a limited number of technicians have access to the MDM console and can access a rotated password.

After the first successful rotation, the new password is visible in the device inventory record.

EasyLAPS operates a true rotation of the local administrator password, so the account keeps its cryptographic status. That means that
once the password is changed, the account is still a Crypto user and Volume owner, able to unlock the device, install macOS updates,
make changes to the startup security policy, initiate an Erase All Content and Settings, and more.

Complete documentation on how to use EasyLAPS with FileWave is provided upon purchase, offering detailed instructions and
support. Please note that EasyLAPS supports a variety of MDM solutions with FileWave included.

MacBook Pro de ladmin - Client Info

Last Connected: 06/07/2023 23:37
From: 176.187.169.40
Free Space: 213 GB ’
Platform: macOS (Intel)
Model: 61 .
Version: Not connected
Enrollment Type: User approved enrollment

Missing Updates: 1 missing | O critical

Export Current Tab Client Monitor Verify Tools

Filesets Status Device Details Command History Installed Apps Installed Profiles Users Policies Software Updates

Edit Custom Field(s) Values... Q, Filter Device Details
Property ~ Value Last Update Time

Device Name MacBook Pro de ladmin

Device Product Name MacBookPro15,2

EACS Preflight success

EasyLAPS I@ground-6observing1-last rotation: 2023-07-06 23:27:08 07/07/2023 01:27

Enroll Date 06/07/2023 21:12

Enrolled via DEP false

Enrollment Approved By User true

Enrollment State Enrolled

Enrollment Type User approved enrollment

Enrollment Username
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Related Links

e FEasyLAPS Official Website - Comprehensive information about EasyLAPS, its features, and support.
e EasyLAPS - Management solutions support - EN - Agnosys

e Integrating Telepod with FileWave

® Integrating MacOnboardingMate (MOM) with FileWave
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Integrating MacOnboardingMate (MOM) with
FileWave

What

This article is about MacOnboardingMate (MOM), a tool that streamlines the onboarding and migration of Mac devices across different
Mobile Device Management (MDM) solutions, including FileWave.

When/Why

MOM is utilized when a Mac needs to be onboarded to an MDM solution or migrated from one MDM to another. This is relevant when a
new device is added to your network, a device is being transferred to a different MDM platform, or when you are initiating an MDM
switch project. MOM retains the Automated Device Enrollment configuration during migration, a key feature for most organizations.

How

MOM operates in two different execution modes: Launcher and AutoLauncher.

Launcher is used when MOM is manually run outside of an MDM, while AutoLauncher is used when MOM is operated from within an
MDM, either automatically or manually through a Self Service.

MOM will facilitate the onboarding or migration process, managing both the unenrollment from the previous MDM and the enrollment
into FileWave. For onboarding, MOM is run from within the FileWave MDM and started during the Setup Assistant. For migration to
FileWave, MOM is executed from the MDM that the device leaves.

MOM's latest version includes a new user interface based on swiftDialog. The previous interface, based on DEPNotify, is still available
to ensure a smooth transition for existing users. MOM White glove provisioning combined with macOS Automated Device Enrollment
offers a similar experience as Windows Autopilot for pre-provisioned deployment.

The tool supports multiple languages, currently available in English and French, and can be localized to other languages as required.
An important advantage of using MOM is its "turnkey" nature, requiring no scripting knowledge for implementation or upgrade. If
necessary, it can be augmented with scripts at key steps of the workflows, offering flexibility and customizability.

Complete documentation on how to use MOM with FileWave is provided upon purchase, offering detailed instructions and support.
Please note that MOM supports a variety of MDM solutions with FileWave included.

Discover MacOnboardingMate Discover MacOnboardingMate
0 Migration configuration Completed @ ‘ Device customization o
'+ Device details collect [ ¢ e ’ :
evice detals collect " progress o< This device will be managed by FileWave and assigned to °
Computer Name < Paris location.
MacBook Pro ¥ settings pending @ ] h
) Some customized settings must be defined manually.
Serial Number s
C02Z15BYLVDG O End User License Agreement Pending @ Q -]
Computer Name MacBook Pro

Operating System q

macoS 14.0 @ Post settings script pending @ ) AssetTag  FW123456 €
@ Prefiight script pending @ Computer name policy Con e LY Demo setup (-

+ Name truncated after Building West Wing
@ ™DM unenroliment pending @ 15 characters (-]
Department  Sales
@ MDM enrollment pending @ Location |Parig | ®
@ Find My Mac after enroliment Pending @ - - 5 -]
..,® Management account Pending @ Room 101 8 ©
@ Time zone pending @ e
i . ™ Boot volume name Pendina @
—
Getting device details from FileWave...
MOM 5.11 - swiftDialog 2.3.0.4708 - Debug verbose logging enabled MOM 5.1 - swiftDialog 2.3.0.4708 - Debug verbose logging enabled
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Thank you

Your device is now fully inthe izati solution. Please
visit the Self Service of FileWave to discover and install optional resources.

Computer Name
MacBook Pro

Serial Number
C02Z15BYLVDG
Operating System
mac0s 14.0

Setup done

MOM 5.11 - swiftDialog 2.3.0.4708 « Debug verbose logging enabled Open Website

Demos

Demo : Migration of a Mac between two MDM (DEPNotify)

> p

Demo : Onboarding of a Mac enrolled during the Setup Assistant (DEPNotify)

Demo : Onboarding of a Mac enrolled from an opened user’s session (DEPNotify)
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Related Links

® MacOnboardingMate Official Website - Comprehensive information about MOM, its features, and support.
® MacOnboardingMate - Management solutions support - EN - Agnosys

® Integrating EasyLAPS with FileWave

® Integrating Telepod with FileWave
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Integrating Telepod with FileWave

What

This article discusses Telepod, an automaton created to streamline the lifecycle of an iOS device. Telepod enables the backup and

restoration of new iOS devices without iCloud, remotely monitored by IT support. It can work as part of a Mobile Device Management
(MDM) solution, like FileWave, to retain the Automated Device Enrollment configuration during MDM migrations.

When/Why

Telepod is essential when setting up new iOS devices, replacing existing devices, or migrating devices between MDM solutions. It
offers a streamlined and efficient method to manage iOS device lifecycles, which is particularly useful in large-scale environments
where multiple devices need to be managed simultaneously.

How

Telepod operates through highly customizable workflows, launched from an assistant available in the Self Service of a Mac enrolled in
an MDM solution. Currently, there are four types of workflows:

1. Migration (MDM switching): This migrates a device from one MDM to another. No data transfer occurs, and devices are
enrolled in the new MDM using Device Enrollment.

2. Replacement: This replaces a current device with a new one. It supports two main use cases: device switching under the
current MDM and MDM switching to a new MDM.

3. Setup: This sets up a new device from the backup of another device acting as a model.

4. Backup: This creates a backup of a device acting as a model, allowing other new devices to be set up.

Data is transferred locally over a wired connection for Backup, Replacement, and Setup workflows, bypassing the need for iCloud.
Backups can be stored centrally in a distribution point, making them available worldwide.

Telepod's latest version includes a new user interface based on swiftDialog. The previous interface, based on DEPNotify, is still
available to ensure a smooth transition for existing users.

The tool supports multiple languages, currently available in English and French, and can be localized to other languages as required.
Telepod is a "turnkey" software, meaning no scripting knowledge is required for implementation or upgrade.

Complete documentation on how to use Telepod with FileWave is provided upon purchase, offering detailed instructions and support.
Please note that Telepod supports a variety of MDM solutions with FileWave included.

Discover Telepod
2 Workflow selector
e This automaton is aimed to streamline the lifecycle of an i0S device.
Please follow the instructions provided. Telepod is configured for 4 workflows.
o) i Please select a workflow.
a ) uicense Completed @ V) n Backup creation
Computer Name @ Workflows check Completed @ ! Sales configuration - FileWave
e e v Device replacement - FileWave a
I @© Time slot Completed @ MDM Switching - Previous MDM > FileWave
C02Z15BYLVDG
X & Power management Completed @ Cancel
Operating System
macos 14.0 Ty < |
@ Apple Configurator Completed @
@ Internet connectivity Completed @
8 Workflow selection In progress =’
Telepod 211 - cfgutil 216 - swiftDialog 2.3.0.4708 - Debug verbose logging enabled
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Device replacement - FileWave

This workflow will walk you through replacing your current device managed by
FileWave with a new one.

The data from the current device will be saved and restored to the new device. Once
the preparation of the new device is completed, you will be able to use it in the best
conditions.

Privileges granted to the workflow :
- Allow to override a prohibited pairing of the new device

- Allow to override a prohibited pairing of the current device
- Allow to delete the backups of other devices

- Allow to restore a backup on another device class

Please follow the instructions provided.

Be sure not to disconnect the current or the new device until prompted to do so to
avoid data loss.

Telepod 211 - cfgutil 2.16 - swiftDialog 2.3.0.4708 - Debug verbose logging enabled

Device replacement - FileWave

Current device selection
= L Y ——
@ current device backup
Device detals collect
New device selection
M settings
Q End User License Agreement
@ Backup restoration
~# New device renaming
“Z= Wi-Fi configuration profile

@ New device enroliment

Retrieving connected device posture...

Telepod 211 - cfgutil 2.16 - swiftDialog 2.3.0.4708 - Debug verbose logging enabled

In progress - =
pending
Pending
Pending
pending
Pending
Pending
pending
Pending

Pending

pending

Device replacement - FileWave Device replacement - FileWave
' I Current device selection In progress [ current device selection Completed @
==l
-] @ Backup password management Completed &

Connected device details

Name : iPad

@ Current device backup

s
In progress

Serial Number : C9C2T71XMO ) Device details collect Pending @
UDID : 00008030-000275020C9B402E Current device
et (e G Cen Q) Name : iPad New device selection Pending @
Device supervised : Yes Serial Number :
Backup password defined : Yes COC2T71XMO . )
X o . Model : iPad 9th Gen > Settings pending @
Please confirm that the connected iPad is the device to be replaced. WiFD)
Device supervised : Yes O End User License Agreement Pending @
Backup password
No Ves defined : Yes ) )
@ Backup restoration Pending @
"% New device renaming Pending @ New device renaming Pending @
“Z= Wi-Fi configuration profile Pending @ = Wi-Fi configuration profile Pending @
@ New device enroliment Pending @ @ New device enroliment pending @
- . N
[
Backing up the current device... 60%
Telepod 2.11 - cfgutil 2.16 - swiftDialog 2.3.0.4708 - Debug verbose logging enabled Telepod 2.1 - cfgutil 2.16 - swiftDialog 2.3.0.4708 - Debug verbose logging enabled
Device replacement - FileWave Device replacement - FileWave
' I I current device selection Completed @ DeNicaicUS lomization (/]
. . o This device will be managed by FileWave and assigned to
Connected device details . o
o & Some customized settings must be defined manually. o
3 Name : iPad |
1 Serial Number : JJV707H6TQ o [
: Device Name  iP:
Nan UDID : 00008030-001C353E1E6B402E Nev » iPad
Serl Model : iPad 9th Gen (WiFi) 0. N AssetTag  FW123456 o
co( Device activated : Yes I Serl
Mgl Device supervised : Yes M Device name policy Comment Demo setup
o o ¢ Mot - Name truncated after o X b
Dey The connected iPad will be erased then the backup of the current W 5 characters Building West Wing
Bac device will be restored.
o (-] od Department ~ Sales -]
No © el Location Pari ] °
N F Nar
New device renaming pending @ Ser C-level Yes ®
b R 101
oom
% Wi-Fi configuration profile Pending @ :‘x: e
Dev
@ New device enroliment Pending @ Bac_ -]
P - P -

Telepod 211 - cfgutil 2.16 - swiftDialog 2.3.0.4708 - Debug verbose logging enabled

Telepod 211 - cfgutil 2.16 - swiftDialog 2.3.0.4708 - Debug verbose logging enabled
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Device replacement - FileWave Device replacement -

. Current device selection Completed @ Backup restoration Completed @
Backup password management Completed @ New device renaming Completed @
@ current device backup Completed @ Wi-Fi configuration profile Completed @
'+ Device detalls collect Completed i
Now device pleted @ New device New device enroliment Completed @
JalcklRad . New device selection Completed @ CEmDAIE] Current device unenroliment Completed @
Serial Number : Serial Number :
JIV707HE6TQ - . JIV707HETQ
Mode! : iPad 9th Gen M settings Completed @ Model : iPad 9th Gen Current device backup deletion Completed @
(WiFi) (WiFi)
Device activated : Yes 0 End User License Agreement Completed @ Device activated : Yes Configuration profies Completed @
Device supervised : Yes Device supervised : Yes
; ! . ;
Current device @ Backup restoration In progress <. Current device Documents Completed @
Name : iPad Name : iPad
Serial Number : % New device renaming Pending @ Serial Number : Wallpaper Completed @
C9C2T71XMO C9C2T71XMO
Model : iPad 9th Gen [ — ey N - 2 Model : iPad 9th Gen
(wiFi) % Wi-Fi configuration profile pending @ wiF) Device details update Completed @
Device supervised : Yes Device supervised : Yes
Backup password @ New device enrollment pending @ Backup password @ Device inventory Completed @
defined : Yes defined : Yes

Restoring the backup on the new device... 81%

Telepod 2.11 - cfgutil 2.16 - swiftDialog 2.3.0.4708 - Debug verbose logging enabled Telepod 211 - cfgutil 2.16 - swiftDialog 2.3.0.4708 - Debug verbose logging enabled

I |

(& 2023-07-26 15:10:54 CEST C02Z15BYLVDG MacBook Pro - Status message : Workflow Device replacement - FileWave started

Thank you (i 2023-07-26 15:12:26 CEST C02Z15BYLVDG MacBook Pro - Statt iPad C9C2T7. as the

(i 2023-07-26 15:17:25 CEST C02Z15BYLVDG MacBook Pro - Status message : iPad J)V707H6TQ confirmed as the new device

{6 2023-07-26 15:19:04 CEST C02Z15BYLVDG MacBook Pro - Status message : EULA agreed by ladmin (ladmin)

2023-07-26 15:26:07 CEST C02Z15BYLVDG MacBook Pro - Status message : Remote Unenroll command requested to FileWave for iPad C9C2T71XMO

YYour new device is now fully onboarded in FileWave and can be safely disconnected.

2023-07-26 15:28:33 CEST C02Z15BYLVDG MacBook Pro - Status message : Replacement of iPad C9C2T71XMO by iPad JIV707H6TQ completed
2023-07-26 15:28:36 CEST C02Z15BYLVDG MacBook Pro - Status message : Workflow Device replacement - FileWave done

Workflow done

Telepod 211 - cfgutil 2.16 - swiftDialog 2.3.0.4708 - Debug verbose logging enabled

Demo

Demo : Replacement / Device switching (DEPNotify)

Related Links

® Telepod Official Website - Comprehensive information about Telepod, its features, and support.
® Management solutions support (agnosys.com)

Telepod - Capacities - EN - Agnosys

® Integrating MacOnboardingMate (MOM) with FileWave

Integrating EasyLAPS with FileWave
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