Integrations

The Integrations section provides valuable information and resources on integrating FileWave with other essential systems and tools.
Discover a range of integration possibilities to enhance the functionality and streamline the management of your FileWave
environment. Explore documentation, guides, and best practices for seamless integration with popular platforms and services. By
integrating FileWave with your existing systems, you can achieve enhanced automation, data synchronization, and streamlined
workflows, optimizing your device management processes and simplifying administration tasks. Unlock the power of integrations to
maximize the efficiency and effectiveness of your FileWave deployment.

® Agnosys

o Integrating EasyLAPS with FileWave
o Integrating MacOnboardingMate (MOM) with FileWave

o Integrating Telepod with FileWave

e AutoPkg with FileWave

o AutoPkg - FileWave Integrated (v15.5+

o Using AutoPkgr with FileWave for Advanced macOS Software Deployment
o Autopkg(r) FAIL_RECIPES_WITHOUT_TRUST_INFO

® Cloudflare WARP integration with FileWave (macQOS/i0S/Windows/Android)
® DeepFreeze (macOS/Windows)

® Hello-IT integration with FileWave (macOS)

® Invgate integration with FileWave

® ServiceNow integration with FileWave

® Slack integration with FileWave

® Truce Family integration with FileWave

® OTRS integration with FileWave
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Agnosys

Agnosys was founded on April 7, 1999. Agnosys is a Qualiopi Certified Authorized Training Center, a member of the Apple Consultants
Network (ACN). Agnosys' core business is training on Apple technologies. They offer a range of trainings in support, integration,
deployment and maintenance of Apple products, some of which are preparatory to obtaining official Apple certifications.
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Integrating EasyLAPS with FileWave

What

This article focuses on EasyLAPS, a tool developed to routinely rotate the local administrator account password of a Mac and store it
in a Mobile Device Management (MDM) solution, including FileWave. EasyLAPS main function is to maintain unique passwords across
a Mac fleet, centralized in the MDM console.

When/Why

EasyLAPS is beneficial when the need arises to manage and rotate local administrator passwords across a number of Mac devices,
ensuring unique passwords are utilized and safely stored within the MDM. This tool is particularly useful for enhancing the security of
your network by preventing unauthorized access and reducing the risk of password-related security breaches.

How

EasyLAPS operates in two different functioning logics, both supported by FileWave:

Logic #1: In this mode, the password is stored in encrypted form both in the MDM and in the EasyLAPS Keychain. EasyLAPS manages
the password rotation using the locally stored password, with the new generated password then stored in the MDM. The public key
used for encryption is part of the EasyLAPS configuration file, while the private key is not present on the device and must be kept
securely. This mode is most suitable when a large number of technicians have access to the MDM console, and only those possessing
a copy of the EasyLAPS-Toolkit with the private key can access the rotated password.

Logic #2: Here, the password is stored in clear text in the MDM and not stored locally unless a password reversion fails. EasyLAPS
uses the MDM-stored password to manage the rotation to the new generated one, which is then stored in the MDM. This logic is best
when a limited number of technicians have access to the MDM console and can access a rotated password.

After the first successful rotation, the new password is visible in the device inventory record.

EasyLAPS operates a true rotation of the local administrator password, so the account keeps its cryptographic status. That means that
once the password is changed, the account is still a Crypto user and Volume owner, able to unlock the device, install macOS updates,
make changes to the startup security policy, initiate an Erase All Content and Settings, and more.

Complete documentation on how to use EasyLAPS with FileWave is provided upon purchase, offering detailed instructions and
support. Please note that EasyLAPS supports a variety of MDM solutions with FileWave included.

MacBook Pro de ladmin - Client Info

Last Connected: 06/07/2023 23:37
From: 176.187.169.40
Free Space: 213 GB ’

Platform: macOS (Intel)
Model: 61 .
Version: Not connected
Enroliment Type: User approved enrollment

Missing Updates: 1 missing | O critical

Export Current Tab Client Monitor Verify Tools @

Filesets Status Device Details Command History Installed Apps Installed Profiles Users Policies Software Updates

Edit Custom Field(s) Values... Q, Filter Device Details
Property ~ Value Last Update Time

Device Name MacBook Pro de ladmin

Device Product Name MacBookPro15,2

EACS Preflight success

EasyLAPS !@ground-6observing1-last rotation: 2023-07-06 23:27:08 07/07/2023 01:27

Enroll Date 06/07/2023 21:12

Enrolled via DEP false

Enrollment Approved By User true

Enroliment State Enrolled

Enrollment Type User approved enrollment

Enrollment Username
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Related Links

e FEasyLAPS Official Website - Comprehensive information about EasyLAPS, its features, and support.
® EasyLAPS - Management solutions support - EN - Agnosys

e Integrating Telepod with FileWave

® Integrating MacOnboardingMate (MOM) with FileWave
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Integrating MacOnboardingMate (MOM) with
FileWave

What

This article is about MacOnboardingMate (MOM), a tool that streamlines the onboarding and migration of Mac devices across different
Mobile Device Management (MDM) solutions, including FileWave.

When/Why

MOM is utilized when a Mac needs to be onboarded to an MDM solution or migrated from one MDM to another. This is relevant when a
new device is added to your network, a device is being transferred to a different MDM platform, or when you are initiating an MDM
switch project. MOM retains the Automated Device Enrollment configuration during migration, a key feature for most organizations.

How

MOM operates in two different execution modes: Launcher and AutoLauncher.

Launcher is used when MOM is manually run outside of an MDM, while AutoLauncher is used when MOM is operated from within an
MDM, either automatically or manually through a Self Service.

MOM will facilitate the onboarding or migration process, managing both the unenrollment from the previous MDM and the enrollment
into FileWave. For onboarding, MOM is run from within the FileWave MDM and started during the Setup Assistant. For migration to
FileWave, MOM is executed from the MDM that the device leaves.

MOM's latest version includes a new user interface based on swiftDialog. The previous interface, based on DEPNotify, is still available
to ensure a smooth transition for existing users. MOM White glove provisioning combined with macOS Automated Device Enrollment
offers a similar experience as Windows Autopilot for pre-provisioned deployment.

The tool supports multiple languages, currently available in English and French, and can be localized to other languages as required.
An important advantage of using MOM is its "turnkey" nature, requiring no scripting knowledge for implementation or upgrade. If
necessary, it can be augmented with scripts at key steps of the workflows, offering flexibility and customizability.

Complete documentation on how to use MOM with FileWave is provided upon purchase, offering detailed instructions and support.
Please note that MOM supports a variety of MDM solutions with FileWave included.

Discover MacOnboardingMate Discover MacOnboardingMate
0 Migration configuration Completed @ A Device customization o
Device details collect Inprogress ,,& This device will be managed by FileWave and assigned to o
Computer Name c Paris location.
MacBook Pro 3 settings pending @ N I
) Some customized settings must be defined manually.
Serial Number s
C02Z15BYLVDG 0 End User License Agreement pending @ c -]
Computer Name  MacBook Pro
Operating System C
macos 14.0 @ Post settings script pending @ n AssetTag  FW123456 (-]
@ Prefiioht script pending @ Computer name policy COnTErLY Demo setup ®
- Name truncated after Building West Wing
15 characters.
@ MDM unenroliment pending @ ©
Department ~ Sales
@ ™DM enroliment Pending @ Location |Parig | ®
%) Find My Mac after enrollment Pendi
& Find My Mac after enrollmen nding @ - o -]
.’,@ Management account pending @ Room 101 (-
@ Time Zone Pending @ -]
i TR 7' Boot volume name Pendina @
—
Getting device details from FileWave...
MOM 5.11 - swiftDialog 2.3.0.4708 - Debug verbose logging enabled MOM 5.1 - swiftDialog 2.3.0.4708 - Debug verbose logging enabled
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Thank you

Your device is now fully inthe izati solution. Please
visit the Self Service of FileWave to discover and install optional resources.

Computer Name
MacBook Pro

Serial Number
€02Z15BYLVDG
Operating System
mac0s 14.0

Setup done

MOM 5.11 - swiftDialog 2.3.0.4708 « Debug verbose logging enabled Open Website

Demos

Demo : Migration of a Mac between two MDM (DEPNotify)

> p

Demo : Onboarding of a Mac enrolled during the Setup Assistant (DEPNotify)

Demo : Onboarding of a Mac enrolled from an opened user’s session (DEPNotify)


https://kb.filewave.com/uploads/images/gallery/2023-07/2LPMhg8KFjBSYjVU-mom-filewave-3.png
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Related Links

® MacOnboardingMate Official Website - Comprehensive information about MOM, its features, and support.
® MacOnboardingMate - Management solutions support - EN - Agnosys

® Integrating EasyLAPS with FileWave

® Integrating Telepod with FileWave
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Integrating Telepod with FileWave

What

This article discusses Telepod, an automaton created to streamline the lifecycle of an iOS device. Telepod enables the backup and

restoration of new iOS devices without iCloud, remotely monitored by IT support. It can work as part of a Mobile Device Management
(MDM) solution, like FileWave, to retain the Automated Device Enrollment configuration during MDM migrations.

When/Why

Telepod is essential when setting up new iOS devices, replacing existing devices, or migrating devices between MDM solutions. It
offers a streamlined and efficient method to manage iOS device lifecycles, which is particularly useful in large-scale environments
where multiple devices need to be managed simultaneously.

How

Telepod operates through highly customizable workflows, launched from an assistant available in the Self Service of a Mac enrolled in
an MDM solution. Currently, there are four types of workflows:

1. Migration (MDM switching): This migrates a device from one MDM to another. No data transfer occurs, and devices are
enrolled in the new MDM using Device Enrollment.

2. Replacement: This replaces a current device with a new one. It supports two main use cases: device switching under the
current MDM and MDM switching to a new MDM.

3. Setup: This sets up a new device from the backup of another device acting as a model.

4. Backup: This creates a backup of a device acting as a model, allowing other new devices to be set up.

Data is transferred locally over a wired connection for Backup, Replacement, and Setup workflows, bypassing the need for iCloud.
Backups can be stored centrally in a distribution point, making them available worldwide.

Telepod's latest version includes a new user interface based on swiftDialog. The previous interface, based on DEPNotify, is still
available to ensure a smooth transition for existing users.

The tool supports multiple languages, currently available in English and French, and can be localized to other languages as required.
Telepod is a "turnkey" software, meaning no scripting knowledge is required for implementation or upgrade.

Complete documentation on how to use Telepod with FileWave is provided upon purchase, offering detailed instructions and support.
Please note that Telepod supports a variety of MDM solutions with FileWave included.

Discover Telepod Workflow selector
e This automaton is aimed to streamline the lifecycle of an i0S device.
Please follow the instructions provided. Telepod is configured for 4 workflows.
) i Please select a workflow.
aam ©) ticense Completed @ (/] u Backup creation
PR, @ Workflows check Completed @ ! Sales configuration - FileWave
MacBook Pro v Device replacement - FileWave ’
T @© Time siot Completed @ MDM Switching - Previous MDM > FileWave
C02Z15BYLVDG > |
macOs 14.0 * ‘
@ ~ople configurator Completed @
) intemet connectivity Completed @
£& Workflow selection In progress =’
S
Telepod 2.11 - cfgutil 2.16 - swiftDialog 2.3.0.4708 - Debug verbose logging enabled
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https://kb.filewave.com/uploads/images/gallery/2023-07/HHdlVjAPHCWiExT4-telepod-2-replacement-filewave-001-telepod-initialization.png
https://kb.filewave.com/uploads/images/gallery/2023-07/2RZVptrnsmUinagK-telepod-2-replacement-filewave-002-workflow-selection.png

Device replacement - FileWave

This workflow will walk you through replacing your current device managed by
FileWave with a new one.

The data from the current device will be saved and restored to the new device. Once
the preparation of the new device is completed, you will be able to use it in the best
conditions.

Privileges granted to the workflow :
- Allow to override a prohibited pairing of the new device

- Allow to override a prohibited pairing of the current device
- Allow to delete the backups of other devices

- Allow to restore a backup on another device class

Please follow the instructions provided.

Be sure not to disconnect the current or the new device until prompted to do so to
avoid data loss.

Telepod 211 - cfgutil 2.16 - swiftDialog 2.3.0.4708 - Debug verbose logging enabled

Device replacement - FileWave

Current device selection
= L Y —
@ current device backup
Device details collect
New device selection
M settings
Q End User License Agreement
@ Backup restoration
~# New device renaming
“Z= Wi-Fi configuration profile

@ New device enroliment

Retrieving connected device posture...

Telepod 211 - cfgutil 2.16 - swiftDialog 2.3.0.4708 - Debug verbose logging enabled

In progress ~ =
pending
Pending
Pending
pending
Pending
Pending
pending
Pending

Pending

pending

Device replacement - FileWave Device replacement - FileWave
' I Current device selection In progress [ current device selection Completed @
N
-] @ Backup password management Completed @

Connected device details

Name : iPad

@ Current device backup

e
In progress

Serial Number : C9C2T71XMO _ Device details collect Pending @
UDID : 00008030-000275020C9B402E Current device
et (e C Cern ) Name : iPad New device selection Pending @
Device supervised : Yes Serial Number :
Backup password defined : Yes COC2T71XMO . )
. o . Model : iPad 9th Gen > Settings Pending @
Please confirm that the connected iPad is the device to be replaced. WiFD)
Device supervised : Yes O End User License Agreement Pending @
Backup password
No = defined : Yes ) )
@ Backup restoration Pending @
"% New device renaming Pending @ New device renaming Pending @
“Z= Wi-Fi configuration profile Pending @ = Wi-Fi configuration profile Pending @
@ New device enroliment Pending @ @ New device enroliment pending @
- . . -
-
Backing up the current device... 60%
Telepod 2.11 - cfgutil 2.16 - swiftDialog 2.3.0.4708 - Debug verbose logging enabled Telepod 2.1 - cfgutil 2.16 - swiftDialog 2.3.0.4708 - Debug verbose logging enabled
Device replacement - FileWave Device replacement - FileWave
' I I current device selection Completed @ DeNicaicuS lomization (]
. . o This device will be managed by FileWave and assigned to
Connected device details A o
° & Some customized settings must be defined manually. o
3 Name : iPad |
9 Serial Number : JJV707H6TQ o [
: Device Name  iP:
Nan UDID : 00008030-001C353E1E6B402E Nev » iPad
serl Model : iPad 9th Gen (WiFi) W & | AssetTag  FW123456 ©°
co( Device activated : Yes I Serl
Mgl Device supervised : Yes UM Device name policy Comment Demo setup
) o ¢ Mot - Name truncated after . X b
Dey The connected iPad will be erased then the backup of the current W 5 characters Building West Wing
Bac device will be restored.
o (-] od Department ~ Sales -]
No © cdl Location Pari ] °
N F Nar
New device renaming pending @ Ser C-level Yes -]
2 R 101
oom
% Wi-Fi configuration profile Pending @ :‘x: e
Dev
@ nNew device enroliment pending @ Bac_ -]
P - P -

Telepod 211 - cfgutil 2.16 - swiftDialog 2.3.0.4708 - Debug verbose logging enabled

Telepod 211 - cfgutil 2.16 - swiftDialog 2.3.0.4708 - Debug verbose logging enabled
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https://kb.filewave.com/uploads/images/gallery/2023-07/bLZ1khjkeex22pka-telepod-2-replacement-filewave-006-current-device-backup.png
https://kb.filewave.com/uploads/images/gallery/2023-07/EIOsGdfPoPVbK1KH-telepod-2-replacement-filewave-007-new-device-selection.png
https://kb.filewave.com/uploads/images/gallery/2023-07/rhOUMnM7jY7VdxD4-telepod-2-replacement-filewave-008-new-device-customization.png

| -

Workflow done

Telepod 211 - cfgutil 2.16 - swiftDialog 2.3.0.4708 - Debug verbose logging enabled Workflc

D

Demo : Replacement / Device switching (DEPNotify)

emo

q f q o
Device rey ment - Device replacement - FileWave
. Current device selection Completed @ @ Backup restoration Completed @
@ Backup password management Completed @ New device renaming Completed @
@ current device backup Completed @ “Z" Wi-Fi configuration profile Completed @
'+ Device detalls collect Completed i
Now device pleted @ New device @ New device enrollment Completed @
Name : iPad . New device selection Completed @ WEmea 5 e @ current device unenroliment Completed @
Serial Number : Serial Number :
JIV707HE6TQ o . JIV707HETQ
Model : iPad 9th Gen ) Settings Completed @ Model : iPad 9th Gen ® current device backup deletion Completed @
(WiFi) (WiFi)
Device activated : Yes O End User License Agreement Completed @ Device activated : Yes & Configuration profiles Completed @
Device supervised : Yes Device supervised : Yes B
; ) . ;
Current device @ Backup restoration In progress < Current device Documents Completed @
Name : iPad Name : iPad
Serial Number : New device renaming Pending @ Serial Number : n Wallpaper Completed @
C9C2T71XMO C9C2T71XMO
Model : iPad 9th Gen [ — ey " N - 2 Model : iPad 9th Gen -
(WiFi) % Wi-Fi configuration profile pending @& WiFD) * ¢ Device details update Completed @
Device supervised : Yes Device supervised : Yes
Backup password @ New device enroliment pending @ Backup password @ Device inventory Completed @
defined : Yes defined : Yes
Restoring the backup on the new device... 81%
Telepod 2.11 - cfgutil 2.16 - swiftDialog 2.3.0.4708 - Debug verbose logging enabled Workfloy Telepod 2.11 - cfgutil 2.16 - swiftDialog 2.3.0.4708 - Debug verbose logging enabled lorkflow
ﬁ 2023-07-26 15:10:54 CEST C02Z15BYLVDG MacBook Pro - Status message : Workflow Device replacement - FileWave started
Thank you L 2023-07-26 15:12:26 CEST C02Z15BYLVDG MacBook Pro - Statt iPad C9C2T7: as the
ﬁ 2023-07-26 15:17:25 CEST C02Z15BYLVDG MacBook Pro - Status message : iPad JJV707H6TQ confirmed as the new device
o - N 2023-07-26 15:19:04 CEST C02Z15BYLVDG MacBook Pro - Status message : EULA agreed by ladmin (ladmin)
Your new device is now fully onboarded in FileWave and can be safely disconnected.
\ 2023-07-26 15:26:07 CEST C02Z15BYLVDG MacBook Pro - Status message : Remote Unenroll command requested to FileWave for iPad C9C2T71XMO

2023-07-26 15:28:33 CEST C02Z15BYLVDG MacBook Pro - Status message : Replacement of iPad C9C2T71XMO by iPad J)V707H6TQ completed

2023-07-26 15:28:36 CEST C02Z15BYLVDG MacBook Pro - Stat Workflow Device repl
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Related Links

® Telepod Official Website - Comprehensive information about Telepod, its features, and support.

® Management solutions support (agnosys.com)

® Telepod - Capacities - EN - Agnosys
® Integrating MacOnboardingMate (MOM) with FileWave
® Integrating EasyLAPS with FileWave
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AutoPkg with FileWave

The AutoPkg chapter of our Knowledge Base provides comprehensive guidance on using AutoPkg and AutoPkgr with FileWave to
streamline software deployment. It includes articles on the new integrated AutoPkg feature in FileWave 15.5 for easy package
creation, as well as detailed instructions on leveraging the full AutoPkg and AutoPkgr tools for advanced package management and
customization.



AutoPkg with FileWave

AutoPkg - FileWave Integrated (v15.5+)

What

In FileWave version 15.5.0, we have introduced direct integration with AutoPkg, significantly streamlining the process of creating and
deploying software packages. Administrators can now create new Filesets by selecting AutoPkg, allowing them to search for a
software package and generate the Fileset with a single click. This integration simplifies the deployment workflow by eliminating the
need for external tools or complex configurations.

Within the Fileset properties, administrators have the option to select whether the Fileset should be uninstalled when the association
between the Fileset and any clients is removed. Version management is also made more accessible. By managing revisions in the
Fileset properties, you can choose to deploy the latest version of the software or select an older version as needed. For example, if
you need to deploy a specific version of Google Chrome, such as 108.105.10.2, for a certain period, you can select that version and
later update to a newer release when appropriate.

Unlike the traditional use of AutoPkg, which typically involves installing it on a macOS system and customizing recipes with various
repositories, FileWave’s implementation focuses on simplicity and security. We have limited the integration to a curated set of known
repositories to prevent the addition of potentially rogue repos. While this means that some software may not be available, we are
open to considering requests for additional repositories to be added.

This streamlined approach is designed to make it easier for FileWave administrators who want a hassle-free method to find and
deploy installers without dealing with complex configurations. For power users who require more advanced functionality, traditional

use of AutoPkg remains available. They can continue to build custom recipes and add their PKGs to FileWave as PKG Filesets, just as
before.

When/Why

When to Use

This feature is ideal when you need a quick and straightforward way to deploy common software packages to your devices. If you're
looking to reduce the time and complexity involved in creating Filesets, the AutoPkg integration provides a user-friendly solution. It is
particularly useful for administrators who prefer not to delve into the intricacies of AutoPkg configurations but still want the benefits
of automated package management.

Why This Feature Matters

The integration of AutoPkg directly into FileWave 15.5 enhances efficiency and simplifies the software deployment process. By
offering a curated set of repositories and an intuitive interface, administrators can save time by quickly creating and deploying
software packages without the need for external tools or manual configurations. This approach maintains control over software
versions, allowing you to ensure that specific versions are deployed when necessary and updated on your schedule.

Security is also enhanced by using known repositories, preventing the introduction of unverified or malicious software into your
environment. The reduced complexity lowers the learning curve associated with AutoPkg, making package deployment accessible to
administrators with varying levels of experience. By focusing on ease of use, this feature empowers administrators to manage
software deployments more effectively, without sacrificing control or security.

How

Creating an AutoPkg Fileset:

With the AutoPkg integration, creating a new Fileset is as simple as selecting the AutoPkg option when adding a new Fileset. You can
then search for the desired software package and create it with a single click. The Fileset properties allow you to configure
uninstallation behavior and manage software versions according to your deployment needs.

® Create a New Fileset, and select Apple so that you can pick Autopkg as the type:


https://kb.filewave.com/books/integrations/chapter/autopkg-with-filewave

N EON® Create New Fileset

[Q Autopkg| x] macOS

@ Autopkg

® Search for software. Note that the feed of repos does not contain descriptions. We will be working on labeling things, but
note that this process is manual and there are many items. The Recipe URL can be very helpful to understand where it
comes from, in order to assess what it is and how to locate more detail.

| XN ] Search Fill kg repository
Q, cyberduck X
Package Name Publisher Revision ~  Recipe URL
Cyberduck ac6d362cad36102222cff070dcdOcc3edd3d71c5 https://github.com/autopkg/recipes/blob/master/Cyberduck/Cyberduck.pk
FileWave is not responsible for the content of packages delivered via AutoPKG. Please verify the recipes before delivery.

® (Create an Association or Deployment. Selecting "latest" ensures upgrades can occur automatically. Otherwise, specify a
specific version to stay at that version until later changed.


https://kb.filewave.com/uploads/images/gallery/2024-10/GKhLvmX8WevHN9DA-image.png
https://kb.filewave.com/uploads/images/gallery/2024-10/8g7OhJcgdwmcmDkc-image.png

® Edit Association

Client Edit Association between Fileset: ‘
3 MacTerm Bduck
and Client/Group/Clone ‘FTerm
C02GJICMQ6LW
file - A

Timing and Options License Distribution Revisions

Fileset v~ | Fileset path Revision

MacTerm /MacTerm <default> (MacTerm - "latest") &
<default> (MacTerm - "latest")
MacTerm - "latest"
MacTerm - 4.1.20180825

® Selecting Properties for the Fileset will allow you to select if "Uninstall when made passive" is enabled which will cause an
uninstallation to occur when the Association or Deployment is removed.

Please note that only software that includes an uninstall script will act on this option. This is up to the person who created the
recipe so it is recommended to test that removal can occur for any software where this is important to you.

Fileset Name: Vivaldi

Revision: <default> (Vivaldi - "latest") Synchronize Now

Autopkg Details Properties Requirements Dependencies Delete Files Kiosk

Publisher: Vivaldi Technologies

Description: Vivaldi is a highly customizable web browser designed for power users, offering advanced features like tab management, built-in tools, and
extensive customization options.

Options and Management Flags

Uninstall when made passive

Uninstall is only possible if uninstall script is provided

Related Content

® AutoPkgr with FileWave

Digging Deeper

Your FileWave Server will make requests to le7bqzikha.execute-api.us-east-1.amazonaws.com in order to create Filesets with this
integration. It is important that if you run your own FileWave Server that it be able to reach that host if you want to take advantage of
the integrated AutoPkg functionality.


https://kb.filewave.com/uploads/images/gallery/2024-10/T6SpdjCODV6LIHqi-image.png
https://kb.filewave.com/uploads/images/gallery/2024-10/Fbr6ZDL6OYW5UK2D-image.png
https://kb.filewave.com/books/integrations/chapter/autopkg-with-filewave

AutoPkg with FileWave

Using AutoPkgr with FileWave for Advanced
macOS Software Deployment

Description

AutoPkg is an automation framework for macOS software packaging and distribution, oriented toward the tasks one would normally
perform manually to prepare third-party software for mass deployment to managed clients. An important use in conjunction with
FileWave is to provide a way to turn 3rd party software updates into Filesets on an automated basis.

AutoPkg is an automation framework for macOS software packaging and distribution, designed to automate the tasks one would
normally perform manually to prepare third-party software for mass deployment to managed clients. While FileWave version 15.5 and

later introduces an integrated AutoPkg feature for simplified package creation (as detailed in our new article “Integrated AutoPkg
(v15.5+)”), power users seeking advanced functionality may prefer using the full AutoPkg and AutoPkgr tools. This article focuses on

leveraging AutoPkgr with FileWave to automate the process of turning third-party software updates into Filesets on an automated
basis, providing greater control and customization options for sophisticated deployment scenarios.

Ingredients
® FW Admin

e AutoPkgr Installer
® An'always on' computer

Directions

Complementing the below setup, there is also a Foundry presentation about this and, additional configuration and typical stumbling
blocks: FileWave and AutoPkg

Setup FileWave

e Go to FileWave Admin -> Assistants -> Manage Administrators

FileWave Administrators

AccolntiName | Phone. Email User details m VPP tokens  Application tokens
A autopkg Server/Model
2 seanie Update Model Activation Keys
2 fwadmin | Revert Model ~ Auditing
General
Can Administer Users Change Preferences
Clients and Groups
Modify Clients/Groups Set Permissions View Location Information
Clear Fileset Status ~ Change Enrollment Username Turn Tracking On/Off
Wipe Devices
Filesets and Groups
Modify Filesets Export Fileset/Template Set Permissions
Show Fileset Report Manage VPP codes
Associations
Modify Associations Approve Software Updates Modify Imaging Associations
DEP
Edit Profiles Assign Profiles
Dashboard
" | Access Dashboard Configure Dashboard
+y Manage VPP Tokens Check LDAP user permissions... LDAP user application tokens... Apply Cancel m

Click on the + button to add a new Administrator
Select Local Account, (for example autopkg and the password autopkg as well)
Go to Permissions tab and click on Select None
Allow the autopkg user to 'Modify Filesets' and 'Set Permissions' as per the above screenshot.

Click Apply
Confirm with OK


https://kb.filewave.com/books/integrations/page/autopkg-filewave-integrated-v155
https://foundry.filewave.com/course/view.php?id=16#section-11

Setup AutoPkgr

® Go to https://github.com/lindegroup/autopkgr/releases/latest

® Download, install and launch AutoPkgr

® |aunch AutoPkgr, Click on "Install AutoPkg" , and "Install Git"

Install Repos & Recipes

AutoPkgr

Schedule  Notifications

Folders & Integration

Install AutoPkg AutoPkg not inst

| (%]

alled.

® Git 2.2.1installed.

| Launch AutoPkgr at login

Show AutoPkgr menu icon
Hide AutoPkgr in Dock

® Go to Folders & Integration and click on Install FileWaveImporter:

AutoPkar
Install Repos & Recipes = Schedule  Motifications  Folders & Integration
AutoPkg felders
Cache: | | Choose... Open in Finder
Repos: | | | Choose... Open in Finder
Overrides: | | | Choose...
Integrations

Install AMExport

Configure AutoPkg

Install FileWavelmporter

Configure Git

Install JSSImporter

Install LAMNrevimporter

Install MacPatchimporter

Install Munki tools

AbsoluteManageExport not installed.
AutoPkg 0.6.1 installed.
FileWavelmporter not installed.

Git 2.2.1 installed.

JSSImporter not installed.
LANrevimporter not installed.
MacPatchimporter not installed.
Murki tools not installed.


https://github.com/lindegroup/autopkgr/releases/latest

® Click on Configure FileWaveImporter:

AutoPkar
| Install Repos & Recipes  Schedule  Notifications  Folders & Integration |
AutoPkg felders
Cache: || Choose... | | OpeninFinder |
Repos: || Choose... | | OpeninFinder |
Overrides: || Choose... | Open in Finder
Integrations

| Install AMExport

| Configure AutoPkg

Configure FileWavelmporter

Configure Git

Install JSSImporter

Install LAMNrevimporter

| Install MacPatchlmporter

| Install Munki tools

® Enter your FileWave Server Hostname

FileWavelmporter Integration

_ AbsoluteManageExport not installed.

AutoPkg 0.6.1 installed.
FileWavelmporter installed.
Git 2.2.1 installed.

' JSSImporter not installed.

LANrevimporter not installed.
MacPatchimporter not installed.
Munki tools not installed.

FileWave Server Hostname: |Ioca|host |

FileWave Server Port: | 20016

Username: | autopkg

Password:

Verify

Copyright 2015 FileWave (Europe) GmbH

http:/jwww.apache.org/licenses/LICENSE-2.0

https:figithub.com/autopkg/filewave

Uninstall... Save and Close

Username is e.g. autopkg
Password is e.g. autopkg

0O O 0 o

Click on Save and Close

Click on Verify to validate the setup

FileWave Server Port is already set to 20016

Go to Repos & Recipes and verify that https://github.com/autopkg/recipes.git and https://github.com/autopkg/filewave/git

are checked


https://github.com/autopkg/recipes.git
https://github.com/autopkg/filewave/git

®C® AutoPkgr

l Install Repos & Recipes Schedule Notifications Folders & Integration |

{ Update Repos Now | @ | Q

A

Repo Clone URL Stars Status

e e

[ ttps://github.com/autopkg/lashomb-recipes.git * 2

| httnedinithih romlautankadeturmeare —racinac ait - D

Add a repo URL manually: |

| Run Recipes Now J(2) [ a
Recipe Name Recipe ldentifier Status
[] Adium.download com.github.autopkg.download.Adium
[T Adium.filewave com.github.autopkg.filewave.Adium
[_| Adium.munki com.github.autopkg.munki.Adium
[ Adium.pkg com.github.autopkg.pkg.Adium
Search for a recipe on GitHub: | Search
Active recipe list: | oom_giti’wu.b.autcpicg‘fi.l.ewave +|—
®eC® AutoPkgr
| Install BEEERARERTEE Schedule  Notifications  Folders & Integration |
{ Update Repos Now | & | Q,
Repo Clone URL Stars Status
https://github.com/autopkg/recipes.git
':| hidl://github.comfautopkg/nmcspadden-recipes.git * 27
| ps://github.com/autopkg/homebysix-recipes.git * 27
https://github.com/autopkg/hjuutilainen-recipes.git * 21

Add a repo URL manually: | | Add

[ Run Recipes Now | © [ a
Recipe Name Recipe ldentifier Status

["| Adium.download com.github.autopkg.download.Adium

"] Adium filewave com.github.autopkg.filewave.Adium

[] Adium.munki com.github.autopkg.munki.Adium

|| Adium.pkg com.github.autopkg.pkg.Adium

Search for a recipe on GitHub: | Search
Active recipe list: | mm_gitﬁub.autnpieg,fiiéwave +|—

e Make sure that 'Active recipe list' has added com.github.autopkg.filewave:



AutoPkar

Install Repos & Recipes Schedule Motifications Folders & Integration
Update Repos Now & | a |
Repo Clone URL Stars Status
E https://github.com/autopkg/recipes.git * 86 [
’._' https:/fgithub.com/autopkg/nmespadden-recipes.git * 27
- https:/fgithub.com/autopkgfhomebysix-recipes.git * 27
|| https:{/github.com/autopkg/hjuutilainen-recipes.git * 21
Add a repo URL manually: i i Add
Run Recipes Now P |9_I|lt£n' 9_-|
Recipe Name Recipe Identifier Status
| AdobeFlashPlayer.filewa.. com.github.autopkg.filewave.FlashPlayerNoRepac...
| AdobeReader.filewave com.github.autopkg.filewave.AdobeReader
V| Cyberduck filewave com.github.autopkg.filewave.Cyberduck
| Evernote.filewave com.github.autopkg.filewave.Evernote
Search for a recipe on GitHub: | S
Active recipe list: com.github.autopkg.filewave e !Ii_—_i

e Now You can run a Recipe for example Java8. To find it quickly enter filewave on search bar and check the Java8 recipe:

| JON ) AutoPkgr
| Install BRGELERAREEEEEE  Schedule  Motifications  Folders & Integration
Update Repos Mow ‘f |_Cl |
Repo Clone URL Stars Status
B i
https://github.comfautopkg/filewave.git * 3 @
'_' https://github.comfautopkg/kitzy-recipes.git * 3
| https:{/github.comfautopkg/lashomb-recipes.git * 2
] httre:linithob comilaotanbalroetumuarerecinac At & 7

Add a repo URL manually: |

Run Recipes Mow

Status

Recipe Name

| GoogleChrome.filewave
|_| GoogleEarth.filewave

Java8 filewave
Silverlight.filewave

Recipe ldentifier

com.github.autopkg.filewave.google-chrome

com.github.autopkg.filewave.google-earth
ithub.autopkg.filewave.Oracle Java8d

com.github.autopkg.filewave.Silverlight

Search for a recipe on GitHub: |

Active recipe list:

com.github.autopkg.filewave

Security and Trust Relationship

Running recipes directly from a cloned repo will bypass AutoPkg's security mechanism. As such an Override recipe should
© always be created and run. This builds a local recipe with a trust relationship between this and any linked 'parent' recipes, see




below. For additional information on Override recipes and more, please view the Foundry video: FileWave and AutoPkg

e Congratulations ! Your AutoPkgr setup is now complete. Choose the recipes you would like to run on a regular basis , and
then schedule AutoPkgr to run every 24 hours.

Window Help [

Ohime FEINEME 1930
i Zo/Uo o 1130

st AutoPkg Ru

Run AutoPkg Now

Run AutoPkg Every 24 Hours

Verbose Logs

AutoPkgr Preferences...
Check for AutoPkgr Updates...

Quit AutoPkgr

Recipe Updates

On occasion recipes that were working will fail to run. Typically this is because something has changed regarding the 3rd
party's website or download. This will require the author of the relevant recipe to update their recipe to implement this
change. In this instance of failed recipes, check for recipe updates 'Update Recipes Now'. For any updated recipe, changes
should be observed and then the trust relationship will need to be updated too; see below.

Override recipes can additionally customise the Fileset, Fileset groups, etc.

Override Recipes & Trust Relationship

For security, a trust relationship was added between recipes. The idea is the child recipe is made to trust it's parent recipes. If an
updated version of a parent recipe is pulled from a repository, then this parent will no longer be trusted by that child, until the trust
relationship is manually updated. AutoPkgr does not offer the ability to change trust and so this must be done via the command line.

With no trust, when a recipe is run that relies on parent recipes you will see an error similar when running the recipe from Terminal:

$ autopkg run -v OracleJava8.filewave.local

Processing OracleJava8.filewave.local...

Failed local trust verification.

Receipt written to /tmp/receipts/OracleJava8.filewave-receipt-20180409-141621.plist

The following recipes failed:
OracleJava8. filewave.local
No trust information present.

Nothing downloaded, packaged or +imported.

In this example, Creating a Recipe Override will create a recipe that has trust added for us. Using the above Java8 example, first make
an Override recipe. The Override recipe and initial trust can be created in either AutoPkgr or using the command line. The Java 8
override recipe will be called "Java8.filewave.override". The last entry is reference to the parent recipe to be overridden (this can be
either be recipe name or it's identifier, recipe name used in this example):

$ autopkg make-override -n Java8.filewave.override Java8.filewave

By making the override file in this way, the trust relationship has been added automatically to the Override recipe. Now there is a trust
relationship, the override file can be used to run the recipe (either through Terminal or AutoPkgr):

$ autopkg run -v OracleJava8.filewave.override
Processing OracleJava8.filewave.override...

[lines removed]

The following fileset was imported:
Fw Fileset Id Fw Fileset Group Fw Fileset Name

194266 Root Java - 1.8.161.12

The following packages were copied:
Pkg Path


https://foundry.filewave.com/mod/scorm/view.php?id=304

/Users/Shared/Autopkg/Cache/local.override.filewave.OracleJava8/Java-1.8.161.12.pkg

The following new items were downloaded:
Download Path

/Users/Shared/Autopkg/Cache/local.override. filewave.OracleJava8/downloads/Java.dmg

If after updating repos, the trust relationship error is flagged against any recipes, this indicates that a parent has been updated and
trust is no longer in place. At this point, the parent should be reviewed to observe the changes made. Changes to a recipe can easily
be viewed by navigating to the relevant recipe on GitHub and viewing the 'History"'.

Once confirmation has been made that the changes are acceptable, a new trust relationship should be created. As an override file
already exits, the trust will need to be updated for the Java 8 override recipe; as such re-trusting all parents:

$ autopkg update-trust-info Java8.filewave.override

Although it is possible to disable trust relationship, this should not be recommended for security reasons. Current status can be seen
by running the following and checking the value of 'FAIL_RECIPES_WITHOUT_TRUST_INFO"

$ autopkg info
It is possible to temporarily override the trust relationship, such that it is ignored:

$ autopkg run --ignore-parent-trust-verification-errors [name of recipe]

Important

FOR SECURITY REASONS, IT IS ALWAYS RECOMMENDED THAT RECIPES ARE CHECKED BEFORE INGESTING INTO YOUR
@ FILEWAVE SERVER AND CREATED FILESETS ARE SUBSEQUENTLY CHECKED ON TEST MACHINES BEFORE DEPLOYING TO
LARGER GROUPS OF MACHINES

Related Content

e Integrated AutoPkg (v15.5+)

e Autopkg(r) FAIL_RECIPES_WITHOUT_TRUST_INFO

® FileWave & AutoPkg Instructions - https://github.com/autopkg/filewave

® The primary site for AutoPkg - http://autopkg.github.io/autopkg

® Github Site for AutoPkg - https://github.com/autopkg/autopkg

® AutoPkgr website - http://www.lindegroup.com/autopkgr

® AutoPkg Trust - https://github.com/autopkg/autopkg/wiki/AutoPkg-and-recipe-parent-trust-info



https://kb.filewave.com/books/integrations/page/autopkg-filewave-integrated-v155
https://kb.filewave.com/books/integrations/page/autopkgr-fail-recipes-without-trust-info
https://github.com/autopkg/filewave
http://autopkg.github.io/autopkg
https://github.com/autopkg/autopkg
http://www.lindegroup.com/autopkgr
https://github.com/autopkg/autopkg/wiki/AutoPkg-and-recipe-parent-trust-info

AutoPkg with FileWave

Autopkg(r)
FAIL RECIPES WITHOUT_TRUST_INFO

AutoPkg(r) FAIL_RECIPES_WITHOUT_TRUST_INFO

Description

Autopkg provides security through trust relationship. Each recipe is set to trust any parents. If those parents change, the trust will be
broken until the recipe is informed to trust these updated parent recipes. Message may read as follows with no exit status error:

WARNING: com.github.autopkg.filewave.OracleJava8 is missing trust info and FAIL_RECIPES_WITHOUT_TRUST_INFO {is not
set.
Proceeding...

This is a generic Autopkg(r) message and details on Trust Info configuration to address this may be found at AutoPkg and recipe
parent trust info

Typical parent updates are due to URL changes in a download recipe.

FileWave 13
After to upgrading to FileWave 13, the following errors may be experienced:
Exit Status 108:

WARNING: com.github.autopkg.filewave.OracleJava8 is missing trust info and FAIL_RECIPES_WITHOUT_TRUST_INFO is not
set. Proceeding...

Command '['/Applications/FileWave/FileWave Admin.app/Contents/MacOS/FileWave Admin', '-u', u'autopkg', '-p',

u'autopkg', '-H', u'filewave.server.com', '-P', '20016', '--listFilesets']' returned non-zero exit status 108

or

Exit Status 109:

WARNING: com.github.autopkg.filewave.Evernote is missing trust info and FAIL_RECIPES_WITHOUT_TRUST_INFO is not
set. Proceeding...

Error in com.github.autopkg.filewave.Evernote: Processor: com.github.autopkg.filewave.FWTool/FileWaveImporter:
Error: Error importing the folder

' /Users/username/Library/AutoPkg/Cache/com.github.autopkg.filewave.Evernote/Evernote/Evernote.app' into FileWave

as a fileset called 'Evernote - 7.7'. Reason: Command '['/Applications/FileWave/FileWave
Admin.app/Contents/Mac0S/FileWave Admin', '-u', u'autopkg', '-p', u'autopkg', '-H', u'filewave.server.com', '-P',
'20016', '--importFolder',
u'/Users/username/Library/AutoPkg/Cache/com.github.autopkg.filewave.Evernote/Evernote/Evernote.app', '--name',
u'Evernote - 7.7', '--root', u'/Applications/Evernote.app']' returned non-zero exit status 109

FileWave 13 has increased security and the server certificate is part of this security. There are also changes and additional options for
FileWave Administrator Preferences. As such, some configuration changes will be necessary.

FileWave Admin
@ Additionally, if using a self-signed certificate, please observe the necessary steps for FileWave Admin in the following article to
ensure you have a local copy of the certificate: Self-Sign L Certificat ing Forwar

Directions
Exit Status 108

This is likely to be one of the following:

® Server Certificate
® Autopkg(r) setting - Server Name


https://github.com/autopkg/autopkg/wiki/AutoPkg-and-recipe-parent-trust-info#tldr
https://kb.filewave.com/books/certificates/page/self-signed-ssl-certificates-going-forward

® Autopkg(r) setting - User/Password
® Anold expired certificate is in the Keychain

Server Certificate

Confirm that your server meets necessary requirements. For example:

e Server Common Name matches Server Name
® Certificate has not expired

Further details on certificates can be seen at: Root Trusted SSL Certificate (Using and Renewing)

Server Name

The following preference for server name, configured for Autopkg(r), needs to match the server address/common name and may not
be, for example, IP or "localhost".

The following command may be use to confirm the current server settings of Autopkg(r). This should be run as the user and not root:
defaults read com.github.autopkg FW_SERVER_HOST

If the response of the server does not match the server's address/common name, then the value will need to be amended to match.
Using the example above, server address/common name "filewave.server.com", the command should be:

defaults write com.github.autopkg FW_SERVER_HOST filewave.server.com

User settings

Prior to FileWave 13, the settings for the user, e.g password, could be left blank and the default password would be used. They must
now be filled in.

The following command may be used to set the user and password (example username and password of autopkg): This should be run
as the user and not root:

defaults write com.github.autopkg FW_ADMIN_USER autopkg
defaults write com.github.autopkg FW_ADMIN_PASSWORD autopkg

Note, both the above may be observed and set through Autopkgr: 'Folders & Integration' > 'Configure FileWaveImporter'


https://kb.filewave.com/books/certificates/page/root-trusted-ssl-certificate-using-and-renewing

0O® e AutoPkgr

FileWavelmporter Integration

FileWave Server Hostname: Iﬁlewave.server.com I

FileWave Server Port: ‘ 20016 ‘

Username: ‘autopkg ‘

Password: ‘oooooooo ‘

Verify

Copyright 2015 FileWave (Europe) GmbH
http://www.apache.org/licenses/LICENSE-2.0

https://github.com/autopkg/filewave Uninstall...

——T Install MacPatchimporter... l . MacPatchimporter not installed.
\ Install Munki tools... | Munki tools not installed.
_Install VirusTotalAnalyzer... |  VirusTotalAnalyzer not installed.

Expired Certificate

Remove old expired certificates from the keychain. Check to ensure they are removed from both:

® |ogin
® System

Exit Status 109

Manage Administrators

FileWave 13 has additional options and amended default settings for Administrator Preferences. If exit status 109 is seen, this may
indicate that the settings for the 'autopkg' Administrator account need addressing.

Ensure the 'autopkg' user has permissions to modify Filesets:



Account Name Phone Email
2 admin

2 fwadmin

.

2 autopkg

Manage VPP Tokens

Server/Model

| Update Model
_ Revert Model

General
Can Administer Users
Preferences

~ | Change Preferences
Upload Server Certificate
Configure Chromebooks
Configure GCM

Clients and Groups

| Modify Clients/Groups
Clear Fileset Status
Wipe Devices

Filesets and Groups

Modify Filesets
~ | Show Fileset Report

Check LDAP user permissions...

e Administra

User details [Zoiictiely VPP tokens

Application tokens

~ Activation Keys
~ Auditing

Upload macOS MDM Client
Download DEP Certificate
Configure DEP Accounts
Configure VPP Tokens

~ Set Permissions

Change Enrollment Username

| Export Fileset/Template
~ | Manage VPP codes

LDAP user application tokens...

Test

Once any of the above have been amended, re-run the recipes.

Configure SIS Settings
Upload Engage Certificate
Engage Migration
Configure Classroom

_ View Location Information
Turn Tracking On/Off

Set Permissions

Apply Cancel




Cloudflare WARP integration with FileWave
(macO0S/i0S/Windows/Android)

Description

Cloudflare WARP is a popular choice of software to deploy to devices. This process can be simplified with FileWave.

o Third Party Software
Slack is a third party application. The details provided are for example only and are unsupported by FileWave.

Ingredients

Software installer for macOS and/or Windows, PKG/MSI
VPP for i0OS

EMM for Android

Configuration files

Information and resources are provided via the Cloudflare Managed Deployment documentation and the Cloudflare WARP Download

page.

Directions

Cloudflare WARP has options for macOS, Windows, iOS and Android.

macOS

Cloudflare WARP for macOS requires the PKG installer, plus a configuration profile.

Create a Fileset Group and name as desired, e.g Cloudflare macOS

Download the Cloudflare PKG

Drag the PKG into the FileWave Admin Fileset Group created above

Highlight the Fileset Group and choose to create a New Desktop Fileset

Select Profile

In the Profile Editor window choose the Custom Settings Payload and Configure

The profile may be built from scratch of the Cloudflare example template could be downloaded, benefitting from the
'Upload file' option within the Profile Editor

If building manually, the preference domain should be: com.cloudflare.warp

9. Edit or add/remove keys and values as required. Details of Cloudflare Parameters below

10. Associate the Cloudflare Fileset Group to one or more test devices and deploy once satisfied all is well

Nooh,rwnhpe

©

Example Fileset Group

FileWave Admin

o =

Update Model New Desktop Fileset New Fileset Group New Mobile Fileset New Imaging Fileset

& Dashboard

Name ~ Size

L] Clients v £ Cloudflare macOS

& Fieset @& PKG - Cloudflare_ WARP-2021.12.1.0-20211210.10 39.8 MB
— liesets
@& Profile - Cloudflare WARP

Example Custom Settings Payload, edit details as required


https://www.cloudflare.com/
https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/warp/deployment/mdm-deployment
https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/warp/download-warp
file:///tmp/knp_snappy6856c3d610daf6.67504382.html#bkmrk-cloudflare-parameter

Profile Editor

Q, custom settings

custom settings SIC

show only configured

Preference Domain

‘| General
i The name of a preference domain (com.company.application)
=/ Mandatory

com.cloudflarewarp

© Forced Set Once

Qoo
& (1)
D Property List Values

Key value pairs for settings in the specified domain

Key Type Value
enable Boolean
gateway_unique_id . String your _gateway_doh_subdomain
organization String e yourorganization
service_mode String warp
support_url String e https://support.example.com
Upload File... Add Item

Please check Apple's Configuration Profile reference for OS compatibility.
Cancel 1 validation error Settings Load Profile

Windows

Cloudflare WARP for Windows requires the MSI installer, plus an XML configuration file

Download the Cloudflare MSI

Drag the MSI into the FileWave Admin Fileset view, creating a new Fileset

Download the mdm.xml template provided by Cloudflare or create one

Create a folder called Cloudflare within the ProgramData folder of the Fileset

Upload the XML file into this Cloudflare directory

Edit or add/remove keys and values within the XML as required. Details of Cloudflare Parameters below

Associate the Cloudflare Fileset to one or more test devices and deploy once satisfied all is well

NoopwnNE

Example Cloudflare Fileset


file:///tmp/knp_snappy6856c3d610daf6.67504382.html#bkmrk-cloudflare-parameter

O Fileset Contents: MSI - Cloudflare_WARP_Release-x64

@ m 0 L @ b W &

Import File/Folder New Folder Take Control

Revision: = <default> (Initial Revision) Manage Revisions
Hide unused folders Q
Name ~ Size Verification Access
v 3 Documents and Settings rWX=-=--=-=
v B3 AllUsers rWX------
v [3 Application Data TWX-===m=
v B FileWave FWXIWXT-X
v B FWClient PWXIWXr=X
v [ FileWavelnstallers TWXIWXr-X
v B Cloudflare_ WARP_Release-x64.msi FWXIWXr-X

5 Cloudflare_ WARP_Release-x64.msi 84.4 MB Ignore At Ve... rw-r--r--

v [3 ProgramData WX ——=mmm
v [ Cloudflare WX ===
5 mdm.xml 253 B Self Healing  rw-r--r--

Example mdm.xml file, edit details as required

<dict>
<key>organization</key>
<string>exampleorg</string>
<key>service_mode</key>
<string>warp</string>
<key>gateway_unique_id</key>
<string>fmxk762nrj</string>
<key>support_url</key>
<string>http://support.example.com</string>

</dict>

10S
Cloudflare for iOS requires the 1.1.1.1: Faster Internet App, with additional configuration

1. Purchase the free App Store App: 1.1.1.1: Faster Internet through either Apple Business or School Manager

2. Associate the App to the relevant VPP licence and sync VPP in FileWave Preferences; accepting the creation of the new
Fileset.

Double click the newly created Fileset and choose the Configuration tab

Manually create keys and values or upload the Cloudflare example template file

Edit or add/remove keys and values within the xml as required. Details of Cloudflare Parameters below

Associate the 1.1.1.1: Faster Internet Fileset to one or more test devices and deploy once satisfied all is well

o pw

Example Custom Settings Payload, edit details as required


https://apps.apple.com/app/1-1-1-1-faster-internet/id1423538627?uo=4
file:///tmp/knp_snappy6856c3d610daf6.67504382.html#bkmrk-cloudflare-parameter

Fileset Name: iOS App - ABM - 1.1.1.1: Faster Internet

Details Kiosk Configuration Associated Domains (iOS 13+)

Application configuration

Key Type Value
auto_connect Number 1
organization String yourorganization
service_mode @ String warp
support_url String e https://support.example.com
switch_locked ~ Boolean
Upload File... Export to File... Add Item
Per-App VPN: = None

*This App should be managed in order to use Per-App VPN
*Make sure that selected Per-App VPN payload is deployed to your device

Cancel OK

Android

Cloudflare for Android requires the 1.1.1.1: Faster & Safer Internet App, with additional configuration

Choose New Mobile Fileset
Select Play Store

Purchase the free Play Store App: 1.1.1.1: Faster & Safer Internet

Double click the newly created Fileset and choose the Managed Properties tab

Edit or add/remove values as required. Details of Cloudflare Parameters below

Associate the 1.1.1.1: Faster & Safer Internet Fileset to one or more test devices and deploy once satisfied all is well

curwNE

Example Managed Properties, edit values as required


https://play.google.com/store/apps/details?id=com.cloudflare.onedotonedotonedotone&hl=en_GB&gl=US
file:///tmp/knp_snappy6856c3d610daf6.67504382.html#bkmrk-cloudflare-parameter

Fileset Name: Play Store App - 1.1.1.1: Faster & Safer Internet
Configuration Permissions Managed Properties

Organization: yourogranization
The user will be asked to sign into this organization.The name of the organization is case-insensitive.

Service mode: warp

Choose the mode in which the tunnel should run.

Gateway Unique ID: your _gateway_doh_subdomain
Cloudflare Gateway DoH Subdomain.This option is not compatible with 1.1.1.1 for Families.

Enable the service:
Force-enable the service in the selected (WARP/1.1.1.1) mode.

Support URL:  https://support.example.com

The URL provided here will be opened using the browser when the user uses the Send feedback option in the app.Supported on: iOS,
Android.

Custom ID:

Custom/internal user identifier stored on the device.

Show onboarding:
Show onboarding

Switch Locked:
Switch Locked

Auto Connect: 0[S

Auto Connect

Cancel oK

Cloudflare Parameters

All the above example configurations will require adapting to include appropriate keys and values for each environment. Explanations
of each key and its possible requirements and values can be found in the Cloudflare Parameters list.



https://developers.cloudflare.com/cloudflare-one/connections/connect-devices/warp/deployment/mdm-deployment/parameters

DeepFreeze (macOS/Windows)

Description

DeepFreeze is a common pieces of software used by Administrators, many people have asked us how the two interact. Simply putting
the two on one computer would cause the software to conflict, as FileWave would deploy software and DeepFreeze would remove it
upon reboot. However, using a slightly modified deployment strategy, you can use FileWave to activate Deep Freeze's commands. In
this article, I will describe the necessary steps for deploying a fileset to machines Frozen by DeepFreeze.

o Third Party Software
DeepFreeze is a third party application. The details provided are for example only and are unsupported by FileWave.

You will invariably want to do this while users are not using the computers, since you do not want them to make modifications

o during its thawed boot. Therefore, this script will reboot the computer immediately. To make this script, you'll need to know
the Deep Freeze administrator name and password. In your script, substitute your name/pass for 'your_admin' and
'your_password'

Ingredients

e FW Admin

Directions

Create a new empty fileset (From the Fileset View : New Desktop Fileset > Empty : Type a Name > OK)
With it selected: Click the Scripts item in the button bar

Create a new Activation Script and name it.

Paste the script below and edit

This is to Thaw macOS
#!/bin/sh
/Applications/Faronics/DFXControl.app/Contents/MacOS/DFXControl command your_admin your_password bootThawed
/sbin/reboot

This is to Thaw Windows

@echo off "%ProgramFiles%FaronicsDeep Freeze EnterpriseDFC.exe" yourPassword /BOOTTHAWED shutdown -r

® Create a new Pre-Uninstallation Script and name it
® Paste the script below and edit

This is to Freeze macOS
!#bin/sh

/Applications/Faronics/DFXControl.app/Contents/Mac0S/DFXControl command your_admin your_password bootFrozen
/sbin/reboot

This is to Freeze Windows
@echo off "%ProgramFiles%FaronicsDeep Freeze EnterpriseDFC.exe" yourPassword /BOOTFROZEN shutdown -r

It will reboot the machine in frozen mode after the fileset has been set to delete

A Don't put passwords in scripts. See: Script Best Practices

® Associate and schedule the script
o Schedule the activation time for before you want to make changes
o Schedule the delete time for after you are done making changes


https://kb.filewave.com/books/filewave-general-info/page/script-best-practices

Edit Association

Edit Association between Fileset:
Script - DeepFreeze - Thaw-n-freeze
and Client/Group/Clone
Site A

License Distribution

~ Start downloading at: Activate files at:

e 8/3/20 9:00 PM

~ Make files inactive at: Delete files at:

v 8/3/20 9:00 PM

| Kiosk Association

Cancel

o Schedule the filesets you want to make changes to the computers

Fileset

v Client/Group/Clone Start Download Become Active

Start Passive

Delete Files

& Script - DeepFreeze - Thaw-n-freeze [ Site A 8/3/20 9:00 PM

& Filesets to Apply changes

Il Site A - 8/3/20 10:00 PM

8/3/20 9:00 PM



Hello-IT integration with FileWave (macOS)

Description

Hello-IT is a 3rd party tool for macOS designed as a Menu Item to launch scripts as a Self Service tool. The below is an example of
how FileWave can deliver and integrate with the tool. Hello-IT has multiple options for the Menu Item list, including:

Reporting on server status

Links to Websites

Reporting information in the Menu Item

Additional Scripting for Self Service (Including Integration with Slack)

Instructions on Hello-IT may be found via the following link:

https://github.com/ygini/Hello-1T

o Third Party Software
Slack is a third party application. The details provided are for example only and are unsupported by FileWave.

Requirements

® Hello-IT installer
® Hello-IT configuration file

Self-Signed Certificates

Although many features of Hello-IT will work fine, the option to report on server status relies upon the ability to pull data from
a server. If the server is not trusted, then this will fail. As such, servers with self-signed certificates will always report a failure
when using public.test.http (see below)

Some examples below implement Slack, based upon our KB:

Slack integration with FileWave

Directions

Configuration of Hello-IT can be via a Custom Settings payload profile, which may be delivered though FileWave to devices, the basic
example of which can be uploaded into a Custom Settings payload and is located within the GitHub

repository: https://github.com/ygini/Hello-IT/blob/master/example/Basic%20Example/com.github.ygini.Hello-IT.plist

The Menu Items are linked to functions, below are some examples of Public functions.

public.open.resource

This function provides URLs that will launch in the default browser. Editing the provided Fileset, can allow for important websites, e.g.
Intranet pages. In this example, FileWave Foundry and Website are offered:

public.open.resource

Dict {
settings = Dict {
title = FileWave Website
URL = https://www.filewave.com

}
functionIdentifier = public.open.resource
}
Dict {
settings = Dict {
title = FileWave Foundry
URL = https://foundry.filewave.com
}
functionIdentifier = public.open.resource
}

public.test.http


https://github.com/ygini/Hello-IT
https://kb.filewave.com/books/integrations/page/slack-integration-with-filewave
https://github.com/ygini/Hello-IT/blob/master/example/Basic%20Example/com.github.ygini.Hello-IT.plist

This function tests for access to a Web server by running a download command and checking the output of the download. If
successful all will be well, but if failed, the Menu Item text will become red and a red dot will be highlighted next to the text in the
Drop Down.

An md5 checksum is required for the resource, and may be obtained using a curl command. For example, if using the
URL: https://custom.filewave.com, the following would be run

Web Resource md5b

curl https://custom.filewave.com | md5

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 1406 100 1406 0 0 11051 QO ——i--i-— ——i-—i-—- --:i-—-:-- 11070

63e398fd52¢c3dc883d13401531339f51

The payload would then be amended thus:

public.test.http

Dict {

settings = Dict {
repeat = 60
ignoreSystemState = true
mode = md5
originalString = 63e398fd52c3dc883d13401531339f51
title = FileWave Server
URL = https://custom.filewave.com

}

functionIdentifier = public.test.http

Configuration could be set to point to your FileWave server for example, so users can see that a connection is established.

public.script.item

This function provides the ability to run scripts. In this example, consider the KB article that uses Slack as an IT reporting tool and
further utilising this for the following requests:

e Printer ink replacement
e Call the user back

The format of this section of the file could look like:

public.script.item

Dict {
settings = Dict {
content = Array {
Dict {
settings = Dict {
script = slack_printer_ink.sh
title = Dict {
fr = Demander 1l'encre d'imprimante

en = Request Printer Ink

}
}
functionIdentifier = public.script.item
}
Dict {
settings = Dict {
script = slack_request_callback.sh
title = Dict {
fr = Demander un rappel
en = Request IT Callback
}
}
functionIdentifier = public.script.item
}


https://custom.filewave.com/
https://kb.filewave.com/books/integrations/page/slack-integration-with-filewave

title = Dict {
fr = Libre-service
en = Self-Service
}
}

functionIdentifier = public.submenu

First thing to note is that these have been wrapped in their own 'Self-Service' sub Menu Item 'public.submenu’. In the example two
scripts have been referenced:

® slack_printer_ink.sh
® slack_request_callback.sh

Scripts should be located in the following directory:

CustomScripts

/Library/Application Support/com.github.ygini.hello-it/CustomScripts/

The user may then use the drop down menu to trigger these items, where IT would then receive a Slack message.

© FileWave Server

Self-Service . Request Printer Ink

EileWave Website Request IT Callback

FileWave Foundry

Local IP: 192.168.1.143
Hostname: mI1063

Reload

Example Filesets

Based upon the above, the following example Filesets include not only the configuration file, but the example scripts that implement
the Slack integration. Consider placing these along with the Hello-IT installer in a Fileset Group and associate the group with devices:



v (& Hello-IT
&= Hello-IT Slack Printer Ink
«a Hello-IT Slack Request Callback
@ PKG - Hello-IT-1.6.0-Release-Distribution
@ Profile - Hello-IT

Please see the KB on FileWave and Slack with regards to creating the required Slack Webhook. Configuration of the scripts to set the
Webhook are the same here, editing the Filesets, selecting the pre-installation script and then editing the 'Environment Variables'
such that the 'slack_webhook' is set to the generated Webhook from Slack; replacing 'PLACE WEBHOOK HERE'.

Similarly, if using Legacy Webhooks, the slack_channel variable needs to be edited to match the name of the created channel; for App
Webhooks it will be ignored. In the example, this channel s called 'fw_messages'

Profile - Hello-IT

Profile - Hello-IT.fileset.zip

Hello-IT Slack Request Callback

Hello-IT Slack Request Callback.fileset.zip

This script attempts to read the telephone number of the user based upon a directory service entry. If device is not bound or user is
not a directory user, no number will be supplied.

Hello-IT Slack Printer Ink

Hello-IT Slack Printer Ink.fileset.zip

Example messages in Slack:

Helpdesk APP 11:39 AM
= | Request Callback: 1015VMDEP

Message from annie

Please call back: 0118 999 881 999 119 725 3
macOS: 10.15.1, client: 13.2.3 Today at 11:39 AM

v Helpdesk APP 11:34 AM
I Printer Ink Request: 1015VMDEP

"Printer Ink is Low!!

Request: Please Instal New Cartridge
macOS: 10.15.1, client: 13.2.3 Today at 11:34 AM

Conclusion

This is just an example of how FileWave can be used to deliver an additional tool to devices, empowering users to easily request
resources and where communication may be hindered, allow the user to easily request IT assistance; particularly useful for users who
may be remote.


https://kb.filewave.com/books/integrations/page/slack-integration-with-filewave
https://kb.filewave.com/attachments/137
https://kb.filewave.com/attachments/136
https://kb.filewave.com/attachments/135

Invgate integration with FileWave

A common need of an IT admin is to see computer and mobile assets from within a Help Desk system. FileWave can send asset
information, keyed by the FileWave "Last Logged in User" to the Invgate ITSM solution.

o Third Party Software
Slack is a third party application. The details provided are for example only and are unsupported by FileWave.

Step-by-step guide
Setup the integration on the Invgate side:

1. Ensure you are capturing User data in Invgate as well as FileWave (LDAP integration in both systems is wise to ensure you
are dealing with the same user data across systems).
2. Inthe Invgate> "Admin"> "Integrations" tab, define the following fields:

(" invgate @

Requests =

LR

.‘!!'" "f'f’"-"gﬂmem B save £l Asset management
’ “ tegration with [TAM sciutions
gurat
<> AP
Appiication FileWe 4 Bet.
ica sevave L Bote AP! settings.

reme R -sowa
Categorie =
Link sssets S0 Basbied

—— ¥ Ensbled
Connection # Test
Port
0443
o Enabled

Click "Save"

Wait for the data to by synchronized from FileWave to Invgate

Create a new request based on the new Asset information now populating Invgate. Note the new assets populating in the
left hand column of the Invgate "New Request" dialog.

wn e



FW_Mac_10.12_invgate

Summary Hardware

. xm_wﬂ_m

Type
Workstation

os
macOS 10.12 Sierra Desktop

cPu
Intel{R) Core(TM) i7-4870HQ CPU @ 2.50GHz

Total RAM
2Gb

Total Storage
39.33Gb

»
10.20.30.41

Last logged in user
dhadmin

Related articles

® How to write to a custom field using the FileWave API


https://kb.filewave.com/books/application-programming-interface-api/page/how-to-write-to-a-custom-field-using-the-filewave-api

ServiceNow integration with FileWave

ServiceNow can be provided with device inventory information from FileWave to make the ServiceNow experience much more
accurate and rewarding. Previously, a ServiceNow portal app was required to supply this FileWave data, but as of version Orlando of
ServiceNow that is no longer required, and the FileWave API can be used directly. This guide, provided as a courtesy for a non-
FileWave related system, will show you how to bring the information gathered by FileWave inventory into ServiceNow using the APL.

Third Party Software
ServiceNow is a third party application. The details provided are for example only and are unsupported by FileWave.

Step-by-Step Guide

Step 1: Create Data Source

System Import Sets > Administration > Data Sources > New i 2O18] v | AT

. NAME: FileWave REST API

. IMPORT SET LABEL: (empty)

. IMPORT SET TABLE NAME: u_fw_api

. TYPE: REST

. FORMAT: JSON

PATH FOR EACH ROW: /values/values

. DISCARD ARRAYS: vV

EXPAND: vV

. DATA IN SINGLE COLUMN: (unchecked)
. APP: Global

. REQUEST ACTION: Hit the “click here” and create one (see Step
2)

POVONOURAWNE

P

Step 2: Create Request Action

1. NAME: GET FW REST
2. ACCESSIBLE FROM: All application scopes o e sopicaion. | i

3. CATEGORY: (empty) Accessible From | All application scopes In-Flow Annotation :)v}::’\vvji‘,‘:)’::“.mtn\t\V\:T:A:-h;\‘é’fpje:w
4. PROTECTION: —None— . T cion
5. DESCRIPTION: (empty) e M

6. APPLICATION: Global

7. IN-FLOW ANNOTATION: (empty) I o

8

. Then hit "Submit"

(You should be redirected to the Flow Designer for GET FW REST...see Step 3)

Step 3, Part 1: Create in Flow Designer

Create in FLOW DESIGNER, Select #1 “REST step”
- Connection Details -
® CONNECTION: Define connection inline L ResTstep
® CREDENTIAL ALIAS: (empty)
e USE MID: (unchecked)
e BASE URL:

https://YOUR.FILEWAVE.FODN:20445/inv/api/vl/query_result
extended/

-Request Details-
® BUILD REQUEST: Manually
® RESOURCES PATH: (empty)
e HTTP METHOD: POST

The reason this is a POST is so we don't rely on an inventory query that might
be changed.

#  Customize the fields portion as needed.

This is an example of custom fields. If the field named "asset_tag" does not [S—— v
exist in your system, this will cause an error. [——r

"column": "asset_tag",

"component": "CustomFields"

® QUERY PARAMETERS: (empty)
® HEADERS:
1. Name: Authorization
Value: Your Users Application Token (FW Admin >


https://your.filewave.fqdn:20445/inv/api/v1/query_result_extended/

Assistants > Manage Administrators > (select admin) >
Application Tokens > (Copy the base64: e.g.
aalkjdlAKIDlakjdALkdsjaldksja=)

2. Name: Content-Type
Value: application/json

-Request Content-

® REQUEST TYPE: Text
® REQUEST BODY: - See "Request JISON" example below:

Request JSON

{
"criteria": {
"expressions": [
{

"column": "filewave_client_name",
"component": "Client",
"operator": "is_not",
"qualifier": null

"column": "last_check_in",
"component": "Client",
"operator": "!=",

"qualifier": null

]7
"logic": "all"
}’
"fields": [
{
"column": "filewave_id",

"component": "Client"

"column": "filewave_client_name",
""component": "Client"

"column": "current_ip_address",

"component": "Client"

"column": "last_check_in",
""component": "Client"

"column": "latitude",
""component": "GeolLocation"

"column": "longitude",
""component": "GeolLocation"

"column": "type",
"component": "OperatingSystem"

"column": "version",

"component": "OperatingSystem"

"column": "filewave_client_version",

"component": "AndroidClient"

"column": "filewave_client_version",

"component": "DesktopClient"

"column": "cpu_count",



"component": "Client"

1,
{
"column": "cpu_speed",
""component": "Client"
}!
{
"column": "ram_size",
"component": "Client"
}
{
"column": "total_disk_space",
"component": "Client"
}!
{
"column": "free_disk_space",
"component": "Client"
},
{
"column": "serial_number",
"component": "Client"
}!
{
"column": "asset_tag",
"component": "CustomFields"
}
1,
"main_component": "Client"
}
-Retry Policy-
e ENABLE RETRY POLICY: (unchecked)
® Save

® Test Connection
o Test > Use “test” for “Attachment Name” > Run Test
o Select the “Action has been executed. To view action,
click here.”
o Verify: status code of 200 (means success)
o Select the “(gear) GET FW REST” flow designer tab
o Close the “Test Action” window with the X
® Select Publish

Close this browser window/tab to return to the “New Record | Data Source |
ServiceNow” window/tab

Step3, Part 2: Set Request Action

Under REQUEST ACTION, start typing the name of the Action we just created
"GET FW REST" and select it from the drop-down.

Submit

Hitting 'Submit' will redirect you back to the Data Source list. Select the one
we just made, FileWave REST API and select "Load All Records" under
Related Links

Once the test has completed, go back to FileWave REST API's Data Source
page and continue to next step.

Request et v

Step 3, Part 3: Generate Data Transform

Generate Transform(s)

— MAKING TRANSFORMS ——

On the FileWave REST API page, scroll down to the “Transforms” tab and
select “New”

NAME: FW API Map

SOURCE TABLE: (should auto fill the u_fw_api table)

ACTIVE: vV

RUN BUSINESS RULES: v

ENFORCE MANDATORY FIELDS: No

COPY EMPTY FIELDS: (unchecked)

CREATE NEW RECORD ON EMPTY COALESCE FIELDS: v
APPLICATION: Global (input disabled)

CREATED: Will auto-generate with Date/Time stamp when saved
(input disabled)

TARGET TABLE: Computer [cmdb_ci_computer]

ORDER: 100

RUN SCRIPT: (unchecked)



Select “Mapping Assist” under Related Links

You should be able to map a lot of the client's information, for example...
FileWave ServiceNow

operatingsystem_type Operating System

client_cpu_count cpu_count
client_current_ip_address ip_address
client_ram_size ram
customfields_asset_tag asset_tag
client_total_disk_space disk_space
operatingsystem_version os_version
client_cpu_speed cpu_speed
client_filewave_client_name name

client_serial_number serial_number

You can make more maps, like this example for location data:

Scroll down to the “Transforms” tab and select “New”

NAME: FW Location Map

SOURCE TABLE: (should auto fill the u_fw_api table)
ACTIVE: v

RUN BUSINESS RULES: vV

ENFORCE MANDATORY FIELDS: No

COPY EMPTY FIELDS: (unchecked)

APPLICATION: Global (disabled)
CREATED: (disabled)

TARGET TABLE: Location [cmn_location]
ORDER: 100

RUN SCRIPT: (unchecked)

Select “Mapping Assist”

FileWave
geolocation_latitude
geolocation_longitude

client_filewave_client_name

CREATE NEW RECORD ON EMPTY COALESCE FIELDS: v

SErviCenNOW. senvice Management

¢ | = mbleransommap
il » = Fwapinap

* Source table

FieWave REST API[u_fw_api]

Active

ETL Definitons Enforce mandatory fields

No
m Maps

Copy empty felds
\

Import sets 7

Update | | Copy | | Delete

Related Links

Progress

< Mapping Assist

Source: ileWave REST API

Data Viewer

Feld

Client_cpu_count
Client_cpu_speed
Client_current_ip_address

Client_filewave_clent_name

ImportLog
Clien free_disk_space

W Import Set Tables

Client_last_check in
Client_ram_size
Client_serial_number
Client_total_disk_space
Comment

Created

ServiceNow
latitude
longitude

Name

Create new record on empty coalesce fieds

Mapped

AndroidClient_flewave._client_version

Application

Global

Created

v 2020.06.25 08:59:08

* Targettable

Computer (cmdb.i_computer] v

Order

Run seript

@ sraem i

Field Map
(Operatingsystem_type_ Operating System
Client_current_ip_add 1P Address

Customields_asset_taf Asset tag

Add [ntested

ttested By

Attested Date.
Fields

«Viewing 1> Computer
Value Field Value
Asset P1000503- Apple Mz

2 Asettag P1000503
2052000000 Assigned 2018020723:00:00
1921681168 Assigned o Eduardo Bellendir

MacOs-10.14(MJ)- WM

O, mapping assist

o0

o Update | Copy | Delete

Trget: Computer
[Approval group.

< |atestation score

Assigament group

1789 Attestation score

25269900032 Atested fatse

20200331T20:1434 1515557 Atested By

2147483608 Attested Date.

\MQUBPZaPine Aibutes

aar39916800 Can Print false
Category Hardware

20200625 085207 @ false

Once you're finished, save your data, update the Table Transform Map form and continue to next steps.

Part 4: Schedule the Job

Schedule the job

Schedule the import task you just created...recommend at least daily.

System Import Sets > Administration > Scheduled Imports.



https://docs.servicenow.com/bundle/orlando-platform-administration/page/administer/import-

sets/task/t ScheduleADatalmport.html



https://docs.servicenow.com/bundle/orlando-platform-administration/page/administer/import-sets/task/t_ScheduleADataImport.html

Slack integration with FileWave

In some instances it is desirable to receive automated notifications from devices, perhaps based upon time or hardware conditions

changing. The following is a practical example using Slack and is provided as an idea of how IT teams can retrieve information. This
particular example is based upon devices reporting if the system drive is filling up, with two thresholds set.

Third Party Software
Slack is a third party application. The details provided are for example only and are unsupported by FileWave.

Requirements

e Slack Account and Webhook
® Provided Fileset - SlackDiskUsage.fileset.zip

The provided Fileset is for macOS, but similar could be applied to Windows.

Information

Slack updated their Webhooks. For full compatibility the Fileset includes configuration for Legacy Webhooks, which are ignored by
the newer App Webhooks.

\"username\": \"Helpdesk\",

\"channel\": \"#fw_messages\",

\"icon_emoji\": \":computer:\",
The App Webhooks are dedicated to a Channel and the name and icon are now set via Slacks's Website

Details on Legacy Webhooks:

https://api.slack.com/legacy/custom-integrations/incoming-webhooks

Directions
Slack Webhook

Slack is a useful tool for communication and the basic option is free. There is also provision for automated posting of messages to a
Slack channel, which requires a generated Slack Webhook, as per their guide:

https://api.slack.com/incoming-webhooks

Once generated, the Fileset may be configured to implement this Webhook.

Fileset Configuration

The Fileset has the following components:

The script to report back to Slack

A pre-instal script to create a plist configuration file to provide details for the Webhook and desired thresholds for the script
A LaunchDaemon to trigger the script

An Activation and Pre-Uninstallation Script, to load/unload the daemon

Plist Configuration File

Once the Webhook has been generated, the Fileset should be edited to match the provided URL by replacing 'PLACE WEBHOOK HERE'
with the created Webhook. This needs to be done by:

Editing the Fileset

Selecting 'slack_config_disk_usage.sh'
Choose 'Get Info'

Select 'Executable’

Select 'Environment Variables' tab


https://kb.filewave.com/attachments/134
https://api.slack.com/apps
https://api.slack.com/legacy/custom-integrations/incoming-webhooks
https://api.slack.com/incoming-webhooks

Info - SlackDiskUsage : slack_config_disk_usage.sh

D slack_config_disk_usage.sh
Kind: File

Created: 31/03/2020 03:06 pm

Modified: 31/03/2020 03:06 pm

Permissions ACLs Verification Executable Flags

Execution Control

Execute at preflight step

<>

Launch Arguments Environment Variables

Variable ~  Value

slack_channel fw_messages

slack_config_file  /usr/local/etc/Scripts/com.filewave.slack.plist
slack_webhook PLACE WEBHOOK HERE

space_danger 90

space_danger_gb 30

space_warning 80

space_warning_gb 50

*

The values of the environment variables are set just before the script execution.
To use an inventory field value, use the syntax %FIELD_NAME%.

For instance: MY_VAR: foo-%asset_tag%

Note: environment variable names are case insensitive in Windows

Note: Log files will be collected for synchronous non-interactive scripts only

Click the lock to take control of this Fileset

Similarly, if using Legacy Webhooks, the slack_channel variable needs to be edited to match the name of the created channel; for App
Webhooks it will be ignored. In the example, this channelis called 'fw_messages'

There are also two pairs of thresholds. One pair for percentage of disk used:

® space_danger
® space_warning

and a pair for the amount of disk space available (value in GB):

® space_danger_gb
® space_warning_gh

From the example Fileset, a warning message will be delivered if either:

® The percentage used exceeds 80%, the value for space_warning
® The amount of disk space is lower than 50GB, the value of space_warning_gh

However, a more stringent message will be delivered if either:

® The percentage used exceeds 90%, the value of space_danger
e The amount of disk space is lower then 30GB, the value of space_danger_gb

These values should be edited to match desired requirement. Since the script is loaded as a launchd process, once loaded, changes
to the script will only be adhered to if the launchd process is stopped and restarted. Providing an additional file, allows for values to
be updated in the Fileset which the script will act upon when next triggered; without the need to restart the launchd process.

LaunchDaemon



The LaunchDaemon 'com.filewave.slack_drive_space.plist' is set to run once a week, based upon a random day (Mon-Fri) and a
random time (09:00- 18:00). The random nature of the daemon is configured by the Activation Script. Having a random day and time
per device, prevents all devices attempting checking in at the same day and time. Default values have been configured, but will be
overwritten during Fileset Activation.

Details around the configuration of launchd may be seen at the following resource, should different timings be desired. Note that this
would involve editing the Activation Script as well.

https://www.launchd.info

Example messages

Warning - Percentage drive space outside of threshold range and available disk space between Thresholds of 20GB and 40GB:

V Helpdesk AP 11:05 AM
I Warning: 1015VMDEP

System drive is low on space
Serial Number: CV02Z90SDLMNN
Drive Space Used: 30%

Available: 23GB
Thresholds 80% 20GB Today at 11:05 AM

Danger - Percentage drive space outside of threshold range and available disk space lower than Thresholds of 30GB and 50GB:

- Helpdesk APP 11:05AM
= 1 Warning: 1015VMDEP

'System drive space low!!
Serial Number: CV02Z90SDLMNN
Drive Space Used: 30%

Available: 23GB
Thresholds 80% 30GB Today at 11:05 AM

For self designing messages, the above main scripts were based upon Slack's Secondary Attachments. Although Slack have only
deprecated some items, indication is that all 'attachments' should not be relied upon and to consider their new Block feature.

https://api.slack.com/reference/messaging/attachments

Block Kit

Block Kit is really no different to 'attachments' and where some features are already incompatible with App Webhooks, others have
been included through Block Kit. A similar look may be achieved:


https://www.launchd.info/
https://api.slack.com/messaging/composing/layouts
https://api.slack.com/reference/messaging/attachments

Helpdesk APP 11:30 PM
custom emoji —lo 1015VMDEP  Disk Warning
1System Drive Space Low!! ° image url

Drive Space Used: 32%
Available: 21GB

model: MacBook Pro (15-inch, 2019) macOS: 10.15.1 client: 13.2.3 threi.holds: 90% 30GB

~—————0 1015VMDEP Disk Warning
System drive low on space i i!
Drive Space Used: 16%

Available: 40GB element

model: MacBook Pro (15-inch, 2019) macOS: 10.15.1 client: 13.2.3 thregholds: 80% 50GB

For example,

® The deprecated attachment 'icon_emoji' may no longer be updated by a message and the icon is set through the settings for
the App Webhooks. However, it is possible to add an image via a URL. Images may be added to the thread and then
referenced by their URL; as the above example. Alternatively, numerous App Webhooks could be created with differing
icons and the relevant Webhook could be referenced in each script.

® The attachment ‘footer' can be replaced with an 'elements' block

The 'mrkdwn' for Block Quotes does not allow for colouring the vertical line

® A'divider' line may now be included to more clearly separate messages

Further details on designing text within Blocks:

https://api.slack.com/reference/surfaces/formatting

To reference images uploaded to Slack, they must be made publicly available. A public link should be of the format:
https://slack-files.com/{team_id}-{file_id}-{pub_secret}

The direct link to be referenced in a script has the format:
https://files.slack.com/files-pri/{team_id}-{file_id}/{filename}?pub_secret={pub_secret}

An example link may look like:
https://files.slack.com/files-pri/ABU1BH39Z-FO117AF5RRB/exclamation.jpg?pub_secret=5c56df27a5

Example json from the above. Variables have been replaced with values to allow for immediate testing;:

json="{
\"blocks\": [
{
\"type\": \"section\",
\"text\": {
\"type\": \"mrkdwn\",
\"text\": \":red_circle:*1015VMDEP\tDisk Warning*\nx!!System Drive Space
Low!!*\n>*Drive Space Used:* 32%\n>xAvailable:* 21GB\"
1,
\"accessory\": {
\"type\": \"image\",
\'"image_url\":
\"https://api.slack.com/img/blocks/bkb_template_images/beagle.png\",
\"alt_text\": \"alt text for -image\"

}
})
{
\"type\": \"context\",
\"elements\": [
{
\"type\": \"mrkdwn\",
\"text\": \"*model:x MacBook Pro (15-inch, 2019)\"
},
{

\"type\": \"mrkdwn\",


https://api.slack.com/reference/surfaces/formatting

\"text\": \"*macOSx: 10.15.1\"

1,
{
\"type\": \"mrkdwn\",
\"text\": \"*client:x 13.2.3\"
1,
{
\"type\": \"mrkdwn\",
\"text\": \"xthresholds:x 90% 30GB\"
}
]
}1
{
\"type\": \"divider\"
}

Conclusion

The above shows how a Fileset may be delivered to devices in tandem with 3rd party tools, such that they will automatically report
disk space usage at timed intervals. However, this is just an example framework and the scope for use is endless.



Truce Family integration with FileWave

(o) TRUCE ‘ filewaveY

= FAMILY

What

TRUCE Family on FileWave is a dynamic device management solution designed to balance smartphone use in schools and at home. It
allows schools and parents to customize and control access to apps and services based on location, activity, and time, ensuring that
smartphones can be used for learning while minimizing distractions. By integrating TRUCE with FileWave, administrators can
implement policies that support student focus in the classroom and promote responsible phone use outside of school hours.

When/Why

Smartphone distraction has become a major challenge in educational environments, with 75% of parents worried about excessive
phone usage and 72% of high school teachers citing smartphones as a significant distraction. Traditional methods like locking phones
away don’t provide the flexibility needed in modern learning environments. TRUCE Family on FileWave provides the contextual control
schools and families need to manage phone use effectively, without completely restricting access to critical communication or
educational apps. This solution promotes focus and safety, making it ideal for schools that want to foster productive learning
environments and for parents who want to encourage healthy digital habits.

How

To implement TRUCE Family on FileWave, follow these steps:

1. Install TRUCE on student devices: Using FileWave, deploy TRUCE Family onto student devices through an MDM (Mobile
Device Management) profile, ensuring compliance with the school’s cell phone policy.

2. Configure contextual policies: Use the TRUCE management console to define rules based on location (e.g., classrooms or
homes), activity (e.g., school hours), or time (e.g., during classes) to enable or restrict certain apps and device functionality.

3. Monitor and adjust settings: TRUCE policies can be dynamically adjusted as needed. For example, allow only educational
apps during school hours while enabling full phone access after school. All changes can be managed remotely via FileWave.

https://www.youtube.com/embed/OcsmV-eF20k

Related Content

e FileWave and Truce

Digging Deeper

TRUCE Family offers extensive customization options, allowing schools to maintain a balance between accessibility and focus. By
giving parents and educators the tools to define appropriate phone usage, students can develop responsible digital habits that carry
over outside the classroom. For those interested in more advanced configurations, TRUCE Family also integrates with other FileWave
features like reporting and remote support, ensuring smooth implementation and ongoing management.


https://www.youtube.com/embed/0csmV-eF20k
https://www.filewave.com/solutions/truce/

OTRS integration with FileWave

What

The integration between OTRS and FileWave unifies IT ticketing and multi-platform device management into a single, efficient
platform. This collaboration enhances automation, reduces manual processes, and ensures real-time data accuracy, all while
strengthening security and compliance across your organization's devices.

When/Why

Use this integration when you need to streamline your IT processes, manage devices more efficiently, and enforce consistent security
policies. It's especially beneficial for organizations looking to comply with evolving regulations like NIS-2 and DORA, as it simplifies
policy enforcement and provides robust security features.

How

To leverage the OTRS and FileWave integration, synchronize your device and asset data between the FileWave Management Suite and
OTRS's Configuration Management Database (CMDB). Utilize single sign-on (SSO) authentication to seamlessly navigate between
systems, allowing your IT team to manage devices directly from OTRS and automate repetitive tasks for increased efficiency.

Related Content

e OTRS and FileWave Integration Solution Page
e Press Release: FileWave and OTRS Join Forces

Digging Deeper

By combining FileWave's expertise in multi-platform device management with OTRS's advanced service management solutions, this
integration offers a holistic approach to IT operations. Real-time monitoring, automated patch deployments, and features like remote
wipe and encryption bolster your organization's security posture. This unified platform not only saves time and resources but also
enhances the quality of IT services, allowing your team to focus on strategic initiatives rather than routine tasks.


https://www.filewave.com/solutions/otrs/
https://www.filewave.com/blog/filewave-and-otrs-join-forces-to-deliver-efficient-secure-device-and-task-management/

