10S / 1IPadOS

iOS and iPadOS are the operating systems developed by Apple for their mobile devices, including iPhones and iPads, respectively.
Both operating systems share a similar foundation but have slight variations to cater to the specific form factors and functionalities of
their respective devices. iOS and iPadOS provide users with a visually appealing and intuitive interface, seamless integration with
Apple services, a vast selection of applications through the App Store, and advanced features like Face ID, Siri, and multitasking
capabilities. They offer a secure and reliable platform for communication, productivity, entertainment, and more, empowering users to
unleash the full potential of their Apple mobile devices.
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Block iOS TV App (i0S 10.2+)

This article will show you how to block the TV app introduced with iOS 10.2 with your updated and supervised iOS devices. Your
FileWave server will have to be version 11.2.2+.

Steps:

® Once in the Filesets view, select New Mobile Fileset at the top and then select the Profile option.

® Name the profile in the General payload. Other settings in this area are optional.

® Find the Restrictions payload in the left pane for iOS.
Tip: Use the search feature at the top of the window to filter your payloads.

® Once you have found and selected your Restrictions payload for iOS, click the Configure button on the right pane to enable
the payload for this profile.

® 1n the profile you will see three tabs across the top. Select the middle Apps tab.

® Scroll down to the section Restrict App Usage (supervised only) and from the drop down menu select "Don't Allow Some
Apps".

® To create a new object, click the plus sign at the bottom left of the current pane that says:

<click to edit app name:

e After you have double-clicked the new object, type in the following and then press enter/return to save the entry:
com.apple.tv

Profile Editor

fQ Search b

7| show only configured Functionality  Apps  Media Content

© General 7| Allow use of YouTube _'
* 7% Mandatory ¥| Allow use of iTunes Store
. v| Allow use of News (Supervised devices only)
i 7| Allow use of Podcasts (Supervised devices only)
‘Oﬂ 7| Allow use of Game Center (Supervised devices only)
o 7| Allow multiplayer gaming

7| Allow adding Game Center friends
v| Allow use of Safari

v| Enable autofill

_| Force fraud warning
7| Enable JavaScript
| Block pop-ups
Accept cookies

Always =

Autonomous Single App Mode (Supervised devices only)

Allow these apps to enter Single App Mode

+ =

Restrict App Usage (supervised only)

<3

Black the apps listed below

com.apple.tv

Please check Apple's Configuration Profile reference for OS compatibility.

Cancel Load Profile Close

® Hit the Save button at the bottom right of the Profile Editor window to save your profile.
Please note: If you open this profile after it has been saved you will noticed the entry for com.apple.tv has been changed to
"Apple TV" as seen below. You can do this for other apps as well by adding in it's payload identifier. (e.q. in the prior step if



you wanted to disable the Home app which has the identifier of com.apple.Home it will switch to just Home after saved.)

Restrict App Usage (supervised only)

Don't Allow Seme Apps =

Apple TV

Congratulations, you are now ready to send this profile out to a few of your supervised iOS 10.2+ test devices before mass
deployment!



Does Inventory report data about I10S
Applications?

Yes and No.

The Inventory tracks lots of the same information for all devices. Including what applications are installed where.

The exception with iOS devices is that we are unable to obtain application usage like:

Average Time Used
First Launched Date
Installed Date
Times Launched
Total Time Used

ADDITIONAL INFORMATION

This limitation is because there isn't an actual client running on the iOS device and Apple's MDM protocol does not currently contain
information about Usage.



I0S 14 Compatible Devices (Query)

Description

Details on identifying compatible devices for iOS 14 using the Command Line API to create a Query in FileWave Central and FileWave
Anythere.

i0S

Inventory Queries to list device compatibility

Example query view:

FilewWave Admin

| o}
sh  Duplicate  Create Smart Group
Inventory Queries. i0S 16 Incompatible (2)
< Boosters
Total number of inventory query results: 2 Q Search results..

v & Inventory Queries Client Name Product Name

< & Sample Queries Apple TV AppleTV3,2

ryan iPad2,5
< g Software

< & Hardware
< & Testing
< & Configuration

< & Examples
i0S 16 Compatible 1
iOS 16 Incompatible 2

O Everything is OK Licenses Used/Total: Computers 15/20000, Mobile 6/10000, Chromebooks 0/10000, Model Number: 8333

Ingredients

e Administrator Application Token (base 64)
® FW Admin Inventory Query

Compatible Query Incompatible Query
ios14 compatible.json ios14 _incompatible.json

Directions

Requires the creation of Inventory Queries. Two queries are available, one listing incompatible devices and one listing compatible
devices. To upload the queries involves using the FWAdmin CLI (Command Line Interface).

Obtain the Administrator Application Token (base 64), then use the following format to upload each Inventory Query to the server.
For example:

e Token(base 64): ealaY2Q2MjAKLTVmMMzItMGU3ACLkYTcyLTULINLc4ANzNINDcOANO=
® Server Address: mdm.filewave.ch
® File:ios14_compatible.json

Command Line API POST

You'll have the downloaded file in the same directory as where you run the below command. The below example uses the
ios16_compatible.json but you can change that easily.

Shell Script:

curl -s -k -H "Authorization: ealaY2Q2MjAKLTVmMzItMGU3AC1kYTcyLTUINLc4NzNINDcOAnO="
https://mdm.filewave.ch:20445/inv/api/vl/query/ --header "Content-Type: application/json" -X POST -d

@iosl4_compatible.json

PowerShell:

Suri = 'https://mdm.filewave.ch:20445/1inv/api/vl/query/’
Sheaders = @{
'Authorization' = 'eaIaY2Q2MjAKLTVmMzItMGU3AC1kYTcyLTUINLc4NzNINDcOANO="


https://kb.filewave.com/attachments/145
https://kb.filewave.com/attachments/146
https://kb.filewave.com/books/filewave-central-anywhere/page/creating-and-editing-a-query
https://kb.filewave.com/books/filewave-central-anywhere/page/fwadmin-cli-command-line-interface

'Content-Type' = 'application/json'
}
Sbody = Get-Content -Raw -Path 'iosl4_compatible.json'

Sresponse = Invoke-RestMethod -Uri Suri -Headers S$Sheaders -Method Post -Body $bhody

# Process the response as needed
Sresponse



I0S 17 Compatible Devices (Query)

Description

Details on identifying compatible devices for iOS 17 using the Command Line API to create a Query in FileWave Central and FileWave
Anythere.

i0S

Inventory Queries to list device compatibility

Example query view:

FilewWave Admin

=
sh  Duplicate  Create Smart Group
Inventory Queries. i0S 16 Incompatible (2)
2 Boosters
Total number of inventory query results: 2 Q Search results..

v & Inventory Queries Client Name Product Name

< & Sample Queries Apple TV AppleTV3,2

ryan iPad2,5
< g Software

< & Hardware
< & Testing
< & Configuration

< & Examples
i0S 16 Compatible 1
iOS 16 Incompatible 2

O Everything is OK Licenses Used/Total: Computers 15/20000, Mobile 6/10000, Chromebooks 0/10000, Model Number: 8333

Ingredients

e Administrator Application Token (base 64)
® FW Admin Inventory Query

Compatible Query Incompatible Query
i0s17 compatible.json i0s17_incompatible.json

Directions

Requires the creation of Inventory Queries. Two queries are available, one listing incompatible devices and one listing compatible

devices. To upload the queries involves using the FileWave Command Line API.

Obtain the Administrator Application Token (base 64), then use the following format to upload each Inventory Query to the server.
For example:

e Token(base 64): ealaY2Q2MjAKLTVmMMzItMGU3ACLkYTcyLTULINLc4ANzNINDcOANO=
® Server Address: mdm.filewave.ch
® File:ios17_compatible.json

Command Line API POST

You'll have the downloaded file in the same directory as where you run the below command. The below example uses the
ios17_compatible.json but you can change that easily.

Shell Script:

curl -s -k -H "Authorization: ealaY2Q2MjAKLTVmMzItMGU3AC1kYTcyLTUINLc4NzNINDcOAnO="
https://mdm.filewave.ch:20445/inv/api/vl/query/ --header "Content-Type: application/json" -X POST -d

@iosl7_compatible.json

PowerShell:

Suri = 'https://mdm.filewave.ch:20445/1inv/api/vl/query/’
Sheaders = @{
'Authorization' = 'eaIaY2Q2MjAKLTVmMzItMGU3AC1kYTcyLTUINLc4NzNINDcOANO="


https://kb.filewave.com/attachments/228
https://kb.filewave.com/attachments/227
https://kb.filewave.com/books/filewave-central-anywhere/page/creating-and-editing-a-query
https://kb.filewave.com/books/application-programming-interface-api/page/working-with-apis

'Content-Type' = 'application/json'
}
Sbody = Get-Content -Raw -Path 'iosl7_compatible.json'

Sresponse = Invoke-RestMethod -Uri Suri -Headers S$Sheaders -Method Post -Body $bhody

# Process the response as needed
Sresponse



I0S Guided Access

Description

Guided Access is a local equivalent to Single App Mode, which provides some additional features, e.g. select area of screen available.
Additionally a local passcode is required.

Use Guided Access with iPhone, iPad, and iPod touch

Problem

This is a local passcode and cannot be controlled by MDM. Once set, without the passcode there is no way to locally exit Guided
Access.

Solution

Despite MDM having no control over Guide Access, it is still possible to disable the Guided Access, without the passcode, through
MDM. This can be achieved in a couple of ways:

1. Associate a Single App Mode profile through MDM
2. Set the device into Lost Mode

By providing a Single App Mode profile to the device, MDM will overrule Guided Access. On removal of the Single App Mode
Association from MDM, the device will be back to normal

Setting Lost Mode should have the same impact. Once Lost Mode is de-activated, again the device will be back to normal

Related Content
® MDM Lost Mode (Apple)


https://support.apple.com/en-gb/HT202612
https://kb.filewave.com/books/apple-general-info/page/apple-mdm-lost-mode

Unlock Token in i0S 13

FileWave's MDM solution has the ability to unlock devices which are passcode protected. This can be very useful to recover devices
without knowing the passcode set by students or users.

To achieve this, the device sends FileWave an Unlock Token, which is then sent back to the device with the ClearPasscode request.
This ensures security as only the MDM solution where the device is enrolled can unlock the device - and access to user data.

Moving forward with security, Apple changed how this token is sent to MDMs in iOS 13: the token is sent only once during enrollment ;
therefore it's extremely important to keep this token safe.

Apple recently clarified how this change would be effective: the device may still send a TokenUpdate message to the MDM server, but
the message will not contain the token anymore.

Until FileWave 13.1.3, such a message (TokenUpdate without UnlockToken) was considered to be a message clearing the token ;
therefore managing iOS 13 devices with a previous version can lead FileWave to clear stored tokens and then not being able to clear
the device passcode.

It is therefore highly recommended to:

e regularly backup your FileWave instance, to keep sensitive data like unlock tokens in a safe place
® upgrade to FileWave 13.1.3 if you plan to upgrade your devices to i0OS 13
® ensure iCloud backup is configured on iOS devices

You also have the ability to defer software updates by deploying a restriction profile (more information in this KB article)


https://kb.filewave.com/books/software-updates-apple/page/deferring-software-updates

Return to Service feature for iI0S/iPadOS

What

Even though devices can be erased remotely, getting them back into service is a manual process, as it requires someone to physically
touch them and take them through Setup Assistant. Apple is removing the additional manual step with the introduction of Return to

Service for i0OS and iPadOS. This feature was added in FileWave version 15.1.0 for iOS 17.0 and iPadOS 17.0. As for FileWave version
15.5.0 this was also added for tvOS.

When/Why

Return To Service is the following process. The MDM server sends an EraseDevice command to the device. The command includes
additional information which allows the device to reset, securely erase all data, connect to Wi-Fi, enroll into MDM, and get back to the
Home Screen, ready to be used.

How

With FileWave 15.1.0 support of Return To Service was added. To use Return To Service open Remote Wipe dialog for iOS or iPadOS
device. Checkbox Return To Service allows to specify whether feature should be enabled or disabled. It can be checked only if
Remove Activation Lock checkbox is checked as well. The feature can be used only if there is at least one configured Wi-Fi profile
(fileset containing Network payload with Network Interface “Wi-Fi“). Available Wi-Fi profiles are displayed on combobox.

Remote Wipe

Remote Wipe: iPad

Sending this command will erase all data on the target device.

Disallow Proximity Setup
Available in i0S 11.3 and later
Remove Activation Lock
Available in supervised i0S 7.1+ and Mac with T2 security chip
Preserve Data Plan
Available in i0S 11 and later
Return To Service
Available in 10S 17 and later
WARMING: all activation locks have to be deactivated to use Return To Service corractly

Return To Service WiFi profile: Profile - Some WiFi (Fileset ID: 214)

<>

What happens on the device?
If Return To Service is enabled on FileWave side and then Wipe Device button is pressed, the device will be wiped and then connected

to the Wi-Fi network specified in selected Wi-Fi profile without asking password. Also MDM profile will remain on the device, there will
be no need for it to re-enroll in MDM.

Related Content

e FileWave Version 15.1.0
e Return to Service feature for tvOS

Troubleshooting

We have found that on the WiFi profile, setting Security to 'With Authorization' - even with the right password, will break Return to
Service. What you will see is that the iPad will not be able to join the WiFi automatically when it boots up though you can manually join
the WiFi.


https://kb.filewave.com/books/downloads/page/filewave-version-1510-unsupported
https://kb.filewave.com/books/unreleased-filewave-versions/page/filewave-version-1550
https://kb.filewave.com/books/filewave-155-articles-early-adopters/page/return-to-service-feature-for-tvos
https://kb.filewave.com/uploads/images/gallery/2023-09/i3zragnBnkhiBXQ7-image.png
https://kb.filewave.com/books/downloads/page/filewave-version-1510-unsupported
https://kb.filewave.com/books/filewave-155-articles-early-adopters/page/return-to-service-feature-for-tvos

Profile Editor

General

¥ show only configured

WiFi
@ Network
Organization

e 1 payload(s) configured.

Description

Consent

Security

With Authorization

Automatically Remove Profile

Never

Please check for OS compatibility.

Cancel 1 validation error

Digging Deeper
When Remote Wipe dialog is opened the list of configured Wi-Fi profiles is loaded in format:

[(<file_id>, <fileset_id>, <fileset_name>, <payload_display_name>, <payload_identifier>),(...)]

fileset_id and fileset_name are displayed onthe UI, payload_display_name and payload_identifier are used for tool tip.
file_id is used as internal data for combobox.

When Wipe Device button is pressed, on the backend side is generated MDM command EraseDevice with dictionary field
ReturnToService and fields Enabled and WiFiProfileData according to values specified on the UI, then command is added to
command queue.

When command is grabbed from command queue and is being composed for sending to the device MDMProfileData isadded to
ReturnToService dictionary. This data matches the final payload that is provided by MDM server when /ios/profile URL is used for
OTA enrollment. MDMProfileData is not added for DEP devices.

API Command

Sending the command to wipe via an API command requires the following data format.

'{
"jds": [<integer>, <integer>],
"command": "EraseDevice",
"options": {
"DisallowProximitySetup": false,
WPINM: "h
"PreserveDataPlan": false,
"ReturnToService": {
"Enabled": true,
"WiFiProfileID": <integer>
}
}

3!

® 'ids'is a comma separated list of the Device IDs to be targeted
e 'WifiProfileID' is the File ID (this is not the Fileset ID)


https://kb.filewave.com/uploads/images/gallery/2024-05/IjavuaZiY9Ii28qU-image.png

To obtain the WifiProfileID, will require an additional query first. A full list of all Wi-Fi Profiles can be returned with the following API:

curl -X GET "https://${server_dns}/filewave/api/apple/profiles/wifi" -k -H "Content-Type: application/json" -H
"authorization: ${auth}" | awk '{ gsub("\\J\\,\\[","\n"); gsub("\\J\\]",""); gsub("\\[\\[",""); print }'

Where:

e ${server_dns}is the server name as seen in FileWave Central -> Preferences -> Mobile
e ${auth}is the application token as shown in FileWave Central -> Manage Administrators (each user has one or more tokens)

The returned list might look something like:

750959,669526,"Profile - HOME WIFI","HOME WIFI","ml1063.lan.4bf6fba8-9cfc-48b5-ad74-
a251a65c8759.Configuration.4bf6fba8-9cfc-48b5-ad74-a251a65¢c8759"

780638,736322,"Profile - WLTC wifi","WLTC wifi","ml1063.local.7a00d6eb-9b4b-4e7e-b68b-
7ee7e6414051.Configuration.7a00d6eb-9b4b-4e7e-b68b-7ee7e6414051"

504184,411265,"Profile - Wi-Fi BT 2.4GHz","Wi-Fi BT 2.4GHz","FW1063.local.e285dc3b-9c4b-4a7a-84a9-
a3cd5169f92d.Configuration.e285dc3b-9c4b-4a7a-84a9-a3cd5169f92d"

504185,24571,"Profile - Wi-Fi BT 5GHZ","Wi-Fi BT 5GHZ","ML1063.local.02d6d9c3-5a7d-490c-afa8-
f160ba9b4e40.Configuration.02d6d9c3-5a7d-490c-afa8-f160badb4e40"

The first number is the File ID, whilst the second is the Fileset ID.

Example

Considering the following 3 devices to be wiped using 'Return to Service':

Server FQDN from Preferences demo.filewave.ch

Authorisation Token e2E10TU4ZmYyLTgAZTYtNDEZNC1iZjdhLWEOZmImMTVINmMI5SOHO=
"Profile - WLTC wifi" [File ID of Fileset: 'Profile - WLTC wifi'] 780638

iPad001 [FileWave Device ID] 3425

iPad002 [FileWave Device ID] 4342

iPad003 [FileWave Device ID] 3312

The API data block might look like:

'{
"ids": [3425, 4342, 3312],
"command": "EraseDevice",
"options": {
"DisallowProximitySetup": false,
VPIN": "M
"PreserveDataPlan": false,
"ReturnToService": {
"Enabled": true,
"WiFiProfileID": 780638

} 1
and the command:

curl -X POST "https://demo.filewave.ch/api/devices/vl/devices/mdm-command" -k -H "Content-Type: application/json"
-H "authorization: e2E10TU4ZmYyLTg4ZTYtNDEzNC1iZjdhLWEOZmImMTViNmI50HO=" -d '"<data block goes here>



Working with 10S Inventory

The iOS Inventory pane exists for you to have instant access to the attributes of your iOS devices. Unlike the normal Inventory pane,
the iOS Inventory behaves more like a dashboard view of your iOS devices.

[_Ishow Unmanaged  Show Archived Al Devices |BJ | ipaddress | Total number of devices: 4 QL
n w Device Name & Os Version Mode: MName o Aooress Last Mam Checidn Date Urnesnrolied Serial Mumber Mode! Battery Level
) Crents Pad 9.02 iwad 10.1.10.48 10/14/15 8:19 AM faise DLXNME24G5V4
@ Fiesus iPad-B 8.02 iPad 10.1.10.68 10/14/15 8:19 AM false DKVJCONIDIBT
iPad-w 9.02 iPad 10.1.10.88 10/14/15 8:19 AM faise DNBHEB7SDVGK
G Assoclations JohnD's iPadAir?  9.0.2 Pad 10.1.10.30 1014715 B:15 AM talie DMPQIIMEGSYR

The i0OS Inventory view is a read-only list of attributes for enrolled iOS devices. Each enrolled device automatically appears in this list
which provides details retrieved about the device. The three toolbar items you use in this pane are the Device Info, Refresh, and

Customize Columns.

Device Info

This window is identical to the one you see when you select Client Info in the Clients pane. The Execute Verify button forces the device
to refresh all of its information with your FileWave server. The Remote Wipe... button allows the FileWave super administrator to
remotely reset the iOS device, erasing all settings and content.

Property v
version

udid

uecgid

serial number

product name

product

passcode present

passcode is compliant with profiles
passcode is compliant

o5 version

organization phone

organization name

organization address

model name

modal

mac address en0

last mdm checkin date

itunes store account is active
itunes store account hash

is device locator service enabled
is activation lock enabled

ip address

hardware encryption caps

enroll date

eas device identifier

device name

device capacity

client name

hilnatnnth mac

Export Current Tak

Filesets Status Command History

LeRoy's Dema iPad
LeRoy's Demo iPad

iPad

10/26/16 9:28 AM

8.35

Device Name:
Device Type:
Last Connected:
105 Version:

0

Execute Verify Remote Wipe...

Managed Apps  Installed Apps ~ Managed Documents  Installed Profiles

Value

13G36
1b7efadledd4ff1aadeOc0fBal25871dBed 41502
8

FOFNCH2TFP84

iPad2,5

iPad2,5

true

true

true

9.3.5

213-"

LeRoy Dennison

12403 Driftstone Way | Riverview, FL 33669
iPad

MF432LL

e0:66:78:48:17:01

10/26/16 9:28 AM

true
usMV1+UyzZr2uzbZkUiYnouazpQ=
true

true

192.168.0.26

3

5/27/16 4:14 PM
4DDTNMTEH10DDTIVHMOCA0CRIG
LeRoy's Demo iPad

127 GB

LeRoy's Demo |Pad
a-RR-TR-AR-17-N7?

Position Map

The window also provides all of the key details about your iOS device:

® Fileset Status — This shows the list of Filesets that have been installed on the device.
e Device Details — This displays technical information on the device to include UDID, serial number, etc.



® Command History — This displays the commands sent from FileWave server to the device with actions and results.

Managed Apps — This shows the applications sent from FileWave as Filesets.

® Installed Apps — This displays all applications, other than the built-in one, that were not sent by FileWave. It shows the

applications installed by the user.

® Managed Documents — This shows a list of any documents that have been installed using a Fileset.

Installed Profiles — This displays the profiles on the device from the the FileWave MDM server.

® Position Map — This shows a map displaying the last reported position for devices in which tracking has been enabled.

Refresh

This toolbar command forces the devices listed to be refreshed from information in inventory. The display window does not
dynamically refresh. If the iOS database is very large, the refresh could take a long time.

Customize Columns

You can edit the display of your iOS devices by customizing the column view in the main window.

ano ¥ Mobile Inventory Columns

Hidden Columns 85

Displayed Columns 9

Is Activation Lock Enabled

Is Device Locator Service Enabled
Is Do Not Disturb In Effect

Is Roaming

Is Supervised

Itunes Store Account Is Active
Languages

Locales

Mac Address En0

Manual Fetching When Roaming
Max Failed Attempts

Max Grace Period

Max Inactivity

Battery Level

Device Name

Ip Address

Last Mdm Checkin Date
Model

Model Name

Os Version

Serial Number

Unenrolled

Searching and managing window contents

The main window can also be managed to view a restricted set of iOS devices depending on the specific devices you are looking for.
You can select to see only iPads, iPods, or iPhones, and search for devices using the column data you have displayed. If you choose to
see Unmanaged devices, it will show iOS devices you have added as clients that have not enrolled. These would be devices you added
from a text file in bulk while preparing for a large roll out. You can also see a list of Archived iOS devices, if you have any that were
previously enrolled, but have since been archived.

Contextual Menu

The contextual menu, from right-clicking a device, gives you a subset of the controls you see in the Clients pane. These include the
ability to clear the passcode and lock the device remotely, which activates the screen lock.

Device Name 4 Last Mdm Checkin Date
LeRoy's Demo iPad 10/26/16 9:28 AM
Request Check-in m

Lock Device

Clear Passcode
Refresh Inventory (Verify)
Wipe Device...

Delete



I0S BYOD User Enrollment



iOS BYOD User Enrollment

I0S BYOD and VPP License Assignment Change

What

For a few years, device license assignment has been the preferred method for assigning licenses for managed iOS devices. But, with
BYOD enrolled devices, licenses can't be assigned to the device... So FileWave have made some changes to how we handle this which
make managing BYOD enrolled devices (and as a happy accident supervised devices) easier.

When/Why

Historically, when you created an association for a VPP app, you had a choice to assign the license to the Device, or to the User. And,
in Preferences, there was an option to set your preference (which you most likely have set to Device). There is now a new option
called "Automatic", which you will see below:

General  Organization Info  Mobile  Google LDAP  Kiosk RRWELEARsI=a Inventory  Mail  Education Imaging  Editor  Proxies  Seftware Update

WVolume Purchase Program - Apps and Books

[ Configure tokens ] 1 token(s) configured

Synchronize Last synchronization with VPP Web service: 8/14/20 2:45 PM

Configure email invitation template

Minimum delay (in minutes) between license assignment and Install Application. 0 |2
Preferred license distribution model to use for new associations: Automatic B Assign to Device if possible, otherwise to User

LDAP synchronization:

64 Never synchronized.

Device Enrollment Program - Apple School Manager and Apple Business Manager
Download certificate
Configure accounts A  OK: 1 account(s)

Synchronize Last successful synchronization with DEP Web Service: 8/14/20 2:45 PM

And, then on each Association that default can be overridden:



Edit Association between Fileset:

iOS App - Classroom
and Client/Group/Clone
FW-DMPS935BHGSD

Timing and Options EEEGEELEERSE (=T} Revisions

Please select the license distribution model you prefer
to apply for this association

Assign License to User

You naed an ApplelD to use this model

| Assign License to Device

Avallable only for fllesets and devices supporting this model.

© Automatic

Assign 1o Davice [t possibla, otharw|sa 1o User

These options affect only VPP filesets

"Automatic" in this instance, basically means "Try to do a device license, but if you can't, then do a user based assignment"

Now, how does this make your life easier if you aren't going to manage BYOD devices? That is a great question! If you set your default
setting in preferences to "Automatic", that means that all of your apps will assign to the device if they can, but if you have something
that maybe you don't do much...like an app that can't do device based licensing, or an iTunes book for instance, then that association
will still work even though you didn't manually change it over to "User".

How

We showed you above changing the preferences so that all new associations will be "Automatic" (which we think will work for almost
allinstances). But, what happens if you enroll a new BYOD device and put it in a group that has a "Device" based association? In
short, nothing...the app will be associated, but can never install because device based license assignment can not be used. So, for
best results, you may want to consider updating older associations to "Automatic" as well.

The above may mean you have hundreds of associations to change...if that is the case, remember that you can mass-edit
associations in the Associations view.



iOS BYOD User Enrollment

I0OS BYOD User Enrollment Overview

What

With Version 14(+) of FileWave, you can now BYOD (bring-your-own-device) enroll a device without giving total management of the
device to the system admin.

When/Why

Typically, this option works best if the device to be supported is not company owned. For instance, an employee with their own
iPhone may want to BYOD enroll a device to allow distribution of company-owned app licenses, but without giving their company the
ability to manage their phone in other ways.

How

BYOD enrollment is off by default in FileWave, and must be enabled on the Mobile tab in preferences as shown below:

L FileWave Admin Preferences

General  Organization Info m Google LDAP  Kiosk VPP &DEP  Inventery Mail Education Imaging Editor Proxies  Software Update

MDM Server
Server Address: | Port: 20445 |I| @
Shared Key: {0164fe91-ab1f-4711-85b6-5add88391402} Generate new key on Save

Android/Chvomebooks mac0S
Apple Push Notification Certificate

Current Certificate: ~ APSP:6a69a7e3-e270-4f6f-8186-be7ad4703618

Expiration Date: January 20, 2021 2:47:08 PM EST
Serial Number: 38:b2:93:d8:0e:eb:4b:ca
APN Certificate/Key: Browse...

User Enroliment
Enable User Enrollment
Device un-enrollment

Remove MDM profile for devices removed from FileWave model
Devices removed from FileWave will require a new enroliment to be managed ; it may be required to wipe the device to start enrollment again, depending on device restrictions.

User Enrolled devices removed from FileWave model will always be instructed to remove MDM profile.

Ignore status notifications

Once enabled, a new tab will be added to the "Enroll iOS Device..." Assistant:



Manual Enrollment User Enrollment Device Enrollment Apple TV Mass Enrollment |

Use these settings to allow end users to easily enroll their private devices over the air (OTA).

Send the User Enrollment URL or Web Clip to direct them to the FileWave MDM User
Enrollment page.

LDAP Authentication is recommended to autematically create a User - Device relationship.

&

Download Web Clip Profile Copy URL to Clipboard

User Enrollment URL:
https:/ 2044 3/ios/byod

And, once user enrollment is enabled, you can go to https://my.server.address:20443/ios/byod to see the user enrollment page:

filewave

ste
P Enroll User
1 Get access to mabile services and software
FileWave ly suppor

Note that by BYOD's very nature the only way you will enroll BYOD devices is through this page. (i.e. it won't be through DEP). BYOD
enrollment does require the use of managed apple ids from either Apple School, or Apple Business, Manager.

See below video of a BYOD device enrollment:


https://my.server.address:20443/ios/byod

G} " Loading

Unlike a DEP enrollment, you don't have to wipe the device first to BYOD enroll it. However, trying to enroll a device with a
managed Apple ID that is already logged into iCloud on the device will result in an error.



iOS BYOD User Enrollment

Managing BYOD User Enrollment

What

You have no doubt gotten used to managing supervised iOS devices, where you have the ability to manage most elements of the
device. If you have previously had folks do a manual OTA enrollment, then you know you have less management of those devices
than those that are supervised. BYOD user enrolled devices take that a step further, and even fewer capabilities exist (but for good
reason).

When/Why

If you are going to utilize BYOD enrollment, it is because the devices to be enrolled actually shouldn't be managed by you, but they
should have the ability to leverage the organization's resources. So, with BYOD enrollment, you can distribute VPP apps and licenses:

® Animportant feature provided through the Managed Apple IDs is the deployment of apps and media via VPP

® For User Enrollment, FileWave will automatically register and associate VPP users for each associated VPP asset on
demand (because the licenses can't be associated to the device)

® Configuration profiles, like email settings and VPN settings are supported (to ease customer setup)

But there are also restrictions to management:

No access to device-identifying information (e.g. serial number, universal device identifier (UDID), IMEI, or mac addresses)
No access to personal data

No access to personal apps (no taking management or removing)

Limited control capability (no remote wipe, no restrictions, device is not supervised so no profiles requiring supervision)
Not all profiles are supported (profiles that restrict the user are largely not permitted, e.g strict passcode requirements,
configurations that proxy network traffic, restrictions that block content)

How

Once the devices are enrolled, associations for content are managed like you are used to, but there is one important (and helpful)
change to the way FileWave is managing VPP license assignation. So please make sure and check out the article linked below on VPP
License/Association Changes

You may be saying to yourself: "If I have to assign these licenses to the user, doesn't that mean I'll have to create VPP users in
& FileWave and invite them?" And the answer to that is thankfully, no. For User Enrollment, FileWave will automatically register
and associate VPP users for each associated VPP asset on demand.



iOS BYOD User Enrollment

New Inventory Item -- Enrollment Type

What

There are now several methods of enrolling devices into FileWave and a new inventory field has been created to record the enrollment
method.

When/Why

This field can be helpful when assigning content to devices. The field in question is called Enrollment Type as you'll see below:

iPhone
Device Name: iPhone
Device Type: iPhone
Last Connected: 4/23/20 5:30 PM
i0S Version: 10.3.4

Enroliment Type: OTA Enroliment
Export Current Tab Execute Verify Remote Wipe...

Filesets Status Device Details Command History Managed Apps Installed Apps Managed Documents Installed Profiles

Q Filter Device Details

Property ~ Value Last Update Time Status
Department

Device ID

Device ID be350aefae8bece193fe0de8f1f53a7d2c9c7bf2

Device Name iPhone

Device Product Name iPhone

EAS Device Identifier 3PHUHU2E4D5J7BSTP418HABOGK

Enroll Date 4/23/20 5:28 PM

Enrolled via DEP

Enrollment Approved By User

Enrollment State Enrolled
Enrollment Type OTA Enrcllment
Ethernet MACs

External Boot Level

Edit Custom Field(s) Values...

How

There is nothing special about access the item...you can do it in any query or smart group, but the following are the breakdown of the
values for the field:

Displaying information Description

Enrollment via APK Device was manually enrolled via installation of FileWave application

Enrollment via EMM_API Device was enrolled via the Android Management API (through NFC or a
QRcode)

OTA Enrollment Device was enrolled over-the-air

User Enrollment Device was enrolled BYOD

DEP Enrollment Device was enrolled via Apple DEP

Enrollment via fwcld Device was enrolled via fwcld

Enrolled Enrollment of Chromebook

User approved enrollment Device was enrolled over-the-air and approved by user

Presumed DEP Enrollment Device is supervised iOS client that was enrolled before v14.

"Presumed DEP" because there is no absolute concrete criteria to determine
if it is DEP or Apple Configurator.

Not available Enrollment type is not determined
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Troubleshooting

Apple ID prompt still appears even when
Activation Lock Bypass Code is used during
Remote Wipe

PROBLEM

When executing a Remote Wipe against a Supervised iOS 7.1+ device and the "Remove Activation Lock" option is checked, the

expected behaviour is that on activation of the iOS device, the AppleID username and password will not be required. Instead, the
stored Activation Lock Bypass code (FileWave Admin> Assistants> Activation Lock Management...) should be used to remove the
Activation Lock. In some circumstances, we have experienced that the username / password dialog is still presented to the user.

ENVIRONMENT

® OS Supervised Devices
® FileWave MDM

RESOLUTION

Instead of entering the username and password in the dialog presented on the iOS device after the Remote Wipe command executes,
enter the Bypass code for that device (found in FileWave Admin> Assistants> Activation Lock Management...) in the password field.
Enter the code exactly as it appears in the Activation Lock Management dialog, as the code is case sensitive and also requires the
dashes.

Keep the username (Apple ID) field empty.

[ennas = B4l AM 100% =9+

( Back Mext

Activation Lock

This iPad iz linked to an Appke ID. Enter the Apple ID and password that were used
1o set up this iPad, keesse@yahoo com

Apple ID
PaSEWUI’d LA LR R LR R L R AL L L]

Activation Lock Help

ADDITIONAL INFORMATION

® Use Mobile Device Management and Find My iPhone Activation Lock


https://support.apple.com/en-ca/HT202804

Troubleshooting

FileWave i0S Kiosk (IPA) Location Tracking
Problem

We have been made aware of an issue with our FileWave Kiosk Enterprise IPA app with regard to location tracking. Simply put, iOS no
longer allows our application to be approved once, and then allowed to collect geo-location information for all time.

Even when location tracking for the app is set to "Allow While Using", the application will re-prompt for permission on each application
restart (usually multiple times).

We are currently investigating what changes will be required to make the Kiosk IPA less intrusive to your customers and will update
here as we have more information. Inthe mean time, here are some mitigation suggestions:

1. Don t deploy the Enterprise IPA at all:
This may seem an odd suggestion, but this application was initially developed before the concept of "Lost Mode", and
has largely outlived it's purpose
® "Lost Mode" is much more effective at location lookup, because it doesn't suffer from the same pre-requisites that the
IPA does, and it works even if the end-user has location services turned off
® "l ost Mode" does not require the IPA
® Qutside of geo-location in "Tracked" mode, the IPA serves no other purpose, and tracking in this mode is delicate to
manage at best, and largely ineffective since the user can disable it at any time
® Apple, and other privacy advocates, are heavily leaning away from this type of location tracking, and before long it
may not be possible at all
2. Ifyou don't want to change how you are deploying the IPA currently, consider setting your devices to "Untracked"
® The issue of user prompts is only seen if FileWave believes the device is in a "Tracked" state
® By moving devices to "Untracked" you'll avoid customer complaints while we work on a possible fix for this issue



Troubleshooting

I0S 12+ Profile Installation Failed

Description

On attempting to enrol iOS 12 devices, we have seen some instances of the profile installation failing. In these cases it has been
related to the server certificate. As of iOS 11 and macOS High Sierra, Apple introduced stricter rules regarding MDM server to device
communication:

https://support.apple.com/en-gh/HT207828

However, it appears that these have not been fully implemented, until iOS 12, with respect to certificates. Certificates of RSA key
sizes below 2048 have still managed to work on i0OS 11. i0OS 12 no longer allow this.

Self-Signed Certificate
@ As 3rd party suppliers have been supplying appropriate keys now for some time, this is likely to impact Self-Signed Certificates
only.

Directions

The following command may be used to check the certificate RSA key size.

macOS, Linux:
openssl x509 -in /usr/local/filewave/certs/server.crt -text -noout | grep Public-Key
Windows

C:\OpenSSL-Win64\bin\openssl.exe x509 -in C:\ProgramData\FileWave\FWServer\certs\server.crt -text -noout | FINDSTR
Public-Key

Windows does not have openssl installed as standard so you will need to go to https://slproweb.com/products/Win320penSSL.html
and download the appropriate version of OpenSSL for your environment.

If the output is anything less than 2048, then the server certificate will need to be updated.
If you are using a Self-Signed Cert, you will need to either:

® Re-use your process for generating the certificate to update to ensure it has a RSA key size of 2048 or larger
® Consider moving to an official 3rd party certificate

Please take into consideration the following KB when moving to a new certificate: Root Trusted SSL Certificate (Using and Renewing)


https://support.apple.com/en-gb/HT207828
https://slproweb.com/products/Win32OpenSSL.html
https://kb.filewave.com/books/certificates/page/root-trusted-ssl-certificate-using-and-renewing

Customising 10S Wallpaper



Customising iOS Wallpaper

Customizing 10S Device Wallpaper with
Dynamic Text

What

FileWave v14.10.0 introduced a new feature that allows customisation of wallpaper on iOS devices. This feature enables the additions
of wallpaper text and with FileWave's parameters within Profiles, a single generic profile can be used to display Serial Number,
Department and Assigned User, simplistically on all devices.

When/Why

Some suggestions of using text with wallpaper include:

Personalizing the device for an organization, department or individual

Identifying a device with its unique Serial Number, which can be helpful in tracking and asset management
Providing additional information that may be useful for the end-user or technical support team

Displaying room names for wall mounted tablets outside meetings rooms, lecture theatres and hospital surgeries.

How
To utilise this feature in FileWave v14.10.0:

Log in to your FileWave console.

Create a new iOS Profile.

Select the Command Policy item from the left list of profile types.

In the Command Policy, add the desired text, e.g. Department, Telephone Number into the 'Text overlay' box.

Note this example demonstrates the use of a parameter to supply the device's Serial Number.

Profile Editor

Q Search
show only configured

Wallpaper (iOS devices only)

Set wallpaper (supervised devices only). Wallpaper will be reset once a day

Lock and Home Screen

i General Preview
= Mandatory

&

Browse...
Text overlay
%SerialNumber%

Text overlay size

Big
Text overlay color Text overlay position
o

Bluetooth (iOS 11.3+ and macOS 10.13.4+)
This setting takes effect even when the "allow Bluetooth Modification" restriction is set.

Don't change Bluetooth

Please check Apple's Configuration Profile reference for OS compatibility.

Cancel 1 validation error Settings Load Profile Save

® Save the configuration and apply it to the chosen, targeted iOS devices.

It's that simple! Now your iOS devices will have a customized wallpaper that displays the information configured.



If the image's aspect ratio doesn't match the device's screen resolution, iOS or iPadOS will resize the image which may lead to
portions of the image being cropped.

Even where an images resolution matches the screen resolution in one orientation, when rotated between landscape and
portrait, this can no longer be the case. The consequence is a resize of the image, also leading to cropped edges.

The Text is burnt into the image and as such, if not placed with consideration, could also become cropped. Test the outcome
of the image with text in both Portrait and Landscape.

Digging Deeper
Extensive details of image sizes with text placement and its impact is highlighted in:

® Custom iOS Wallpaper Dynamic Text Tips

Referencing parameters within all profiles (which can now be used to personalise the text on the wallpaper since FileWave v14.10.0)
is also described in:

® Using parameters in i0S/macOS Profiles


https://kb.filewave.com/books/ios-ipados/page/custom-ios-wallpaper-dynamic-text-tips
https://kb.filewave.com/books/profiles-apple/page/using-variables-in-apple-iosmacos-profiles

Customising iOS Wallpaper

Custom i0S Wallpaper Dynamic Text Tips

What

Consideration of the size and where to place the text being added to an Apple mobile device's Wallpaper.

When/Why

When adding text, there are 3 Font size options, plus 9 possible locations for placing text.

Note, the preview is portrait, but this is not necessarily how the image will appear on the device.

Profile Editor

Q wallpaper Command Palicy i

show only configured

Voice Roaming (iPhone devices only)

| General The voice roaming setting is only available on certain carriers.
.9 Disabling voice roaming also disables data roaming
25 Mandatory J 9 3
Don't change Voice Roaming

Data Roaming (iOS devices only)

@ Enabling data roaming also enables voice roaming.

Don't change Data Roaming
E‘-\, Restrictions wallpaper (i0OS devices only)
{3 Not configured Set wallpaper (supervised devices only). wallpaper will be reset once a day. More info
Lock and Home Screen
Ny Restrictions Preview

U—j Not configured

Browse...

Text overlay
%custom_location%

Text overlay size
Medium

Text overlay color Text overlay position

o
Please check Apple's Configuration Profile reference for OS compatibility.
Cancel Settings Load Profile
The Font used is GothicAl-Regular and the sizes refer to:
SMALL MEDIUM BIG
FONT SIZE 65 80 95

© Image uploaded to FileWave must be smaller than 2MB to add text, to help protect against undue heavy load on the server.

How

Consider the devices currently managed. Animage of the correct size should be required for each different device screen aspect ratio.
Unfortunately, MDM cannot retrieve screen resolution from devices, but each device type resolution can be observed at the following:

https://www.ios-resolution.com/

Alternatively, a tool like Mactracker lists details for all Apple device types.

Smart Groups


https://kb.filewave.com/uploads/images/gallery/2023-09/s7LQ6yFcn951Ptgi-image.png
https://fonts.google.com/specimen/Gothic+A1
https://www.ios-resolution.com/
https://mactracker.ca/

Since a Wallpaper Profile Command Policy will be required for each screen resolution, devices need to be targeted appropriately.
Consider the following method:

Obtain the Product Name for a device type to be managed (e.g. iPad6,11). Cross reference this with something like Mactracker to
obtain details.

® (Create a New Smart Group
o Type: Inventory Query
o Criteria: Product Name > is > iPad6,11
o Group Name: (Something obvious)

It may be sensible to include the screen resolution as part of the group name, but not use the Product Name. There is overlap
& with device types and resolution. E.g. both 'iPad 6th Gen' and 'iPad mini 5th Gen' have a resolution of 2048x1536, so one
group could be used to target both device types. Example group name: iOS 2048x1536

Example of multiple device types for the Smart Group which all share the same resolution. Note the 'one or more expressions must be
true' and the 'Main Component":

QueryBuilder - Inventory query

Q product name Name: Inventory query Main Component: All Devices
Component
v ActivationLock Bypass Code
Product Name Fields  Clients
v Al Devices
¥ i0S/tvOS Device

Product Name

Include Archived Clients

One or more of these expressions must be true

Not iOS/tvOS Device / Product Name is ipad6,11
Device Product Name G I0SY e ] = : @ ipacs,
v VPP Asset Not i0S/tvOS Device [ Product Name is B iPads 12
Product Name
v VPP License Not i0S/tvOS Device [ Product Name is B iPadn,1
Product Name - R . -
Not i0S/tvOS Device [ Product Name is iPad11,2
The model code for the device (iPhone3,1,
for example). " Add Group

Internal name: product_name

Copy the above process for each required resolution.

Image Preparation

Although there is an options to set the colour of text, complex images may hinder the visibility of the text. Image levels could be
altered before uploading to FileWave. However, wouldn't it be better to test this first.

Additionally, text position can be of consequence, since devices may be rotated between portrait and landscape and the image will
adjust accordingly. This will have the appearance of a cropped image, either at the sides or top and bottom, which in turn could crop
the text.

Before commencing, download the Font and use Font Book to add the Font.

The following walkthrough should help assist with pre-planning the image and text visibility. Taking the above 2048x1536 as an
example. The chosen starting image is:


https://kb.filewave.com/uploads/images/gallery/2023-09/jUbJ4sjWFdtJEDN5-image.png
https://support.apple.com/en-gb/guide/font-book/fntbk1000/mac

FileWave Building
JPEG image - 1.2 MB

Information
Created
Modified

Last opened
Dimensions

Resolution

Show More
Yesterday, 23:04
Yesterday, 23:04
Yesterday, 23:04

2048x1365
72x72

Note this image is currently the wrong resolution. Preview.app can be used to address this landscape image:

1. Open the image in Preview

2. Proportionally alter the height (which is currently too small) to match the height (y value in this example) of the device's
screen resolution with the Adjust Size Tool. The image is now oversized, but will more than fill the entire screen in one axis
and match in the other. (In this example, the height should now be 1536 and the width greater than 2048)

Zoom out so the entire image may be viewed

Select All

Move one of the sliders of the selection area, in this example left or right, until it reads 2048.
The selection can then be moved to the desired area

copw


https://kb.filewave.com/uploads/images/gallery/2023-09/mMnuSnprOhfJkTWq-image.png

Copy this selection, open into a new Preview window and save.

Add an outline:

OV NoURWNE

Alter the size of this new image, such that the smaller axis is set to match the larger. In this case alter 1536 to 2048
There will now be an image that is 2732x2048. Make a note of these values and undo.

Open Keynote

Select the Document button and alter the Document Slide Size to match this newly observed resolution: 2732x2048
From a blank slide, add a rectangle and remove the colour fill

Add a border line to the rectangle, choosing an obvious colour (for example bright green) and 5pt width should suffice
Alter the size of this rectangle, such that it matches the reverse dimensions of the device: 1536x2048

Centre the rectangle within the slide

Copy the rectangle

Alter the size of the new copied rectangle to match the resolution of the entire slide and centre: 2732x2048

. Edit the Master Slide so that it has no background

. Export the slide as a PNG with transparent background
. Open the exported image into Preview

Resize the image, matching the resolution back to the target resolution, in this case: 2048x1536

. Select All from Preview and Copy

. Back in Keynote, create a new document and alter the slide size to the desired screen resolution: 2048x1536
. Add the desired matching sized image to the slide, in this case the 2048x1536 FileWave building image

. Paste the copied green boxes from Preview over the top

In Keynote there should now be an image, including the green inserted boxes, something like:


https://kb.filewave.com/uploads/images/gallery/2023-09/Szc4WNETJv298di5-image.png
https://support.apple.com/en-gb/guide/keynote/tan7a2b69972/mac

Since the green lines forming the boxes have a transparent background, the image behind may be altered, simplifying the
testing of differing images.

& Consider duplicating slides to test alternate images, in case the desire to revert is experienced!

Test Text

Keynote may now be used to test adding some text.

Add a text box

Set the Font as Gothic A1 Regular and a desired Font size, e.g. 80

Select a colour for the Font

Add the chosen text, ensuring it does not cross over the lines when centred

If the text does cross the lines, the smaller Font size of 65 could be chosen or reduce the amount of included characters.

& If using variables, confirm the longest value from FileWave and then test with that value as text in Keynote

From Keynote, if the text is unclear, it is easier to adjust the text colour or even make adjustments with the image itself, to
enhance the appearance of the text.

Once happy, copy the line of text.

Create Fileset

Remove the text from the Keynote slide and save the slide as an image, using JPG (smaller size). Remember, the image to be
uploaded needs to be less than 2MB.

Open up the Profile Editor in FileWave and search for Wallpaper, it should be located in the Command Policy. As per the directions in
the prior KB article, choose the image just saved as the Wallpaper and paste the desired text into the text box. Clearly, alter the text
to include any parameters if necessary. Don't forget to set the Font colour.

As per this example, the middle position is going to be chosen.


https://kb.filewave.com/uploads/images/gallery/2023-09/Qlmb68bV1kYEC90m-2048-2-green-boxes-002.jpeg

Save the profile and consider including the screen resolution as part of the name:

Name

Display name of the profile (shown on device)

Custom Location Wallpaper 2048x1536

Test

Associate the Profile to a test device and Update Model, observing the Command History. The IntsallProfile command should appear

and then disappear; this is not a permanent profile, but a one off command. However, the Settings command will persist. Further
details in the following KB:

Profile Editor Command Policy

Turn the screen to confirm the look for both Portrait and Landscape.

Portrait


https://kb.filewave.com/uploads/images/gallery/2023-09/79bUT7dUS1Nbzs1X-image.png
https://kb.filewave.com/books/profiles-apple/page/profile-editor-command-policy

4

Tuesday 19 September ;

| » [P, tograng )

Press Home to unlock
Device ID: 5e968b7947d74f064eb47ee2bcbbb67cb87eb133 Client Name: GCTV8F5THLF9

Landscape


https://kb.filewave.com/uploads/images/gallery/2023-09/PGXtwASlyecVzKkN-portrait.jpg

Press Home to unlock
Device ID: 5e968b7947d74f064ebd7ee2bcbbb67cb87eb133 Client Name: GCTV8F5THLF9

Additional Info

First, it is worth observing how Apple alter an image when the device is rotated between Landscape and Portrait.

Apple avoid having black bars around the image. As such, to alter the image, as can be seen above, The smaller, un-matching aspect
is resized to match the size of the device's resolution. The impact of this is that the large matching aspect is now oversized and the
overall effect is the image appears cropped.

The green lines from the image above show the crop position that will be seen in portrait when the device is turned from landscape.
This has a consequence with the text. If the text position were bottom right instead, for example, the green box shows the text that
would be lost:

Landscape


https://kb.filewave.com/uploads/images/gallery/2023-09/qATkxPmmoDp65SU1-landscape.jpg

A

App Porta

Portrait

Indeed, rotating the device into portrait shows the loss of text:


https://kb.filewave.com/uploads/images/gallery/2023-09/X1eQaHXdXPgcrYt9-landscape-br.jpg

With this in mind, best practice would be:

® Where devices may be rotated

o For a landscape image, only ever consider using Middle, Top Middle or Bottom Middle

o For a portrait image, only ever consider using Middle, Left Middle or Right Middle
® Where devices will not be rotated

©  Any position could be chosen

Apple do not provide an option to prevent rotation, however, in some circumstances devices will not be rotated, e.g. wall mounted
outside meeting rooms, lecture theatres, hospitals, etc.


https://kb.filewave.com/uploads/images/gallery/2023-09/5a58961Mvpj8pLxf-portrait-br.jpg

Conclusion

Why use the profile, since the above has just made an image of the correct size and Keynote could have just added the text?

This is indeed a good question and the above is to assist with a guide on building out the image, ensuring that the text will display
clearly and not be cropped on the image size. Chances are once you have done this for one resolution, that you need not bother for
others and will already be armed with a good approximate example. However, the Profile still comes into its own!

The Profile can use parameters from FileWave, customising the text per device, based either upon built-in inventory or Custom Fields.
This greatly exceeds the above method and is very much the beauty of this feature.



