App Security on I10S

Description

Experienced being in a meeting and needing to pass an iOS device to someone else, but with the knowledge that there is sensitive
data in some Apps or some Apps that not should be accessed at all?

To prevent temporary users of devices from accessing certain Apps, Apple introduced two new concepts: Hide and Lock.

® Allowance of Hiding Apps was introduced in iOS 18
® Allowance of Locking Apps was introduced in iOS 18.1

Hiding an App prevents the App from being visible, whilst Locking an App disallows the opening of a Locked App without an additional
layer of security, e.g. Touch of Face ID. Hidden Apps are available from a visible folder called 'Hidden' within the App Library. Access
to the Hidden folder and opening Locked Apps is by way of authentication.

Further information may be viewed in Apple's KB: Lock or hide an app on iPhone

FileWave 16 included management for this feature.

Information

App Configuration

Each VPP App has two new options, one for Lock and one for Hide, allowing MDM to define Apps, on an individual basis, to be set as
Locked or Locked and Hidden:

Details Kiosk Configuration Associated Domains (i0S 13+)

Weather

Developer: Apple

App Store Link (i0S)

Version: 1.9
Genre: Weather
Release Date: 2016-05-10 18:21:36+00:00
Bundle Size: 2.1 MB
Languages: AR, CA, CS, DA, DE, EL, EN, ES, FI, FR, HE, HI, HR, HU, ID, IT, JA, KO... (15 more)

Options and Management Flags

Remove App when MDM profile is removed TR

*This App will remain if the MDM profile is removed

GieventDataiBackilp *This App's data will be backed up in iTunes

Take management of this app if the user has installed it already
Allow removal: If selected, the device user will be able to remove this managed application (i0S 14+)
Lockable: If selected, the device user will be able to lock this managed application (i0S 18.1+)

Hideable: If selected, the device user will be able to hide this managed application (i0S 18.1+)

@ Hideable is only an option where Lockable is enabled.

© As per Apple's above linked KB, not all Apps may be Locked or Hidden. Please review their KB for a list of Apps which may not
be set.

Profile Configuration

As an addition to the VPP App setting, it is possible to allow/deny users from selecting Apps themselves to be either Locked or Locked
and Hidden, by way of additional Profile options, within the iOS Restrictions Payload.


https://support.apple.com/en-gb/guide/iphone/iph00f208d05/ios
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Allow Marketplace App installation

Allow Web Distribution App installation
Allow auto dim on iPads with OLED displays
Allow creating new Genmoji

Allow transcription summary in Notes
Allow Image Playground

Allow iPhone mirroring

Allow Image Wand

Allow personalized handwriting results
Allow Video Conferencing Remote Control
Allow writing tools

Allow Locking apps

Allow Hiding apps
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