1I0S BYOD User Enrollment Overview

What

With Version 14(+) of FileWave, you can now BYOD (bring-your-own-device) enroll a device without
giving total management of the device to the system admin.

When/Why

Typically, this option works best if the device to be supported is not company owned. For instance, an
employee with their own iPhone may want to BYOD enroll a device to allow distribution of company-
owned app licenses, but without giving their company the ability to manage their phone in other ways.

How

BYOD enrollment is off by default in FileWave, and must be enabled on the Mobile tab in preferences
as shown below:

° FileWave Admin Preferences

General Organization Info m Google LDAP Kiosk VPP & DEP Inventory Mail Education Imaging Editor Proxies Software Update
MDM Server

Server Address: Port: 20445 |I| ©
Shared Key: {0164fe91-ab1f-4711-95b6-5add88391402} Generate new key on Save

Lo Android/Chromebooks macOS

Apple Push Notification Certificate

Current Certificate: ~ APSP:6a69a7e3-e270-4f6f-8186-be7a44703618

Expiration Date: January 20, 2021 2:47:08 PM EST
Serial Number: 38:b2:93:d8:0e:eb:4b:ca
APN Certificate/Key: Browse...

User Enroliment
Enable User Enrollment
Device un-enroliment

Remove MDM profile for devices removed from FileWave model

Devices removed from FileWave will require a new enroliment to be managed ; it may be required to wipe the device to start again, ing on device

User Enrolled devices removed from FileWave model will always be instructed to remove MDM profile.

Ignore status notifications

Once enabled, a new tab will be added to the "Enroll iOS Device..." Assistant:



o 0 Enroll iOS Device

Manual Enrollment User Enrollment Device Enroliment Apple TV Mass Enrollment

Use these settings to allow end users to easily enroll their private devices over the air (OTA).

Send the User Enrollment URL or Web Clip to direct them to the FileWave MDM User
Enrollment page.

LDAP Authentication is recommended to automatically create a User - Device relationship.

&

Download Web Clip Profile Copy URL to Clipboard

User Enrollment URL:
https:/ 1:20443/ios/byod

And, once user enrollment is enabled, you can go to https://my.server.address:20443/ios/byod to see
the user enrollment page:



https://my.server.address:20443/ios/byod

filewave

s
i step Enroll User
| 1 Get access to mobile services and software

Note that by BYOD's very nature the only way you will enroll BYOD devices is through this page. (i.e. it
won't be through ADE). BYOD enrollment does require the use of managed apple ids from either Apple
School, or Apple Business, Manager.

See below video of a BYOD device enrollment:

Unlike a ADE enrollment, you don't have to wipe the device first to BYOD enroll it. However,
@ trying to enroll a device with a managed Apple ID that is already logged into iCloud on the
device will result in an error.
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