Unlock Token in i0OS 13

FileWave's MDM solution has the ability to unlock devices which are passcode protected. This can be very useful to recover devices
without knowing the passcode set by students or users.

To achieve this, the device sends FileWave an Unlock Token, which is then sent back to the device with the ClearPasscode request.
This ensures security as only the MDM solution where the device is enrolled can unlock the device - and access to user data.

Moving forward with security, Apple changed how this token is sent to MDMs in iOS 13: the token is sent only once during enrollment ;
therefore it's extremely important to keep this token safe.

Apple recently clarified how this change would be effective: the device may still send a TokenUpdate message to the MDM server, but
the message will not contain the token anymore.

Until FileWave 13.1.3, such a message (TokenUpdate without UnlockToken) was considered to be a message clearing the token ;
therefore managing iOS 13 devices with a previous version can lead FileWave to clear stored tokens and then not being able to clear
the device passcode.

It is therefore highly recommended to:

e regularly backup your FileWave instance, to keep sensitive data like unlock tokens in a safe place
® upgrade to FileWave 13.1.3 if you plan to upgrade your devices to i0OS 13
® ensure iCloud backup is configured on iOS devices

You also have the ability to defer software updates by deploying a restriction profile (more information in this KB article)
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https://kb.filewave.com/books/software-updates-apple/page/deferring-software-updates

