Microsoft Enterprise Platform Single Sign-on for
macOS

What

With Platform Single Sign-on (Platform SSO), we can utilize SSO extensions that extend to the macOS login window, allowing users to
synchronize local account credentials with an identity provider (IdP). In this case, we are combining what is provided here: Microsoft

Enterprise S... | FileWave KB with Platform Single Sign-on for macOS - Apple Support. The local account password is automatically
kept in sync after this configuration, so the cloud password and local passwords will match. Users will also still be able unlock their
Mac with Touch ID and Apple Watch. The end result will allow the user to login with their Entra ID and password or their local account
username with their synced Entra ID's password.

User name Eliza Block

Password Change...
Your computer password is synced with your BetterBag
password.

Allow this user to administer this computer
You cannot remove yourself from administrators.

Allow user to reset password using Apple ID

Platform Single Sign-on
Login eblock@betterbag.com
Method Password

Registration Repair
@ Registered

Tokens Authenticate
@ SSO tokens present

?  Open Contact Card... Cancel

When/Why

An Administrator who is managing a fleet of MacBooks may want to use this for another level of security or for taking advantage of the
full integration that macOS now offers with SSO. You are offered the same benefits as listed in: Microsoft Enterprise S... | FileWave KB
except with the added layer of further syncing the local account with your identity provider account.

How


https://kb.filewave.com/books/apple-general-info/page/microsoft-enterprise-sso-plug-in-for-apple-devices
https://support.apple.com/en-ca/guide/deployment/dep7bbb05313/web
https://kb.filewave.com/uploads/images/gallery/2024-03/X0Q4ikE8xzCXIbg0-8a1b12f119682c525692a750d75d8f6f.png
https://kb.filewave.com/books/apple-general-info/page/microsoft-enterprise-sso-plug-in-for-apple-devices

Below are the following requirements and configuration creation steps for deployment.

Platform SSO Requirements:

® macOS 13 or later

® A mobile device management (MDM) solution that supports the Extensible Single Sign-on payload which includes support
for Platform SSO (enrolled in FileWave via DEP or User approved enrollment in our case)

® Support from the IdP for the Platform SSO authentication protocol

® One of two supported authentication methods:

o Authentication with a Secure Enclave—backed key: With this method, a user who logs in to their Mac can use a Secure
Enclave—-backed key to authenticate with the IdP without a password. The Secure Enclave key is set up with the IdP
during the user registration process

o Password authentication: With this method, a user authenticates with a local password or an IdP password

Note: If the Mac is unenrolled from the MDM solution, it’s also unregistered from the IdP.

WS-Trust federation

WS-Trust federation is supported in macOS 13.3 or later. This allows Platform SSO to successfully authenticate users when their
account is managed by an IdP federated with Microsoft Entra ID.

Deployment:
Here is an example Profile Fileset ready to deploy in your environment with the default configuration:
® Profile - Entra ID Platform SSO.fileset.zip

® The Microsoft Company Portal app must be installed on the device. It can be installed manually by users or deployed over
FileWave. You can download the Company Portal app here: Company Portal app

E Platform S50 Deployment

Please Note: On macOS devices, Apple requires the Company Portal app be installed. Users don't need to use or configure the
Company Portal app, it just needs to be installed on the device.

End-user Interaction required:

After successful deployment, in the notifications area of the user's device, they should be presented with a message:

® Q & ThuMar21 9:15AM

Registration Required
Use your PlatformSS0 password

to your Mac. Register



https://kb.filewave.com/attachments/316
https://go.microsoft.com/fwlink/?linkid=853070
https://kb.filewave.com/uploads/images/gallery/2024-03/WOnwqxRQkOGAFLEk-screenshot-2024-03-21-at-9-25-19-am.png
https://kb.filewave.com/uploads/images/gallery/2024-03/3mz1OCvzyw8mjnzH-screenshot-2024-03-21-at-9-15-56-am.png

PlatformSSO

Your macOS password will be
synchronized with your PlatformSS0
password.

Enter your password to allow this.

Cancel

Register your device with Microsoft Entra

o5 Microsoft

Sign in

Email, phone, or Skype

Mo account? Create one!

Can't access your account?

Back

% Sign-in options

Terms of use  Privacy & cookies ...

(i) More information ( Close )



https://kb.filewave.com/uploads/images/gallery/2024-03/lFbzWcpbKHtmu7se-screenshot-2024-03-21-at-9-16-31-am.png
https://kb.filewave.com/uploads/images/gallery/2024-03/fu7zfwTVrKAlFjnQ-screenshot-2024-03-21-at-9-17-10-am.png

PlatformSSO

Please sign in to your

PlatformS50 account.

zachary.butterfield @filewave.com

After signing in and registering, when you go to System Settings > Users & Groups > click the 'i' next to your Username, you should be
able to confirm everything went successfully with the new settings here:

User name Zachary Butterfield

Password

four T

Allow this user to administer this computer

Allow user to reset password using Apple ID

Platform Single Sign-on
Login

Method

ration Repair

Authenticate

Open Contact Card... Cancel

Notes and Observations

e If two-factor authentication is enabled in your environment, whenever your end user opens a Microsoft Application, they
will be presented with an 'Approve sign in request' as frequently as what is configured in your Domain's security settings.

Related Content

® Microsoft Enterprise SSO plug-in for Apple devices KB

e Apple documentation SSO for macOS
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