Reset Windows device through a script
(FileWave Recipe)

What

AutoPilot assigns devices to your organization. This, coupled with the ability to "reset" a Windows 10 or 11, device allows you to be
able to "re-image" a Windows device without necessarily wiping it out. What is described in this article is a method to wipe a device
which could be used for Autopilot, but can also be used independently of Windows MDM.

When/Why

As of FileWave v14.8.0, a command to "reset" your Windows devices will be included in FileWave itself, but that requires the device to
be enrolled in MDM. In this Fileset in this article, we are providing you with a method of doing the device reset through a PowerShell
command that does not require MDM. It goes without saying that this reset is destructive to data on the device, so appropriate
caution should be utilized.

How
Wiping a device to reset it in the field

Windows Autopilot Reset - https://docs.microsoft.com/en-us/mem/autopilot/windows-autopilot-reset - takes the device back to a

business-ready state, allowing the next user to sign in and get productive quickly and simply. Specifically, Windows Autopilot Reset:

Removes personal files, apps, and settings.

Reapplies a device’s original settings.

Maintains the device's identity connection to Microsoft Entra ID.
Maintains the device's management connection to Intune.

The Windows Autopilot Reset process automatically keeps information from the existing device:

Set the region, language, and keyboard to the original values.

Wi-Fi connection details.

Provisioning packages previously applied to the device

A provisioning package present on a USB drive when the reset process is started
Microsoft Entra Active Directory device membership and MDM enrollment information.

Windows Autopilot Reset will block the user from accessing the desktop until this information is restored, including reapplying any
provisioning packages. For devices enrolled in an MDM service, Windows Autopilot Reset will also block until an MDM sync is
completed. When Autopilot reset is used on a device, the device's primary user will be removed. The next user who signs in after the
reset will be set as the primary user.

Initially FileWave does not directly issue the Autopilot Reset via MDM, but there is still a way to accomplish Autopilot Reset for a
FileWave enrolled device. The below fileset will execute the above PowerShell. It will also enable the Windows Recovery Environment
so that this can be successful. If using Windows 10 1703 or newer you can change the methodname to doWipeProtected so that the
wipe will continue even if a user reboots in the middle of it.

Directions

1. Ensure that you have your device in Autopilot as outlined here: Integrating with AutoPilot
2. Create a custom field with the internal name of windows_reimage as seen below. The field should be Boolean and have a
default value of "false".



https://kb.filewave.com/books/microsoft-windows-mdm/page/windows-mdm-wipe-command
https://docs.microsoft.com/en-us/mem/autopilot/windows-autopilot-reset
https://kb.filewave.com/books/microsoft-windows-mdm/page/integrating-with-windows-autopilot

Custom Fields

Custom Fields Q, Search Field Details
Display Name ~ Internal Name Name
BitLocker Key bitlocker _key

Windows Reimage
Client Config Booster Routing  client_config_booster _routing

Internal Name

Client Config Booster1 client_config_booster1

. . . . Using internal name the field can be referenced in other parts of FileWave
Client Config Booster2 client_config_booster2

. . . " windows_reimage
Client Config Booster3 client_config_booster3 — N
Client Config Booster4 client_config_boosterd Custom field cannot be renamed because it is used in smart groups. [details]
Client Config Booster5 client_config_booster5 Description
Client Config Debug Level client_config_debug_level

If set to true then include in a smart group to send Autopilot Reset fileset.

Client Config Hashed Password client_config_hashed_password .
Provided By

Client Config Server Address client_config_server _address -
Defines how the field value shall be populated

Client Config Tickle Interval client_config_tickle_interval
Administrator
Display Model display_model
Max Battery Capacity max_battery_capacity Assigned to all devices
Missing OS Update Count missing_os_update_count
gBSEp 9-08-Lp Values
PowerShell x64 powershell_x64
. . Data Type
SingleAppMode singleappmode
Warranty End Date warranty_end_date
Warranty Notes warranty_notes Use a default value
Warranty Start Date warranty_start_date o
Windows Reimage windows_reimage
+ || - Import Export Duplicate Cancel Save

3. Create smart group that looks for windows_reimage to be True as seen below.

Modify Smart Group 7 Clients (14 Clones)

1
Search: | Name: Windows Re-image
Name State ~ Display Mc FileWave Client
> I Famil Comment:
B Firehc .
5 - All T of the expressions below must be true
Il 'nbou
> B2 oS
y v Bl Lab 5 Inventory Query & in ¢ Windows Re-image
,

QueryBuilder - Windows R

Q Name: Windows Re-image Main Component: All Devices &

e t
omporen Include Archived Clients
ActivationLock Bypass Code

All Devices Criteria  Fields | Clients

Android Applied Policy

A .
Android Base Policy All of these expressions must be true

Apple Media

Not Custom Fields / Windows Reimage equals < true [
Apple Profile © ! 9 q
Application

Booster

vV vV v vV v v vV VvV Vv

Rooster Interval Stats

+ Add Group

Cancel Save

4. Add this Fileset to your server. You can unzip it and then drag the Fileset into the Fileset window. Note that this Fileset uses
the section of code below that can be edited to change "doWipeMethod" to "doWipeProtectedMethod" or to use any other

method as outlined here but be sure to add "Method" to the one you want to use: https://docs.microsoft.com/en-

us/windows/client-management/mdm/remotewipe-csp

# This part wipes the system

# https://docs.microsoft.com/en-us/windows/client-management/mdm/remotewipe-csp

# methodname can be doWipeMethod or doWipeProtected but the later needs Win 10 1703 or newer
SnamespaceName = "root\cimv2\mdm\dmmap"

$className = "MDM_RemoteWipe"

$SmethodName = '"doWipeMethod"

$session = New-CimSession

$params = New-Object Microsoft.Management.Infrastructure.CimMethodParametersCollection


https://docs.microsoft.com/en-us/windows/client-management/mdm/remotewipe-csp

$param = [Microsoft.Management.Infrastructure.CimMethodParameter]::Create("param", "", "String", "In")
Sparams.Add(Sparam)

$instance = Get-CimInstance -Namespace $namespaceName -ClassName $className -Filter
"ParentID="'./Vendor/MSFT' and InstanceID='RemoteWipe'"

$session.InvokeMethod ($namespaceName, $instance, $methodName, $params)

AutoPilot Wipe Fileset

5. Select the Fileset and click the Scripts button in the Native Admin. Right click on the Reset.psi script and pick Properties.
You must change the first Environment Variable for that script to be the API token you want to use. You can get this from
the Native Admin from Manage Administrators = Select an admin — Application Tokens. This token is used by the script to
set the custom field for windows_reimage to false. If you don't update this then your device will be stuck in a loop of wiping
once you enable it.

6. Associate the Fileset with the Smart Group that you created.

Create New Association(s)

Associate AutoPilot Wipe with Windows Re-image 7 Clients (14 Clones) 10 Groups, 4 Mobile Devices Q, Search clients or group...
Search: Everything  Clients  Mobile  Groups Clear all filters
Name ~ ID Model 1P Last Connect Lock Free Space Platform Comment
Il Inbound 252 Newly added systems
> I i0S 355
> m lab 238
» B macOS 250
» B macOS Patching 6629
B Single App Mode 7322
> B3 Windows 245

B2 Windows Re-image 8060

Create Association

7. To wipe a device you will set the windows_reimage custom field to True. This will cause the device to appear in the Smart
Group, and will cause the Fileset to be applied. The Fileset will set windows_reimage to be False while it runs, will enable
Recovery Environment, and then will initiate a wipe.

8. Because the fileset sets windows_reimage to False the device leaves the smart group that would cause the AuotPilot Wipe
Fileset to apply to it so it won't be caught in a re-image loop.
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