Storing the BitLocker volume keys using a
Custom Field

Use a FileWave Custom Field to store the volume keys for your BitLocker volumes. This can be helpful if you don't have another way to
escrow the volume keys. The Custom Field outlined in this article will get the volume key for every volume so if there is an encrypted
C: and D: you would see both reported by this field.

Adding the Custom Field

Download the following Custom Field export: BitLocker Key Custom Field.customfields

Import the downloaded file into "FileWave Admin>Assistants>Custom Fields>Edit Custom Fields>Import".
Save changes within Custom Fields dialog.

Associate Custom Field with desired Windows devices via "right-click>Edit Custom Field(s) Associations".
1. AWindows-based Smart Group is very helpful to quickly associate Custom Field

2. Smart Group criteria: "Client OS Platform [equals] Windows"

PN P

Custom Fields Q search Field Details

Display Name ~ Internal Name

BitLocker Key bitlocker _key

Client Config Booster Routing  client_config_booster _routing

Name
BitLocker Key

Internal Name

Client Config Booster1 client_config_booster1
X ) X § Using internal name the field can be referenced in other parts of FileWave
Client Config Booster2 client_config_booster2
" " " : bitlocker _ke
Client Config Booster3 client_config_booster3 &y
Client Config Booster4 client_config_booster4
Client Config Booster5 client_config_booster5 Description
Client Config Debug Level client_config_debug_level
Client Config Hashed Password client_config_hashed_password .
X X X X Provided By
Client Config Server Address client_config_server _address Defines how the fleld value shall be populated
Client Config Tickle Interval client_config_tickle_interval
Client Seript
Display Model display_model
Max Battery Capacity max_battery_capacity Assigned to all devices
Missing OS Update Count missing_os_update_count
955 9-os-up Values
PowerShell x64 powershell_x64
Data Type
String
Restrict allowed values
Use a default value
Pending...
Client Script
This script will be run on the client side on verification. The output of the script will be captured and will serve as the value for the field. The default value will be assigned
until the script is executed.|f the script fails during client association, the default value will be use
macOS | Windows
Script type: ~ Powershell <] Execution Environment...
# FileWave client will execute this script. The output will be used as the value of the custom field.
# Below is an example of how to read the value of one ENVIRONMENT VARIABLE in your script:
# $my_var = $Env:ENV_VAR_NAME
#
# Identify all the Bitlocker volumes.
$BitlockerVolumers = Get-BitLockerVolume
# For each volume, get the RecoveryPassowrd and display it.
$BitlockerVolumers |
ForEach-Object {
$MountPoint = $_.MountPoint
$RecoveryKey = [string]($_.KeyProtector).RecoveryPassword
+ |- Import Export Duplicate Cancel Save

Here is the script from the Custom Field:

# FileWave client will execute this script. The output will be used as the value of the custom field.
# Below is an example of how to read the value of one ENVIRONMENT VARIABLE in your script:

# Smy_var = SEnv:ENV_VAR_NAME

#

# Identify all the Bitlocker volumes.
$BitlockerVolumers = Get-BitLockerVolume

# For each volume, get the RecoveryPassowrd and display -it.
$BitlockerVolumers |
ForEach-Object {
$SMountPoint = $_.MountPoint
SRecoveryKey = [string]($S_.KeyProtector).RecoveryPassword
if (SRecoveryKey.Length -gt 5) {
Write-Output ("$MountPoint,$RecoveryKey")
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exit 0

Assigning the Custom Field to devices

1. Save changes within Custom Fields dialog.

2. Associate Custom Field with desired Windows devices via "right-click>Edit Custom Field(s) Associations".
® A Windows-based Smart Group is very helpful to quickly associate Custom Field
® Smart Group criteria: "Client OS Platform [equals] Windows"

3. Alternatively you could assign the field to all devices since only Windows devices will run the script.

Results

Win10-Lab1 - Client Info

Last Connected: 5/17/2112:04 PM
From: 74.214.50.2563

Free Space: 223.3 GB - -

Platform: Windows 10.0

Modet: 72 L ||

Version: Not connected
Enroliment Type: Enroliment via fwcld

Export Current Tab Client Monitor Tools @
Filesets Status | Device Details Users | Policies

Q Filter Device Details

Property ~ Value Last Update Time Status
Archived

BitLocker Key C:,408056-001650-185988-007788-693198-632566-174702-325644 5/17/2112:08 AM Success
Building

Client Config Booster Routing false 5/17/2112:08 AM Success
Client Config Booster1 no.booster.set 5/17/2112:08 AM Success
Client Config Booster2 no.booster.set 5/17/2112:08 AM Success
Client Config Booster3 no.booster.set 5/17/2112:08 AM Success
Client Config Booster4 no.booster.set 5/17/2112:08 AM Success
Client Config Booster5 no.booster.set 5/17/2112:08 AM Success
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Edit Custom Field(s) Values...
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