Alternate Browser Configuration on i0S/iPadOS

What

It can be desirable to use browsers, other than Safari. Apple now provide two such methods for i(Pad)0OS.

e Web Clip URLs sent to devices to open particular pages
® Changing the default browser i(Pad)OS 18+

When/Why

Internal policy may suggest a different browser is used for compatibility. Perhaps though, it is better to allow users to choose their
preferred browser, but delivery of certain Web Clips contain pages better suited to a different browser.

| & Where an alternate browser is targeted, that browser must already be installed on the device.

How
Web Clip URL

Page may need to be a non-secure or secure link, http or https respectively. Be sure to test the URL link before mass
deployment.

Configuring a Web Clip Payload to use either http or https, will cause the Web Clip to open in the users chosen default browser. This
will be Safari, if not changed.

For example, on an non-configured device, meaning Safari is default, either of the following should open using Safari:

® http://ww.filewave.com
® https://www.filewave.com

Each browser has an identifier which may be set to force the Web Clip to open in that browser, including:

Browser Browser URL Prefix Browser URL Secure Prefix

Google Chrome googlechrome:// googlechromes://

Firefox firefox://open-url?url=http:// firefox://open-url?url=https://

Microsoft Edge microsoft-edge-http:// microsoft-edge-https://
Example

Imagine the Google Chrome web browser is the chosen target application for the Web Clip, either of the following should open using
the Google Chrome browser:

® ogooglechrome://www. filewave.com
® googlechromes://www.filewave.com

Using the latter example, this is how this should look in the URL of the Profile Payload:



Profile Editor

Q Search

show only configured

Web Clip -+

Web Clip

1 payload(s) configured. Label

The name to display for the web clip
StarWars login
AirPlay Mirroring URL

Not configured . . .
The URL to be displayed when opening the web clip

Command Policy googlechromes://starwars.com

Not configured Removable (iOS only)

Enable removal of the web clip

Icon
® Notifications

Not configured

The icon to use for the web clip

Global HTTP Proxy

Not configured

Choose...

Precomposed icon (iOS only)
APN The icon will be displayed with no added visual effects
Not configured Full Screen (iOS only)
Displays the web clip as a fullscreen application
Restrictions
Not configured
2 ROISHE If checked, a full screen web clip can navigate to an external web site without showing
Safari Ul. Otherwise, Safari Ul appears when navigating away from the web clip's URL

Single App Mode Target Application (iOS only)

Not configured
9 The application bundle identifier that specifies the application which opens the URL

- Subscribed Calendars [optional]
= Not configured

=% AirPrint

L=

Not configured

Per-App VPN

Not configured

B>

Single Sign-On

Mat ~anfimurad

Please check Apple's Configuration Profile reference for OS compatibility.
Cancel Settings Load Profile

Force Default Browser

As of FileWave 16, it is now possible to leverage the newly added Apple feature to force a different default browser on i(Pad)OS 18.2+.

This is a command sent to devices:
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[ ) [ ] Profile Editor

Q default web browser X

show only configured Command POHCy @
macOS§, iOS and tvOS
All settings in this payload are applied using a Command that will be added to the
7| General Command Queue when the Fileset is deployed, then processed when the device
=2 < Mandatory checks in.
No profile (mobileconfig) will be deployed.

¢, Command Policy

i ) Accessibility Communication Other Passcode Security Shared iPad
1 payload(s) configured.

i0S 13.0+ and macOS 10.15+ Time Zone (i0S 14.0+ and tvOS 14.0+, supervised devices only)

Set device time zone.

Q SIngle Sign_on Extensions If Force automatic date and time restriction is set, this command will fail.
Not configured
Don't change timezone <

Default Web Browser (iOS 18.2+)

The bundle identifier of the app that will be set as the default web browser.

[optional]

Wallpaper (iOS devices only)

Set wallpaper (supervised devices only). Wallpaper will be reset once a day. More info

Don't change wallpaper <

Please check Apple's Configuration Profile reference for 0S compatibility.

Cancel 1 validation error Settings Load Profile m

In this instance, it should be the Bundle ID of the Application, e.g.

Browser Bundle ID

Safari com.apple.mobilesafari
Firefox org.mozilla.ios.Firefox
Opera com.opera.OperaTouch
Microsoft Edge com.microsoft.msedge
Google Chrome com.google.chrome.ios
Brave com.brave.ios.browser

As a Command, it does allow users to overrule the chosen Browser, but as with other commands, the policies are re-pushed every
24hours. However, it is possible to prevent users from altering the default browser with a restrictions profile:
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[Q allow default browser modification| X}

show only configured

macOS§, iOS and tvOS
= ¢ General

1
m Mandatory .

ios

()~ Restrictions
.' 1 payload(s) configured.

Cancel 1 validation error

Please check Apple's Configuration Profile reference for OS compatibility.

Profile Editor

Allow Marketplace App installation
Allow Web Distribution App installation
Allow auto dim on iPads with OLED displays
Allow creating new Genmoji
Allow transcription summary in Notes
Allow Image Playground
Allow iPhone mirroring
Allow Image Wand
Allow personalized handwriting results
Allow Video Conferencing Remote Control
Allow writing tools
Allow Locking apps

Allow Hiding apps
Allow Call Recording
Allow RCS messaging
Allow manual creation of email summaries
Allow default browser modification
Allow external intelligence integrations

Allow external intelligence integrations sign-in

Allowed External Intelligence Workspace IDs

A single workspace ID used to sign in for requests to external
intelligence integrations like ChatGPT

[optional]

Settings Load Profile

As per Apple's documentation, this restriction does not prevent the MDM command from setting an alternate browser:

Allow default i0S 18.2
BiQuSAr iPadOS 18.2
modification

Related Content

e Managing Web Clips on iOS / iPad0S
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Prevents the default browser preference modification.

The MDM Settings command to set the default browser
preference still works when this is applied.
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