Managing Web Clips on 10S / iPadOS

Description

It can be desirable to manage Apps, e.g Home Screen Layout, Restrict App Usage, but how can Web Clips be managed in this same
way.

Ingredients

® j0S11.3+
® Supervised devices
® Web Clip(s)

Directions

Creating a Web Clip

Web Clip payload can be found in the FileWave Profile Editor and may be created by:

Naming the Profile

Label the Web Clip (hame displayed on the device)

Add the URL

Add anicon. Anicon is not a requirement, but will make it easier for users of devices to identify the Web Clip.

PwnE

URL Scheme

The URL must contain an appropriate scheme, e.g http:// or https://

o000 Profile Editor

(Q, Searc
Seorch Web Clip D@

v show only configured
macO0S, i0S and tvOS

Label

‘| General .
The name to display for the webclip

L=+ Mandatory
FileWave Foundry

i0S and macOS (10.7+)
URL

The URL to be displayed when opening the WebClip

https://foundry.filewave.com

v Removable (iOS only)
Enable removal of the WebClip
Icon

The icon to use for the WebClip

Choose...

Precomposed icon (iOS only)
The icon will be displayed with no added visual effects
Full Screen (iOS only)

Displays the WebClip as a fullscreen application

Please check Apple's Configuration Profile reference for OS compatibility.

Cancel Settings Load Profile Save

Creating a Home Screen Layout

Home Screen Layout payload can also be found in the FileWave Profile Editor.
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When managing items in Home Screen Layout, the Bundle ID is usually referenced, however all Web Clips have the same bundle ID.
Therefore, when including a Web Clip in a Home Screen Layout, the URL from the Web Clip should be copied to this payload to match
exactly. Again, the URL must contain the same appropriate scheme, e.g http:// or https://
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Please check Apple's Configuration Profile reference for OS compatibility.

Cancel

Settings Load Profile

To move the Web Clip version of the App Portal please view our KB on this topic: Moving the App Portal Web Clip using the Home
Screen Layout Payload

App Restrictions

Where Application Restrictions are applied, Web Clips will need to be allowed if required. This involves referencing the Bundle
ID: com.apple.webapp
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show only configured
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Functionality m Media Content

General
Mandatory Allow use of YouTube
iOS and macOS (10.7+) Allow use of iTunes Store
Web Clip Allow use of News (Supervised devices only)
1 payload(s) configured. Allow use of Podcasts (Supervised devices only)
ios Allow use of Game Center (Supervised devices only)
N Allow multiplayer gaming
ﬁ% Allow adding Game Center friends
i0S 9.3+ Allow use of Safari
Home Screen Layout Enable AutofFill
U 1 payload(s) configured. Force fraud warning

Enable JavaScript
Block pop-ups

Accept cookies

Always

iOS 11+: Prevent Cross-Site Tracking is enabled and Block All Cookies is not enabled. The user can toggle
either setting.

Autonomous Single App Mode (Supervised devices only)
Allow these apps to enter Single App Mode

~ Il
Restrict App Usage (Supervised devices only)

Allow Some Apps Only

com.apple.webapp

Please check Apple's Configuration Profile reference for OS compatibility.

Cancel Settings Load Profile

Bundle ID
@ Since the Bundle ID is the same for all Web Clips, restrictions will either allow or deny all Web Clips. Associations should be
used for granular control.

User Created Web Clips
@ When App Restrictions are in place which deny 'Allow Removing Apps', users may create their own Web Clips, but will not be
able to remove them.
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