CrowdStrike Falcon Protection (macQS)

Description
Needing to deploy to CrowdStrike Falcon antivirus to your macOS fleet? FileWave has you covered.

CrowdStrike's flagship product is called Falcon, which is a cloud-native platform that combines next-generation antivirus, endpoint
detection and response (EDR), threat intelligence, and proactive threat hunting. Falcon aims to provide real-time visibility into
endpoint activity, rapid threat detection, and automated response to security incidents.

Ingredients

FileWave Admin Central

CrowdStrike Falcon Profile (Intel or Apple Silicon)
CrowdStrike PKG installer

CrowdStrike License code

Directions

Deploying the CrowdStrike Falcon to your devices

CrowdStrike deployment for macOS requires two Filesets: one TCC profile and the PKG installer. The TCC profile is dependent on
which architecture your macOS fleet is, both are provided in this article for download. The PKG installer has two scripts that will
execute with your CrowdStrike Falcon license and check for the TCC profile to be installed before CrowdStrike application.

Download the TCC profile

Note: Please download and verify the TCC profile for your macOS architecture. Below are screen shots of both Intel and Apple
Silicon

Intel based macOS devices:

Falcon Profile for Intel.fileset.zip

v Intel based TCC Profile


https://kb.filewave.com/attachments/220

Profile Editor

Q, Search i )
e R Kernel Extension Policy c
! Only User Approved MDM enrolled devices can be managed with this
F q Genera payload
Mandaton Allow User Overrides
Allow users to approve additional kernel extensions

Standard users can complete installation (macOS 11+)

Kernel Extension Policy

If checked, standard users can complete the installation of legacy kernel extensions by
1 payload(s) configured. reboating their Mac from within System Preferences > Security & Privacy without supplying
administrator credentials

Allowed Team Identifiers

. Security & Privacy Allowed Team Identifiers
‘OT 1 payload(s) configured. X9E956P446
r System Extension Policy
“~" 1 payload(s) configured.
E% Web Content Filter
1 payload(s) configured.
oy

Allowed Kernel Extensions
Allowed Kernel Extensions column value is comma-separated list of kernel extensions identifiers
For unsigned legacy kernel extensions, use an empty key for the team identifier

Allowed Team Identifiers = Allowed Kernel Extensions

Please check Apple's Configuration Profile reference for OS compatibility.
Cancel Settings Load Profile

Apple Silicon based macOS devices:

Falcon profile for M1 fileset.zip

¥ Apple Silicon based TCC Profile


https://kb.filewave.com/uploads/images/gallery/2023-08/Wg4wnFAXnYSJCijZ-falconprofileintel.png
https://kb.filewave.com/attachments/219

Profile Editor

Q, Search
show only configured

Security & Privacy

Privacy and Consent Control
‘| General

) Mandatory

Security & Privacy
1 payload(s) configured.

r System Extension Policy

Configure privacy settings for Apps

com.crowdstrike.falcon.Agent

com.crowdstrike.falcon.App

“" 1 payload(s) configured.

Web Content Filter
1 payload(s) configured.

Please check Apple's Configuration Profile reference for OS compatibility.
Cancel Settings Load Profile

Download the PKG installer

The PKG installer will have three components in the Fileset. Note the PKG installer, along with the two scripts: a requirement and
activation script.

The Fileset included with the PKG installer is version 6.58.17102.0 of CrowdStrike for macOS Big Sur and beyond (This version
will not install on macOS Catalina).

PKG - FalconSensorMacOS.MaverickGuyr.fileset.zip


https://kb.filewave.com/uploads/images/gallery/2023-08/knOugYqwOxDYvavH-falconprofileapplesilicon.png
https://kb.filewave.com/attachments/224

Fileset Contents: PKG - FalconSensorMacOS.MaverickGyr

m 0 N o &

Imnort.:ilelFoIder New Folder Take Control
Revision: = <default> (Initial Revision) Manage Revisions
Hide unused folders Q
Name ~ Size Access User Group Verification
v BB usr rwxr-xr-x  root wheel
v BB local rwWXrwxr-x  root wheel
v BB etc rwXrwxr-x  root wheel
v BB FileWavelnstallers IWXrwxr-x  root wheel
v [ FlatPackage-FalconSensorMacOS.MaverickGyr.pkg IWXIWXr-x  root wheel
H FalconSensorMacOS.MaverickGyr.pkg 36.9 MB rw-r--r-- Typic... staff lgnore At
v BB var I'WXIWXI'wWX root wheel
v BB scripts rWXrwxr-x  root wheel
v BB 414193 rWXrwxr-x  root wheel
5 CheckForFalconProfile.sh 1.9 kB EXEEEees root wheel Self Heali
5 License.sh 167 B r-X-===-= root wheel Self Heali

CrowdStrike License

Customizing the Fileset with your CrowdStrike license is required. The Fileset has a License.sh script to edit and enter in your license
code.

Editing the License.sh script

1. Highlight your CrowdStrike PKG installer Fileset Revision: | <default> (Initial Revision) Manage Revisions
2. Select Scripts to open the Script window.

3. Highlight License.sh Scripts Q [search...

4. Click Edit Seript

Requirement Scripts
CheckForFalconProfile.sh
Preflight Scripts
(empty)
Activation Scripts
(empty)
Postflight Scripts
Verification Scripts
(empty)
Drag scripts into the order you prefer.

Re-run requirement scripts on change and uninstall active Fileset if they failed

Create Import Cancel m

Entering in your license code

1. Highlight the ####### string and enter in your CrowdStrike
License code
2. Click OK to save
3. Click OK to save again to save your license code for the
CrowdStrike Fileset


https://kb.filewave.com/uploads/images/gallery/2023-08/N5RdNQuzdCagu02g-crowdstrikefilesetcontents.png
https://kb.filewave.com/uploads/images/gallery/2023-08/pf41UhyqVBanl9qu-crowdstrikescripts1.png

° Editing License.sh

License.sh

#1/bin/zsh

echo “License is being set"

icense is se

exit 0

Line Endings: © Unix  Windows cancel (LN

¥ License code script
#!/bin/zsh

echo "License is being set"
/Applications/Falcon.app/Contents/Resources/fa
lconctl license #it##t######

echo "License is set"

exit 0

Check for Falcon Profile

The Payload Identifiers are already set and entered. The below are step-by-step instructions to add your own Payload Bundle
Identifier if needed.

Note: The Requirement script verifies that the CrowdStrike Falcon Profile is installed successfully BEFORE running the
installation of CrowdStrike.

A
There are two entries for your profile identifiers: you may enter both the Intel and Apple Silicon as the script will check for
either profile is installed successfully BEFORE running installation of CrowdStrike.

Editing the CheckForFalconProfile.sh

Revision: |~ <default> (Initial Revision) [T Manage Revisions
1. Highlight your CrowdStrike PKG installer Fileset
2. Select Scripts to open the Scripts window S Q search...
3. Highlight the CheckForFalconProfile.sh script | seript
4. Click Edit | Requirement Scripts

| CheckForFalconProfile.sh

} Preflight Scripts
: (empty)
} Activation Scripts
: (empty)
% Postflight Scripts
: License.sh
% Verification Scripts
i (empty)
Drag scripts into the order you prefer.

Re-run requirement scripts on change and uninstall active Fileset if they failed

Create Import Edit cancel  (ED

Entering in your Intel and/or Apple Silicon Profile
Identifier Checkoreaconrotesh

#1/bin/zsh

profile_id="863BE372-D1FA-4082-8582-38BFE63797CS"
prof ile_id2="ClA6E28A-21EF-49C6-BB5F-B4EB45731E22"

1. Highlight the string after profile id="#####" Tound_profile=s(profiles Uist all | awk —v search=sprofile id '$0 ~ search {print SNF}')


https://kb.filewave.com/uploads/images/gallery/2023-08/mX5Td89pE3hDJXMo-crowdstrikescripts2.png
https://kb.filewave.com/uploads/images/gallery/2023-08/0gNEhaHHCGjdxqfl-checkforfalconprofile1.png
https://kb.filewave.com/uploads/images/gallery/2023-08/tpKsPvnYRQK1bicA-checkforfalconprofile2.png

. Click OK to save

o

found_profilez=s(profiles list all | awk -v search=sprofile_id2 '$ ~ search {print SNF}')

. Revplage the ####;##, with you_r TCC profile Identifier. i
. If not sure, open your Intel or Apple Silicon Profile and copy the ey 77 SToumdprofite 1

e echo "Did not find $profile_id"
Identifier. v ’
“

if [ -z $found_profile2 ]
then

- Click OK to save again to save your changes to the CrowdStrike echo "Did ot find Sprofite 02"
Fileset o st
if [si=2])
then
echo "Both Profiles are nissing”

i
echo $nissing
echo “Found installed profile: $profile_id or $profile_id2"

Line Endings: © Unix  Windows cancel (I

¥ Check for Falcon profile script
#!/bin/zsh

profile_id="863BE372-D1FA-4082-85B2-
3B8FE63797C5"
profile_id2="C1A6E28A-21EF-49C6-B85F—
84E845731E22"

found_profile=$(profiles list all | awk -v
search=$profile_id '$0 ~ search {print SNF}')
found_profile2=$(profiles list all | awk -v
search=$profile_id2 '$0 ~ search {print

SNF}')

i=0

if [ -z s$found_profile ]

then
echo "Did not find $profile_id"
i=$((i+1))

fi

if [ -z $found_profile2 ]

then
echo "Did not find $profile_id2"
i=$((i+1))
fi
if [ $1 =21
then
echo "Both Profiles are missing"
exit 1
fi

echo $missing

echo "Found installed profile: $profile_id or
Sprofile_id2"

exit 0

[ Fileset Name: Falcon Profile for Intel
Payload Settings

Display Name: Falcon Profile

Description: = Kernel Extensions, System Extensions,
and Privacy Preferences

Payloads: | ﬂ’ General

Fr Kernel Extension Policy
.
‘/ o# Security & Privacy

E System Extension Policy
—~


https://kb.filewave.com/uploads/images/gallery/2023-08/tpKsPvnYRQK1bicA-checkforfalconprofile2.png
https://kb.filewave.com/uploads/images/gallery/2023-08/ne8kaAtv71x1HmHS-checkforfalconprofile3.png

(-%F Web Content Filter

Identifier:

[

ada2-4b8c-8894-a8e74eaefabd }

Edit Payload...

Export Payload...

Cancel

Creating a Fileset Group

Keeping your Filesets organized is good practice, especially if there are multiple Filesets for software deployment. You may create a
New Fileset Group, label it CrowdStrike Falcon (macOS 2023), and move all the Filesets you created into that Fileset Group. Then
associate the Fileset Group labeled CrowdStrike Flacon (macOS 2023) to your devices versus individual Filesets.

Once all the Fileset and Profile have been created, you may associate the Fileset Group labeled CrowdStrike Falcon (macOS 2023) to
a few devices as a test. This is to verify and confirm that the software is installed properly based on your license code configured.

Related Content

® CrowdStrike Falcon Protection (Windows EXE)
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