Microsoft Defender Recipe (macQOS)

Description

Example recipe for deploying Microsoft Defender.

Ingredients

The list is actually quite extensive, due to the necessary payloads:

Microsoft Defender PKG

Deployment Script: MicrosoftDefenderATPOnboardingMacOs.sh
Below provided Fileset

Profiles for:

o Web Content Filter

TCC allowances

Notifications

Data Acceptance & Autoupdater

System and Kernel Extensions

O O 0 o

Downloads:

e Microsoft Defender Installer/Uninstaller Filesets

e Microsoft Defender Profiles

@ See below directions for deployment before associating with devices.

Microsoft Defender PKG and deployment script are available through the M365 Defender portal; details in the Microsoft Deployment
KB:

Settings > Endpoints > Onboarding

Endpoints

General Select operating system to start onboarding process:

Advanced features macOS

Windows 7 SP1and 8.1

Licenses | A
Windows 10 and 11
Email notifications
Windows Server 2008 R2 SP1 .
it el device
8
R Windows Server 2012 R2 and 2016
APIs Windows Server 2019 and 2022 g the installation package, then onboard devices to Microsoft Defender using the configuration package that matches your preferred
»aration instructions, read Onboard and set up.
SIEM macos
Rudes Linux Server
Alert suppression i0S
Android

Indicators Tou can conngure a singie aevice vy running a script locally.

Note: This script has been optimized for usage with a limited number of devices (1-10). To deploy at scale, please see other deployment
Web content filtering options above.
Before downloading the packages, review the instructions.

Configuration management
Enforcement scope

N 4 Download installation package 4 Download onboarding package
Device management == b

Onboarding

2. Run a detection test
Offboarding

To verify that the device is properly onboarded and reporting to the service, take the following steps on the newly onboarded device:
Network assessments

Assessment jobs a. Ensure Real-time protection setting is ON on your device (via Mac device Client UX or via Mac device policy)
b. Open a Terminal window

¢. Copy and run the command below:

curl -o ~/Downloads/eicar.com.txt https://www.eicar.org/download/eicar.com.txt

The 'MicrosoftDefenderATPOnboardingMacOs.sh' is built by Microsoft with the appropriate licence code embedded into the
script, such that the download is personal to the logged in account, when downloading.

<key>OrgId</key>
<string>[licence code here]</string>


https://kb.filewave.com/attachments/256
https://kb.filewave.com/attachments/254
https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/mac-install-manually?view=o365-worldwide
https://kb.filewave.com/uploads/images/gallery/2023-09/zvXWoRHqAgNz3XLE-image.png

The 'OnboardingInfo’ key also has this code burnt into its value.

Directions

Download all of the above provided Filesets. Note the Kernel Extension should only be required for legacy devices.

Fileset Group

Create a Fileset Group in which to add each of these.

v £ Microsoft Defender Associated

& MicroSoft Defender Installer macOS

.‘ .

Microsoft Defender Uninstaller

Profile - Microsoft Defender - Kernel Extension
Profile - Microsoft Defender - System Extension
Profile - Microsoft Defender - Auto Updater Settings
Profile - Microsoft Defender - Notifications

Profile - Microsoft Defender - TCC

.‘ “ .‘ “ .‘ .‘

Profile - Microsoft Defender - Web Content Filter

o Profiles should be installed firsts. The Installer Fileset has a requirement script to ensure Profiles are installed, before
commencing with download and activation of the Installer.

The requirement script is designed to confirm ALL profiles are installed in advance, with the exception of the Kernel Extension,
since this is legacy. The Profile ID of the Kernel Extension may be added to the list within the Fileset. If this is requirement,

£ but are unsure how to approach this, just ask in either the Discord, Alliance or Slack FileWave forums. Links available through
the 'Resources' of the FileWave Website.

Installer: 'wdav.pkg'

The 'Microsoft Defender Installer macOS' Fileset requires the downloaded PKG. Open the Fileset and drag the PKG into the same
location as the '.placeholder’ file; this placeholder file may be deleted.

Name ~ Size Access User Group Verification
v BB usr rwxr-xr-x  root wheel
v BB local rwxr-xr-x  root wheel
v BB etc rwxr-xr-x  root wheel
v [ MicrosoftDefender rwxr-xr-x  root wheel

5 .placeholder 0B rw-r--r-- Typic... staff Self Healing

Name ~ Size Access User Group Verification
v BB usr rwxr-xr-x  root wheel
v BB local rwxr-xr-x  root wheel
v B etc rwxr-xr-x  root wheel
v B MicrosoftDefender rwxr-xr-x  root wheel

E wdav.pkg 269.6 MB wheel Self Healing



https://kb.filewave.com/uploads/images/gallery/2023-09/eiTnAPGnDsuElwEU-image.png
https://kb.filewave.com/uploads/images/gallery/2023-09/fhYqrs8eIAwsCHuN-image.png
https://kb.filewave.com/uploads/images/gallery/2023-09/UhEvctPT15dqF1sD-image.png
https://www.filewave.com/

Script: MicrosoftDefenderATPOnboardingMacOs.sh

Edit the text of the provided 'MicrosoftDefenderATPOnboardingMacOs.sh' file within the Fileset and paste in a copy of the script
contents downloaded from Microsoft:

Name ~ Size Access User Group Verification
> BB usr rwxr-xr-x  root wheel
v BB var rWXr-xr-x  root wheel
v [ scripts T'WXIWXr-x  root wheel
v [ 736320 rWXrwxr-x  root wheel
H check_for_profile.sh 1.6 kB r=X====== root wheel Self Healing
5 install.sh 89B X root wheel Self Healing

E MicrosoftDefenderATPOnboardingMacOs.sh 9.2 kB Self Healing

Editing MicrosoftDefenderATPOnboardingMacOs.sh (ID 780628)

MicrosoftDefenderATPOnboardingMacOs.sh

# Copy contents of downloaded MicrosoftDefenderATPOnboardingMacOs.sh into this file. This line may be removed

Profile Payload Values

The Profiles to manage the AutoUpdater and Notifications are configured with default values, consider confirming an internal desired
process and adjust to match.

The 'AcknowledgedDataCollectionPolicy' key prevents a user notification pop-up from showing. Recommendation is to leave
this value as set.

All other profile payload values should be correct at the time of writing, however, Microsoft may make changes over time which could
require alteration of one or more of these.

Details pertaining to the contents of the payloads may be viewed in Microsoft's Defender Policies documentation; scroll down past the
initial unnecessary information until you reach Step 4.

Assign to Devices

By way of either a 'Deployment' or 'Association' within FileWave, assign the Fileset to one or more test devices and once happy
expand this to more devices.


https://kb.filewave.com/uploads/images/gallery/2023-09/CbtJ35rPG7HtAkWX-image.png
https://kb.filewave.com/uploads/images/gallery/2023-09/ovCgw0evCe4FVUi2-image.png
https://learn.microsoft.com/en-us/microsoft-365/security/defender-endpoint/mac-jamfpro-policies?view=o365-worldwide

& Microsoft Mefender Edit View Actions Window Help ] B

®
(O Virus & threat protection
q . . . . . .
View threat history, scan for viruses and other threats, specify protection settings, and
" get protection updates.
d
@ Current threats Protection history
d
| @ Mo current threats.
Last scan: Mot available
] Threats found: 0

Files scanned: 0

Lasted: Mot available

Scan Options...

’u‘q Virus & threat protection settings Manage settings

Q Mo action needed.

8 Virus & threat protection updates Check for updates
@ Protection definitions are up to date.

Last update: 25 Sep 2023 at 14:05:14

Additional Information

The requirement script within the Installer Fileset is designed to ensure all profiles are in place before downloading and commencing
with the installation. Script output from the Client Info > Fileset Status displays logged information.

Example:

First time the script ran, the Profiles were not yet installed. On next run profiles were installed and the requirement script exited with
a value of 0.

Script Log:

——————————————————————— HEADER - Date: (Mon Sep 25 2023) - Time: (13:36:40) —-——————————-———————---—
Set to match all profile IDs

Looking for profile: ml1063.local.5ble7237-2773-4d3a-9627-361c4dd8a9b0.Configuration.5b1e7237-2773-4d3a-9627-
361c4dd8a9bo
Profile found: FALSE

Looking for profile: ml1063.local.bd9007c3-41d6-45bb-a2bf-774ec901e4c2.Configuration.bd9007c3-41d6-45bb-a2bf-
774ec90le4c2
Profile found: FALSE

Looking for profile: ml1063.local.7f249c3c-f79a-48cf-952c-dd178a00a5a6.Configuration.7f249c3c-f79a-48cf-952¢c-
dd178a00a5a6
Profile found: FALSE

Looking for profile: ml1063.local.f68916cf-cled®-47e2-a73c-700678267fe8.Configuration.f68916cf-cled-47e2-a73c-
700678267fe8
Profile found: FALSE

Looking for profile: ml1063.local.4726b0a7-4f74-4369-8aeb-2450e4f0f935.Configuration.4726b0a7-4f74-4369-8aeb-
2450e4f0f935

Profile found: FALSE

Only found 0@ profiles from the supplied list of 5
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——————————————————————— FOOTER - Date: (Mon Sep 25 2023) - Time: (13:36:41) - Exit code: (1) -——-—-—=-—-———————---

——————————————————————— HEADER - Date: (Mon Sep 25 2023) - Time: (13:39:31) ——-——-——-—————————————-
Set to match all profile IDs

Looking for profile: ml1063.local.5b1e7237-2773-4d3a-9627-361c4dd8a9b0.Configuration.5b1e7237-2773-4d3a-9627-
361c4dd8a9bo
Profile found: TRUE

Looking for profile: ml1063.local.bd9007c3-41d6-45bb-a2bf-774ec901e4c2.Configuration.bd9007c3-41d6-45bb-a2bf-
774ec901e4c2
Profile found: TRUE

Looking for profile: ml1063.local.7f249c3c-f79a-48cf-952c-dd178a00a5a6.Configuration.7f249c3c-f79a-48cf-952c-
dd178a00a5a6
Profile found: TRUE

Looking for profile: ml1063.local.f68916cf-cled®-47e2-a73c-700678267fe8.Configuration.f68916cf-cled-47e2-a73c-
700678267fe8
Profile found: TRUE

Looking for profile: ml1063.local.4726b0a7-4f74-4369-8aeb-2450e4f0f935.Configuration.4726b0a7-4f74-4369-8aeb-
2450e4f0f935

Profile found: TRUE

All profiles found. Exiting 0

——————————————————————— FOOTER - Date: (Mon Sep 25 2023) - Time: (13:39:33) - Exit code: (0) -——-———-————————————-

Subsequently, the Fileset downloaded and activated:

Client Log:

2023-09-25 13:39:34.758|main|INFO|CLIENT |about to downloadAllFileset files for Fileset MicroSoft Defender
Installer macOS Installer Included, ID 736320, revision ID 736320

2023-09-25 13:39:35.697|main|INFO|CLIENT |Downloading Fileset MicroSoft Defender Installer macOS Installer
Included, ID 736320, revision ID 736320

2023-09-25 14:03:49.650|main|INFO|CLIENT|finished downloadFileset files for Fileset MicroSoft Defender Installer
macO0S Installer Included, ID 736320, revision ID 736320

2023-09-25 14:03:50.285|main|INFO|CLIENT |Create all folders of fileset ID Fileset MicroSoft Defender Installer
macO0S Installer Included, ID 736320, revision ID 736320, version 4

2023-09-25 14:03:50.289|main|INFO|CLIENT |Activate all files of Fileset MicroSoft Defender Installer macOS
Installer Included, ID 736320, revision ID 736320, version 4

2023-09-25 14:03:50.465|main|INFO|CLIENT |Done activating all 4 files of Fileset MicroSoft Defender Installer macOS
Installer Included, ID 736320, revision ID 736320, version 4
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