SentinelOne Deployment (macOS)

Description

SentinelOne is a cybersecurity company that specializes in endpoint security and threat intelligence. They provide a platform for
autonomous endpoint protection that uses AI and machine learning to prevent, detect, and respond to a wide range of security
threats, including malware, ransomware, and other cyberattacks.

This recipe will guide on how to setup and deploy to your macOS devices.

Upgrading SentinelOne on macOS Clients is not done the same way as it's initial deployment. We have edited the Installation
script to identify if the client already has SentinelOne installed and run the following command to upgrade instead of going the
A normal install route: sentinelctl upgrade-pkg PKG_pathname

To deploy the upgraded SentinelOne Client to devices, simply create a new revision, upload the new PKG to the Fileset, and
change the file name references in the install script.

Ingredients

FileWave Central
SentinelOne_Fileset&Profiles.zip

SentinelOne PKG installer
SentinelOne Group/Site Token

Directions

Editing the Fileset:

sentinelctl upgrade-pkg PKG_pathname

1. Download and import the SentinelOne Fileset into FileWave Central (we'll handle the Profiles later)
2. Inatext editor, create a plain text file named com.sentinelone.registration-token that contains only your Site/Group Token

[ XON ) com.sentinelone.registration-token

eyJlcmwiliAthissdhj flkahs jdf iohs Lkjd102XRyYWR LZnVuc2Uuc2V] j sGTkas8672138HnVB Liwg nNpdGVfa2HGKUY?
54T Q@NTBRHDM4ZDESHfvILFr67UnbhFRG==

3. Open the imported Fileset and replace the files under /usr/local/etc/FileWavelnstallers/SentinelOne with your registration
token file and SentinelOne PKG.

o Make sure the token file ownership is set to root:staff. You can change the ownership by selecting the file > Get Info
> Ownership

The "com.sentinelone.registration-token" plaintext file must also be extension-less in the fileset and will not work if
D the file has a .txt extension at the end of the file name. If your filename ends in a ".txt" this can be removed/edited
by right-clicking on the file in the fileset > "Rename".

Before: After:
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Fileset Contents: SentinelOne - macOS Install w/ Profile Check Fileset Contents: SentinelOne - macOS

] a8 £ ]

Import File/Folder  New Folder Take Control Import File/Folder  New Folder Take Control
Revision:  <default> (Initial Revision) 2 Manage Revisions Revision: | <default> (nitial Revision) 3 Manage Revisions

@ Hide unused folders @ Hide unused folders

Name ~ Access User Group. Name ~ Access User Group Verificat]

~ I ust XWX oot admin v I ust TWXTWX-X oot admin

- i local wxwax oot admin  local WXWXX  root admin
i etc WXIWX-X  root admin ~ I etc TWXIWX-X  root admin

B FileWavelnstallers wxwirx oot admin ~ I FileWavelnstallers wxwix  root admin

M Sentineione wxwiex oot admin ~ I SentinelOne root admin

B replace with com.sentinelone.registration-token file  94.5 kB oreeree Typical ... staff B com.sentinelone.registration-token 1328 jop=er=e root staff

& replace with SentinelAgent.pkg 945KkB ree- Typical... staff [ SentinelAgent-MacOS-v24-2-2-7632pkg 60 MB reer-- Typical . staff

- v wxrxx oot admin v var wxrx oot admin
v [ scripts IWXWXX oot wheel W scripts TWXTWXTX oot wheel
SentinelOne wxwirx oot wheel @ Sentinelone rwxwiax  root wheel

& Instal_SentinelOne.sh - root wheel B Instal_SentinelOne.sh 2 root wheel

& profile_check.sh - root wheel & profile_check.sh root wheel

Now we need to edit the install script so it points to the uploaded installer.

4. In Admin, select the SentinelOne Fileset and then select 'Scripts' in the toolbar.
5. Edit the Activation Script 'Instal_SentinelOne.sh'. You will need to change the name of the PKG to what you have uploaded.
Click OK to save.

Before: After: Your installer's name will be different

Editing Instal_SentinelOne.sh Editing Instal_SentinelOne.sh

Instal_SentinelOne.sh Instal_SentinelOne.sh

# Change the e to the v g the name of your PK(
installer_patl c / lers/Sent inel0ne/SentineAgent-XXX. pkg" er_pa etc/Filewavelns s/Sentinelone/Sent inelAgent-Ma
# ch
it
ntin Running upgrad
sudo /usr/bin/sentinelctl upgrade-pkg aller_p

“Sentinelone Agent not found. Installing package. " echo "SentinelOne Agent not found. Installing fresh
sudo /usr/sbin/installer -pkg "$installer_path" -target / sudo /usr/sbin/installer -pkg " Ter_path" ~target /
1 fi

exit @ exit @

Line Endings: @ Unix  Windows Line Endings: @ Unix  Windows

Now we need to import the four Profiles to allow the installer the access and permissions it needs

6. Import the Profiles that were downloaded with the Fileset. To do so, just drag and drop the Profiles into FileWave Central.
Video: Importing Profiles

0 Profile Metadata shown below

We're all set! Now create a Deployment with the Fileset and four Profiles.

The Fileset contains a script that will only allow the Installation once all four Profiles have been installed. It is
normal to see a Fileset failure the first try. It will keep trying until profiles have installed.

The check_profile script logs each attempt and why it either failed or succeeded. You can see this log by right-clicking on the
script in Client Info>Fileset Status. Select the Fileset in the list and the script status will show on the right. Right-click to see
script output.
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mac0S VM - Client Info

Last Connected: 4/9/25 3:29PM
From: 10.211.56.2
Free Space: 1015 GB
Platform: macOS 15 Sequoia
Model: 2201
Version: 16.0.0 (Rev. f821ffbg)
Enroliment Type: User approved enroliment

Missing Updates: |

Export Current Tab Client Monitor Get Client Log Verify Tools -
Filesets Status Device Details Command History Managed Apps  Installed Apps VPP Licenses Installed Profiles  Managed Certificates Installed Certificates Users Policies  Software Updates  DDM Declarations  Background Tasks P«
Show All 2 @ Ignore non applicable Software Update Filesets 9 Fileset(s) O >
Fileset ~ Fileset ID Revisic _Identifier Type Status Activation State Date/Time
FileWave_Upgrade_Fileset_mac0S.16.0.0_f821fb9 136722796  <defau |check profilessh  Executable Success Requirement Scripts  4/9/25 3:08 PM
Profile - SentinelOne - Network Filter Validation 136722784 <defau View script output
Profile - SentinelOne - Netwark Monitaring Extension 136722785  <defau
Profile - SentinelOne - Privacy Control <defau
Pr SentinelOne - Service Management 136722783 <defay
SentinelOne Fileset 136722891 <defau
Show Kiosk 136722805  <defau
Universal App - Amazon Kindle 136722750 <defau

Reinstall Selected Filesets

Ie

® © ® Scriptlog_136722891.ch.. © © ©® ¢ O Q

Reveal Now Clear Reload Share

Profile @F7D9FAD-1257-402C-A942-354723513881 NOT FOUND
Profile 2B752EEE-3A7D-4995-94C2-41532A4479E4 NOT FOUND

FOOTER — Date: (Wed Apr 9 2025) — Time: (15:02:31) - Exit code: (1)

HEADER - Date: (Wed Apr 9 2025) — Time: (15:04:34)
Profile 7889BE15-9387-4CDD-B2D7-D57B65EDALES NOT FOUND
Profile C957C35F-004C—4CF4-BB75-9CAES739881B NOT FOUND
Profile @F7D9FAD-1257-402C-A942-354723513881 NOT FOUND
Profile 2B752EEE-3A7D-4995-94C2-41532A4479E4 NOT FOUND

FOOTER - Date: (Wed Apr 9 2025) - Time: (15:84:35) - Exit code: (1)

HEADER - Date: (Wed Apr 9 2025) — Time: (15:85:54)
Found installed profile: 7889BE15-9387-4CDD-B2D7-D57B65EDALES

Profile C957C35F-084C-4CF4—-B@75-9CAE5739081B NOT FOUND

Profile @F7D9FAD-1257-402C-A942-354723513881 NOT FOUND

Profile 2B752EEE-3A7D-4995-94C2-41532A4479E4 NOT FOUND

FOOTER — Date: (Wed Apr 9 2025) — Time: (15:05:54) - Exit code: (1)

HEADER - Date: (Wed Apr 9 2025) — Time: (15:85:56)
Found installed profile: 7889BE15-9387-4CDD-B2D7-D57B65EDALES

Profile C957C35F-004C—4CF4-BB75-9CAES739881B NOT FOUND

Profile @F7D9FAD-1257-402C-A942-354723513881 NOT FOUND

Profile 2B752EEE-3A7D-4995-94C2-41532A4479E4 NOT FOUND

FOOTER — Date: (Wed Apr 9 2825) — Time: (15:085:56) - Exit code: (1)

HEADER - Date: (Wed Apr 9 2025) - Time: (15:87:55)
Found installed profile: 7889BE15-9387-4CDD-B2D7-D57B65EDALES

Profile C957C35F-004C-4CF4—-BO75-9CAE5739081B NOT FOUND

Profile @F7D9FAD-1257-402C-A942-354723513881 NOT FOUND

Profile 2B752EEE-3A7D-4995-94C2-41532A4479E4 NOT FOUND

FOOTER - Date: (Wed Apr 9 2025) — Time: (15:07:56) - Exit code: (1)

HEADER - Date: (Wed Apr 9 2025) - Time: (15:08:39)
Found installed profile: 7889BE15-9387-4CDD-B2D7-D57B65EDALES
Found installed profile: C957C35F-004C-4CF4-BB75-9CAES739081B
Found installed profile: @F7D9FAD-1257-402C-A942-354723513881
Found installed profile: 2B752EEE-3A7D-4995-94C2-41532A4479E4

FOOTER — Date: (Wed Apr 9 2825) — Time: (15:08:39) - Exit code: (@)

You'll notice that the script exited successfully (exit 0) once all the Profiles were found. The profiles are identified by their
Profile ID. You can find this by double-clicking on the Profile in the Filesets view.

Profile Metadata

Service Management Profile

v Service Management Profile
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Profile Editor

Q search Hide Item
show only configured

macOS, iOS and tvOS

| General

2l Mandatory

macOS 10.5+

Login Items

1 payload(s) configured. 2 -

Network Mounts

The network volumes that will be mounted at login

Hide  Item

+ =

Add network home share point

User may press Shift to keep items from opening

Login and Background Item Management (macOS 13+)
Allows users to keep control over which applications or processes can run in the background

Rule Type Rule Value Team Ide... Comment
Label Prefix com.sentinelone. Prevent removal of Senti...
Bundle Identifier Pre... com.sentinelone. Prevent removal of Senti...

Please check Apple's Configuration Profile reference for OS compatibility.
Cancel

Settings Load Profile

Privacy Control Configuration Profile
¥ TCC Profile


https://kb.filewave.com/uploads/images/gallery/2023-11/7GVv7yAfsRLhDESf-sentinelone-servicemanagementprofile.png

Profile Editor

Q, Search ) .
show only configured Secunty & Pr|Vacy =
macOS, iOS and tvOS

Privacy and Consent Control

B R :| General
= 2 s/ Mandatory Configure privacy settings for Apps

com.sentinelone.sentineld
macO0S 10.14+

com.sentinelone.sentineld-helper

com.sentinelone.sentineld-shell

o Security & Privacy

1 payload(s) configured.

Please check Apple's Configuration Profile reference for OS compatibility.

Cancel Settings Load Profile m



https://kb.filewave.com/uploads/images/gallery/2023-11/i2uTSpnL1eQgtjIe-sentinelone-tccprofile01.png

App path or Bundle ID

[com.semineIone.sent[neld|

Access to Services

Services in this list will be either allowed or denied and the user will not be prompted.

‘ Service Access
Full Disk Access: Allow

O Allow access | Deny access
Code requirement
Obtained by command: codesign --display -r - <MyApp>

&40.113635,100.6,1.13] /* exists */ and certificate leaf[subject.OU] = "4AYE5J54KN“)J

|| Statically validate the code requirement

Used only if the pi invalid its dy code signature.
Comment

[optional]

Network System Extension Profile
Team Identifier: 4AYE5J54KN

Allowed System Extensions: com.sentinelone.network-monitoring

¥ System Extension Profile
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Profile Editor

Q Search ) .
P ——— System Extension Policy S

macOS, iOS and tvOS

s General Only User Approved MDM enrolled devices can be managed with this payload

2/ Mandatory Can approve additional system extensions

macOS 10.15+ Users can approve additional system extensions not explicitly allowed by configuration profiles

Allowed Team Identifiers

[~ System Extension Policy

- . Allowed Team Identifiers
1 payload(s) configured.

+ =

Allowed System Extensions

Allowed System Extensions column value is comma-separated list of system extensions identifiers

Allowed Team Ide... = Allowed System Extensions
4AYES5J54KN com.sentinelone.network-monitoring
+ o

Allowed System Extension Types

If there is no entry for a given team identifier in the dictionary, all extension types are allowed.

Allowed Team Iden... = Allowed System Extension Types

Please check Apple's Configuration Profile reference for OS compatibility.
Cancel

Settings Load Profile m

Web Content Filter Profile

v Network Filter Profile
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Profile Editor

Q, Search

Web Content Filter

show only configured 2

macOS, iOS and tvOS (SuDer\nsed only)

:| General

2l Mandatory

mac0S 10.15+ Filter Name

Display name of the filter in the app and on the device

‘ Web Content Filter
St

1 payload(s) configured. SentinelOne Extensions

Identifier

Identifier for the filter plug-in
com.sentinelone.extensions-wrapper

Service Address

Host name or IP Address or URL for the service
[optional]

Organization

Organization for the filter plug-in
[optional]

User Name

User name for authenticating to the service
[optional]

Password

Password for authenticating to the service
[optional]

Certificate

Certificate for authenticating to the service

No certificate payload is configured b
Filter WebKit Traffic
Filter Socket Traffic

Filter Network Traffic

Socket Filter Bundle Identifier

Bundle identifier of the socket filter provider system extension

~am cantinalana naburarl manitarina

Please check Apple's Configuration Profile reference for OS compatibility.

Cancel Settings Load Profile m

Related Content
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