VMware Carbon Black Cloud sensor recipe
(macOS)

Description

VMware Carbon Black is a powerful endpoint protection solution that plays a critical role in an organization's cybersecurity strategy.
Deploying Carbon Black via the installer package through the admin console is a strategic approach that ensures consistent, efficient,
and effective endpoint security. By mastering this deployment process, organizations can enhance their cybersecurity posture,
mitigate threats proactively, and protect their digital assets in an increasingly dangerous digital landscape.

This guide will help you create a Fileset and deploy the application along with the required profiles.

Ingredients

FileWave Central

VMware Carbon Black Cloud dmg

VMware CBC license code

VMware CBC uninstaller code

System Extension mobile configuration

Network Extension Web Content Filter mobile configuration
TCC Privacy Policy mobile configuration

Downloads

VMware CBCloud Profiles.zip
VMware Carbon Black Cloud.fileset.zip

Directions

A Please note this recipe includes Carbon Black Cloud sensor (CB Defense) version 3.7.4.53. This version is supported on MacOS
11.0 and newer.

Downloading and extracting the MDM profiles and installers

You will first want to grab and download your VMware installations and profiles. The .dmg will need to be mounted first and then
extract the necessary components from this file.

Once the .dmg has been mounted you will see the contents listed. Below is the CBCloud Install.pkg and doc folder containing the
required MDM profiles.


https://kb.filewave.com/attachments/265
https://kb.filewave.com/attachments/267
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The required MDM profiles and unattended script for the Fileset deployed are found in the docs folder within the mounted .dmg.

Extract the MDM profiles. These MDM profiles will be uploaded into FileWave Central. Below are the configurations for the three MDM
profiles:

¥ Kernel Extension Policy


https://kb.filewave.com/uploads/images/gallery/2023-09/Zbpw5w6bm9xOeRCA-vmwarecbcsensor01.png

Q, Search
show only configured

° General
== Mandatory

[~ | Kernel Extension Policy

1 payload(s) configured.

Kernel Extension Policy

Only User Approved MDM enrolled devices can be managed with this
payload
Allow User Overrides
Allow users to approve additional kernel extensions
Standard users can complete installation (macOS 11+)

If checked, standard users can complete the installation of legacy kernel extensions by
rebooting their Mac from within System Preferences > Security & Privacy without supplying
administrator credentials

Allowed Team Identifiers

Allowed Team Identifiers

-

Allowed Kernel Extensions

Allowed Kernel Extensions column value is comma-separated list of kernel extensions identifiers

For unsigned legacy kernel extensions, use an empty key for the team identifier
Allowed Team Identifiers ~ Allowed Kernel Extensions
7AGZNQ2S2T com.carbonblack.defense.kext

Please check Apple's Configuration Profile reference for OS compatibility.

Cancel

Settings

Load Profile

¥ Privacy and Consent Control (TCC) Policy


https://kb.filewave.com/uploads/images/gallery/2023-09/KwJSyfpQbIkg2VQP-vmwarecbcsensor02.png

Profile Editor

Q, Search p .
show only configured Securlty & PI’IVBCV

Privacy and Consent Control
General
Configure privacy settings for Apps

Mandatory
com.vmware.carbonblack.cloud.daemon

com.vmware.carbonblack.cloud.osqueryi
Security & Privacy com.vmware.carbonblack.cloud.se-agent.extension
com.vmware.carbonblack.cloud.uninstall

1 payload(s) configured.

com.vmware.carbonblack.cloud.uninstallerui

Please check Apple's Configuration Profile reference for OS compatibility.
Settings Load Profile

Cancel

v Web Content Filter Policy


https://kb.filewave.com/uploads/images/gallery/2023-09/CbTMGXE99RhXaqV9-vmwarecbcsensor04.png

Profile Editor

Q, Search Filter Name

show only conﬂgured Display name of the filter in the app and on the device

VMware Carbon Black Cloud Network Extension Filter

Identifier
General
identifier for the filter plug-in

Mandatory

com.vmware.carbonblack.cloud.se-agent

Service Address
:? Web Content Filter Host name or IP Address or URL for the service

1 payload(s) configured. [optional]

Organization

Organization for the filter plug-in
[optional]
User Name
User name for authenticating to the service
[optional]
Password
Password for authenticating to the service
[optional]
Certificate
Certificate for authenticating to the service
No certificate payload is configured
Filter WebKit Traffic
Filter Socket Traffic
Filter Network Traffic
Socket Filter Bundle Identifier

Bundle identifier of the socket filter provider system extension
com.vmware.carbonblack.cloud.se-agent.extension

Socket Filter Designated Requirement

Designated requirement of the socket filter provider system extension

100.6.1.13] /* exists */ and certificate leaf[subject.OU] = "7AGZNQ2S2T"
Network Filter Bundle Identifier

Bundle identifier of the network filter provider system extension
com.vmware.carbonblack.cloud.se-agent.extension

Network Filter Designated Requirement

Designated requirement of the network filter provider system extension

100.6.1.13] /* exists */ and certificate leaf[subject.OU] = "7AGZNQ2S2T"

Please check Apple's Configuration Profile reference for OS compatibility.
Cancel Settings Load Profile

MDM Profiles Configurations

If you do not have the VMware Carbon Black Cloud .dmg, you may create the Profiles with the following.

£ VMware CCB macOS version 3.8+ introduces Approving the System Extension

Approve System Extension
For the Allowed System Extension, please enter in the following:
¥ System Extension Policy
Specify the Apple Team ID and System Extension bundle Identifier in your Allowed System Extension configuration profile:

e System Extension Types: Allowed System Extensions
e Apple Team ID: 7AGZNQ2S2T
e System Extension Bundle ID: com.vmware.carbonblack.cloud.se-agent.extension


https://kb.filewave.com/uploads/images/gallery/2023-09/MsPb2pokgjeBxEN3-vmwarecbcsensor03.png

Profile Editor

Q, Search . .
——— System Extension Policy S
macOS, iOS and tvOS

Only User Approved MDM enrolled devices can be managed with this payload

+ | General
=~ </ Mandatory Can approve additional system extensions
macOS 1015+ Users can approve additional system extensions not explicitly allowed by configuration profiles

Allowed Team Identifiers

> System Extension Polic
- i y Allowed Team Identifiers

= 1 payload(s) configured.

o o

Allowed System Extensions

Allowed System Extensions column value is comma-separated list of system extensions identifiers

Allowed Team Iden... Allowed System Extensions

7AGZNQ2S2T com.vmware.carbonblack.cloud.se-agent.extension

o )

Allowed System Extension Types

If there is no entry for a given team identifier in the dictionary, all extension types are allowed.

Allowed Team Iden... ~Allowed System Extension Types

Please check Apple's Configuration Profile reference for OS compatibility.

Cancel Settings Load Profile m

Kernel Extension Policy

For the Kernel Approval profile, please enter in the TeamID and BundleID:
Apple Team ID: 7AGZNQ2S2T

KEXT Bundle ID: com.carbonblack.defense.kext

Kernel Extension Policy: The recommended way to deliver this configuration is through
the provided MDM-KEXT-reboot-command.xml. FileWave has the Rebuild Kernel Cache command by highlighting the MDM

@ client, right-clicking Restart (Supported MDM devices), checking the box for Rebuild Kernel Cache, and entering in the Kernel
file path:

/Library/Extensions/CbDefenceSensor.kext

v Kernel Rebuild Cache


https://kb.filewave.com/uploads/images/gallery/2024-03/D7eOXsT9Kd8O74UD-vmware-ccb-system-extension.png
https://kb.filewave.com/attachments/261

Restart Device

Are you sure you want to restart selected devices?

Passcode protected iOS devices will not automatically join a WiFi network until the
passcode is entered - remote management will be impossible until the passcode is
entered. Make sure the passcode is known before you continue. FileWave will not be able
to clear it without a WiFi connection.

Rebuild kernel cache (Apple Silicon macOS devices only)

The kernel cache is rebuilt during a device restart. If Bootstrap Token is allowed for
authentication, the device requests the Bootstrap Token from the MDM prior to executing
the command.

Kernel Extension (kext) files paths (Apple Silicon macOS devices only)

The paths to kexts to add to the auxiliary kernel cache since the last kernel cache rebuild.
If not present, the system only adds previously-discovered kexts to the kernel cache.

[Library/Extensions/CbDefenseSensor.kext
+ -

Notify user (macOS 11.3 and later)
Notifies the user to restart the device at their convenience. No forced restart occurs

unless the device is at login window with no logged-in users. The user can dismiss the
notification and ignore the request. No further notifications display unless the command is

resent.

Privacy and Consent Control (TCC) Policy

The following will need to be entered for each of the BundleIDs along with Code Requirements and Services to set.

¥ TCC metadata

The fields should be completed exactly as follows. Please copy and paste for accuracy.
1]

Identifier: com.vmware.carbonblack.cloud.daemon

Identifier Type should be set to: Bundle ID

Code Requirement: identifier "com.vmware.carbonblack.cloud.daemon" and anchor apple generic and certificate
1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate
leaf[subject.OU] = "7AGZNQ2S2T"

App or Service should be set to: SystemPolicyAllFiles
Access should be set to: Allow

2]
Identifier: com.vmware.carbonblack.cloud.se-agent.extension


https://kb.filewave.com/uploads/images/gallery/2023-10/hZHfZ5fioRAIFC1q-rebuildkernelcache.png

Identifier Type should be set to: Bundle ID

Code Requirement: identifier "com.vmware.carbonblack.cloud.se-agent.extension" and anchor apple generic and certificate
1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate
leaf[subject.OU] = "7AGZNQ2S2T

App or Service should be set to: SystemPolicyAllFiles
Access should be set to: Allow

3]
Identifier: com.vmware.carbonblack.cloud.osqueryi

Identifier Type should be set to: Bundle ID

Code Requirement: identifier "com.vmware.carbonblack.cloud.osqueryi" and anchor apple generic and certificate
1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate
leaf[subject.OU] = "7AGZNQ2S2T"

App or Service should be set to: SystemPolicyAllFiles
Access should be set to: Allow

4]
Identifier: com.vmware.carbonblack.cloud.uninstall

Identifier Type should be set to: Bundle ID

Code Requirement: identifier "com.vmware.carbonblack.cloud.uninstall" and anchor apple generic and certificate
1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate
leaf[subject.OU] = "7AGZNQ2S2T"

App or Service should be set to: SystemPolicyAllFiles
Access should be set to: Allow

5]
Identifier: com.vmware.carbonblack.cloud.uninstallerui

Identifier Type should be set to: Bundle ID

Code Requirement: identifier "com.vmware.carbonblack.cloud.uninstallerui" and anchor apple generic and certificate
1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate
leaf[subject.OU] = "7AGZNQ2S2T"

App or Service should be set to: SystemPolicyAllFiles

Access should be set to: Allow

Web Content Filter Policy
The following will need to be entered to create the web content filter manually.
¥ Web Content Filter Policy
The fields should be completed exactly as follows. Please copy and paste for accuracy.
In the General payload:
Payload Scope should be set to: System
In the Web Content Filter payload:
Filter Type: Plug-In
Plug-In Bundle ID: com.vmware.carbonblack.cloud.se-agent
Check Enable Socket Filtering
Filter Data Provider System Extension Bundle ID (macOS): com.vmware.carbonblack.cloud.se-agent.extension

Filter Data Provider Designated Requirement (macOS): identifier "com.vmware.carbonblack.cloud.se-agent.extension" and



anchor apple generic and certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate
leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate leaf[subject.OU] = "7AGZNQ2S2T"

Check Enable Packet Filtering (macQS)
Filter Packet Provider System Extension Bundle ID (macOS): com.vmware.carbonblack.cloud.se-agent.extension

Filter Packet Provider Designated Requirement (macOS): identifier "com.vmware.carbonblack.cloud.se-agent.extension" and
anchor apple generic and certificate 1[field.1.2.840.113635.100.6.2.6] /* exists */ and certificate
leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate leaf[subject.OU] = "7AGZNQ2S2T"

Creating the VMware Carbon Black Cloud Fileset

You may download and upload the VMware Carbon Black Cloud Fileset into your FileWave Admin. You should see four items listed in
the Fileset Contents:

. CBCloud Install.pkg
check_for_profiles.sh script
cbcloud_install_unattended.sh script
install_VMware_CBCloud.sh script
uninstall_VMware_CBCloud.sh script

aRwNE

) Verification Settings: VMware CBCloud client will get updates from the CBCloud server. If your organization allows, be sure to
change the verification settings from 'Self-Healing' to 'Ignore at Verify' for the Fileset.
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Import File/Folder New Folder Get Info Edit Registry Edit Text Export Files Delete Take Control

: Revision: <default> (Initial Revision) % Manage Revisions
‘ Hide unused folders Q
| Name ~  Size Access User Group Verification ID
‘v BB var rwxrwxrwx  root wheel 227
v @B FileWave FWXIWXr-X root admin 13716
v B FileWavelnstallers FWXIWXF-X root wheel 666
5 CBCloud Install.pkg 72.4 MB rW-r--f-- root wheel Self Healing 835109?
B cbcloud_install_unattended.sh  30.9 kB FWXF-Xr-X root wheel Self Healing 835110
v BB scripts rWXIWXr-x root wheel 228
v BB 414405 FWXIWXF-X root wheel 835111
5 check_for_profiles.sh 1.6 kB EXzzzzes root wheel Self Healing 835237%
5 instal_vMware_CBCloud.sh 295B r-X-==--- root wheel Self Healing 835116
5 uninstall_vmware_CBCloud.sh  511B EXaseees root wheel Self Healing 835117

VMware CBCloud install script

You will need to modify and add your company code to the install_VMware_CBCloud.sh script.

1. Highlight the Fileset and click on Scripts (FW Central menu)
2. Highlight Activation Scripts, install_VMware_CBCloud.sh
3. Click on Edit to open the script


https://kb.filewave.com/uploads/images/gallery/2023-10/q5CbcuI0c0v0jAEx-vmwarecbcloudfileset.png

4. Enter your company code, i.e. #######
5. Click OK to save
6. Click OK to save your changes

Fileset Scripts: VMware Carbon Black Cloud

Revision: <default> (Initial Revision) z Manage Revisions
Scripts Q Search [
Script o

Requirement Scripts #nstallaton of CBCIoud sensor
1 install_unattendedsh - 'C:j
(empty) exto /'

Preflight Scripts

(empty) 1
Activation Scripts

instal_VMware_CBCloud.sh
Postflight Scripts

(empty)

Verification Scripts

Drag scripts into the order you prefer. 2
Re-run requirement scripts on change ard uninstall active Fileset if they failed
.

Create Import Edit

e o © Unx  Widows e (B

Check for Profiles requirement script

You will need to modify and add your profile bundle IDs to the requirement script.

Highlight the Fileset and on Scripts (FW Central menu)
Highlight Requirement Scripts, check_for_profiles.sh
Right-click and select properties

Select and click on the Launch Arguments tab

Enter in your three profile bundle IDs

Click 'Apply' to save your changes

Select and click on the Environment Variables tab
Confirm the all_or_one variables string is set to ‘all'
Click 'Apply' to save your changes, if not saved

. Close the script properties window

. Click OK to save your changes to the requirement script

POV NOORWNE

(RS

7 check_for_profiles.sh 7| check_for_profiles.sh
Revision:  <default> (Initial Revision) H Manage Revisions Created: Mon Oct 9 2023 02:14 pm Created: Mon Oct 9 2023 02:14 pm
serpe R Modified: Mon Oct 9 2023 02:14 pm Modified: Mon Oct 9 2023 02:14 pm
Script Permissions ACLs Verification = Executable ~Flags Permissions ACLs Verification = Executable Flags

P — p—

Verification Scripts

Re-run requirement scripts on change and uninstallactive Fileset if they falled

crome o £ cneel (2D

Launch Arguments  Environment Variables Launch Arguments | Environment Variables

profilebundielD_1 Variable ~  Value

'

profilebundielD_2 allorone  al

profilebundielD_3

+

The values of the command line arguments are set just before the 2 - Ly
script execution. The values of the environment variables are set just before the script e
To use an inventory field value to set a command line argument value, To use an inventory field value, use the syntax %FIELD_NAME.
use the syntax %FIELD_NAME. For instance: MY_VAR: foo-%asset_tag%
For instance: foo-%asset_tag% Note: environment variable names are case insensitive in Windows

Note: Log files will be collected for synchronous non-interactive scripts only Note: Log files will be collected for synchronous non-interactive scripts only.

Apply Apply.
d] Reserved by the parent Fileset d] Reserved by the parent Fileset

Vmware uninstall script

A This is optional and not required!

If you have a company code to allow uninstallation of the VMware Carbon sensor, you may enter your code into the script under:

® line 12 <CompanyCodeHere>; replace with your code and remove the <>


https://kb.filewave.com/uploads/images/gallery/2023-10/BeZriTCt64iWlZku-vmwarecompanycode01.png
https://kb.filewave.com/uploads/images/gallery/2023-10/Nc7unhGpw8Mc8pT0-vmwarecompanycode02.png
https://kb.filewave.com/uploads/images/gallery/2023-10/aW4OOQBm0fd8htAz-requirementscript.png
https://kb.filewave.com/uploads/images/gallery/2023-10/FPF8uCSrEqJh1GYc-launcharugments.png
https://kb.filewave.com/uploads/images/gallery/2023-10/PIliyt0wE87MKISJ-environmentvariables.png

¥ uninstall_Vmware_CBCloud.sh
#!/bin/bash

#Logging uninstallation
exec 1>>/var/log/fwcld.log
exec 2>>/var/log/fwcld.log

#Uninstalling VMware CBCloud sensor

# There are two command line options:

# —c <CODE> If specified by the policy active on the endpoint, this option and uninstall code will be
required.

# -y Skips the interactive prompt to confirm that uninstallation is desired. Recommended for unattended

uninstall.

/Applications/VMware\ Carbon\ Black\ Cloud/uninstall.bundle/Contents/MacOS/uninstall -c <CompanyCodeHere> -y

exit 0

To make the changes in the Fileset:

Highlight the Fileset and click on Scripts (FW Central menu)
Highlight Pre-Uninstallation Scripts, uninstall_VMware_CBCloud.sh
Click on Edit to open the script

Enter in your company code, i.e. #######

Click OK to save

Click OK to save your changes

cupwNE

Fileset Scripts: VMware Carbon Black Cloud

Revision: <default> (Initial Revision) < Manage Revisions

Scripts Q Search...
Script

install_vMware_CBCloud.sh

Postflight Scripts

(empty)

Verification Scripts
(empty)
Pre-Uninstallation Scripts

uninstall_ Vmware_CBCloud.sh

Post-Uninstallation Scripts

(empty)
e Endings: © Unx  Wnows e (D

Drag scripts into the order you prefer.

Re-run requirement scripts on change and uninstall active Fileset if they failed

Create Import Edit Cancel m

Fileset Group

Once the Fileset and Profiles have been created, the best practice is to create a Fileset group. Organizing and keeping multiple profiles
and Filesets within the same group for the same application and its configurations is great management and organization.

Profiles should be installed first. The VMware Carbon Black Cloud Fileset has a requirement script to ensure profiles are
installed, before commencing with download and activation of the Fileset.


https://kb.filewave.com/uploads/images/gallery/2023-10/eBdJZDqYR4ybZUqN-uninstallscript.png
https://kb.filewave.com/uploads/images/gallery/2023-10/C3iHoyW3Pp78Ihek-uninstallscript02.png

v @ VMware Carbon Black Cloud Sensor

. Profile - Carbon Black Cloud (2023) Initial Revision
.' Profile - Carbon Black Cloud Kext Approval (2023) Initial Revision
.' Profile - Carbon Black Cloud macOS 12+ System Extension (2024) Initial Revision
.’ Profile - VMware Carbon Black Cloud Network Extension Filter (2023) Initial Revision
.' VMware Carbon Black Cloud Initial Revision

Remember to always test Fileset to a few devices before mass deployment.

Related Content

® VMware Carbon Black Cloud release notes

“Revision #24
*Created 27 September 2023 18:53:45 by Andrew Kloosterhuis
/'Updated 12 March 2024 13:12:57 by Andrew Kloosterhuis
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