Defer Apple OS Updates

What

Use Apple software update deferrals when you want a testing window before users can install new
Apple updates themselves. The setting hides matching updates from the device's Software Update
pane for the number of days you choose.

When/Why

This is useful when you want to validate a new Apple release before it reaches production devices.
Apple allows up to 90 days of deferral. During that window the update is hidden from the user, but
FileWave can still install it with MDM if you decide to move ahead.

Deferral only affects what the user sees in Software Update. If you also need to stop users from
launching full macOS installer apps, use Fileset to block Apple Install macOS applications.

How

Create or edit an Apple configuration profile and add the Restrictions payload for the platform you
manage. Searching for defer in the Profile Editor is the quickest way to jump to the relevant settings.

10S/iPadOS

Enable Defer software updates for and choose a value from 1 to 90 days.


https://kb.filewave.com/books/software-updates-apple/page/fileset-to-block-apple-install-macos-applications

Profile Editor

Q, defer Allow pairing with Apple Watch (Supervised devices only)
show only configured Require passcode on first AirPlay pairing
Allow connecting to unmanaged Wi-Fi networks (Supervised devices only)
« % General Allow setting up new nearby devices (Supervised devices only)
=~ 2 Mandatory Allow proximity based password sharing requests (Supervised devices only)
Allow password sharing (Supervised devices only)
Allow AirPrint (Supervised devices only)
Disallow AirPrint to destinations with untrusted certificates (Supervised devices only)
Allow discovery of AirPrint printers using iBeacons (Supervised devices only)
Allow storage of AirPrint credentials in Keychain (Supervised devices only)

Restrictions
Allow predictive keyboard (Supervised devices only)

B |&F

1 payload(s) configured.
Allow keyboard shortcuts (Supervised devices only)
Allow keyboard auto correction (Supervised devices only)

Restrictions Allow keyboard spell check (Supervised devices only)

&5

1 payload(s) configured. . . R
Allow keyboard definition lookup (Supervised devices only)

Allow QuickPath typing (Supervised devices only)

Defer software updates for 30| /S day(s) (Supervised devices only)

Allow Apple personalized advertising

Allow NFC (Supervised devices only)

Allow Mail Privacy Protection (Supervised devices only)
Allow putting into recovery mode from an unpaired device (Supervised devices only)
Force dictation to be limited on device only (Supervised devices only)

Force translation to be limited on device only

Please check Apple's Configuration Profile reference for OS compatibility.
Cancel 1 validation error Settings Load Profile

macOS

Current macOS payloads let you defer different update types separately:

 Defer major macOS updates for to delay major upgrades.
« Defer macOS updates for to delay minor OS updates.
« Defer app updates for to delay non-0S software updates.

For macOS versions earlier than 11.3, the Defer macOS updates value is used for all software updates.


https://kb.filewave.com/uploads/images/gallery/2023-07/It3olJSi91lsdzdL-image.png
https://kb.filewave.com/uploads/images/gallery/2023-07/It3olJSi91lsdzdL-image.png

Profile Editor

N ——
Q defer

X Allow iCloud Find My Mac

show only configured

Allow iCloud Bookmarks
Allow iCloud Photos
Allow iCloud Notes
Allow iCloud Private Relay

General

2

Mandatory

Allow Content Caching
(O Restrictions Allow modifying Wallpaper
Tpayload(s) configured. Allow modifying passcode

Allow Erase All Content and Settings

[I‘% Defer major macOS updates |30 days(s)| /S
Defer macOS updates 30 days(s) o
Defer app updates 30 days(s) o
N\ Restrictions .
‘l - For clients below macOS 11.3 the value of 'defer macOS updates'
1payload(s) configured. will be used for all software updates.

Please check Apple's Configuration Profile reference for OS compatibility.
Cancel 1 validation error Settings Load Profile

tvOS

Enable Defer software updates for and choose the delay in days.


https://kb.filewave.com/uploads/images/gallery/2023-07/s2wv0qVv1Qo4aQlR-image.png
https://kb.filewave.com/uploads/images/gallery/2023-07/s2wv0qVv1Qo4aQlR-image.png

Profile Editor

Q defer

show only configured

Restrictions -

Functionality Media Content

‘| General
=== Mandatory Restrictions
Allow AirPlay (Supervised devices only)
{\ﬂ Restrictions Allow pairing with Remote app (Supervised devices only)
1 payload(s) configured. Require passcode on first AirPlay pairing
Allow modifying device name (Supervised devices only)
an Restrictions Allow proximity based password sharing requests (Supervised devices only)
1 payload(s) configured. Enable Siri profanity filter (Supervised devices only)

Allow iBooks Store (Supervised devices only)
Allow in-app purchase
Force automatic date and time (Supervised devices only)
Allow device sleep (Supervised devices only)
Allow automatic Screensaver (Supervised devices only)
Defer software updates for 30| C  day(s) (Supervised devices only)

Restrict App Usage (Supervised devices only)

Allow All Apps
Please check Apple's Configuration Profile reference for OS compatibility.
Cancel 1 validation error Settings Load Profile

A shorter initial defer period is usually easier to manage than jumping straight to 90 days. If
testing slips, you can extend the delay without starting every profile at the maximum.

While an update is still inside its defer window, local tools such as System Settings / System
A Preferences and the softwareupdate command will not offer that update. MDM remains the
supported way to install it during the deferral period.

Digging Deeper

The defer timer starts on Apple's release date for each individual update, not on the day you assign the
profile.

« Update 1 is released on June 5.

« With a 10-day defer window, users will not see Update 1 until June 15.

« Update 2 is released on June 12.

« With the same defer window, users will not see Update 2 until June 22.

« MDM can still push Update 1 from June 5 onward, regardless of the defer period.
« MDM can still push Update 2 from June 12 onward, regardless of the defer period.

Example Process

With a 60-day defer policy, users will not see an update until day 60 after Apple publishes it. If Apple
releases newer updates before that date, users may still see none of them until each one ages past its
own defer window.
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FileWave can still send an MDM install command during the deferral period. That lets IT test and roll
out a specific release before it becomes user-visible.

Once the defer window expires, the update becomes visible to the user again. Deferral buys time for
testing; it does not permanently hide updates.
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