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Creating a General TeamViewer Session

What

Creating a remote session to a device is simple once all pre-requisites are met.

When/Why

We will create a new session whenever we need remote access to an endpoint. Typically this is done in response to a service call from
a customer in the field.

How

From any device in the admin console that meets pre-requisites (web and native shown below), you can choose to open a Remote
Session from the context menu. Note that the admin user must have rights, and the client itself must have reported the right "state" to
be controlled. macOS and Windows clients will be the only ones to show Don't Prompt User but that will only appear if the FileWave
client has been set to allow remote control and to allow unattended remote control to see both options. The original Observe client
permissions are how TeamViewer permissions are being controlled for macOS and Windows. If you would like to change a client's

permissions then a Superpref can change these settings.
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Computer Client Preferences

Computer clients also rely upon the client settings for these options to be available:
® FileWave Client Preferences > Privacy

There are two options available:

® Managed remote control
® Prompt client for remote control access



FileWave™ Client Preferences

Communications  Boosters  Options
Personal Data

Collecting personal data may be disabled at an organization level.
. Disable personal data collection

Location refresh interval:  Never &
Remote Sessions

Managed remote control

Prompt client for remote control access

Cancel Save

The first option will allow/deny any connection via TeamViewer. The second option will be considered when the first option is
enabled.

The second option, for prompting, will then either allow only one or both options to be available. When prompt is disabled, both the
options to either prompt or not prompt should be available. If Prompt is enabled though, the option to action a 'Don't prompt user"
will not be available and only prompted connections may be established.

These options may be configured with a Superpref Fileset.

The admin workstation must be a Windows or Mac device to begin a TeamViewer session. The admin workstation will open a browser
tab to get.teamviewer.com that will in turn prompt to launch the installed TeamViewer app in order to connect to the remote system.
Depending on your browser settings, you may have to modify allowing pop-ups to see the page open.
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@ get.teamviewer.com

(9] & Teamviewer

- TeamViewer

Connect to 594042380 [ x]

Select from the options below to establish the Team\Viewer
connection. We recommend that you install the full TeamViewer
version for best experience.

Launch installed
TeamViewer

Remember the selection

Note that you can save your setting for this so that it doesn't prompt the next time. We'll choose to launch the installed version and
then the TeamViewer App itself will launch this page:

Waiting for partner...

@ TeamViewer

Please wait until your partner joins
the session.

www.teamviewer.com

This window will remain open, waiting for the remote user to accept the session. If they begin the session, you will be redirected to
the remote session. If no response is sent, the session will time out.
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TeamViewer: Android EMM Session Overview

What

This article picks up from the administrator requesting a remote control session through TeamViewer. It presumes that all device pre-
requisites are already met.

| @ TeamViewer support for Android EMM sessions requires the current FileWave Companion app.

When/Why

We'll usually create a remote session to try to resolve some type of support issue on a remote device. When we begin the remote
session with an Android device, it is important that we know how it behaves on the remote endpoint so that we can assist the end user
if need be.

Behavior

Once the device receives the remote session notification (think of this as an alert to the device to begin a session), the FileWave EMM
app will receive a notification to the device. But note, this notification (a behavior of the 0S) is somewhat subtle...It plays a
notification sound and shows an icon at the top of the window. Opening the notification will show the prompt for the session:
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FileWave
A FileWave administrator wants to start a remote session.
Click on this notification to launch the TeamViewer app.

@ Device setup
Device managed by admin

Automatically resetting soon

Manage notifications CLEARALL

When that notification is acknowledged, the TeamViewer QuickSupport App will open to start a remote session.
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TeamViewer QuickSupport

| accept the EULA and the DPA.

AGREE AND CONTINUE

Privacy Policy @

| @ On first launch, the QuickSupport app will prompt the user to accept the EULA as shown above

| @ The FileWave EMM companion App MUST be running for the initial notification to be received by the device.

Once the EULA is agreed to (one time prompt), then the client-side session will begin:
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TeamViewer QuickSupport

Please wait until your partner joins the session.

Session code

s15-102-791

CLOSE SERVICE CASE

Activating TeamViewer...

When the administrator's TeamViewer is also running, then the user will be prompted to allow this specific session (for attended
access):
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Allow remote support?

Would you like to allow Tony K to remote support your Android
device?

DENY  ALLOW

Once each of the above are completed, the remote session will look like this from the admin's machine:
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TeamViewer: Chrome OS Session Overview

What

This article picks up from the administrator requesting a remote control session through TeamViewer. It presumes that all device pre-
requisites are already met.

When/Why

We'll usually create a remote session to try to resolve some type of support issue on a remote device. When we begin the remote
session with a Chrome OS device, it is important that we know how it behaves on the remote endpoint so that we can assist the end
user if need be.

Behavior

Once the device receives the remote session notification (think of this as an alert to the device to begin a session), the FileWave
Inventory extension will open a tab in the client's browser that will then force a prompt for a remote session (the browser MUST be
active for this to work)
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On first launch the QuickSupport app will prompt the user to accept the EULA, and will also prompt to allow the add-on to function
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TeamViewer QuickSupport

| accept the EULA and the DPA.

AGREE AND CONTINUE

Privacy Policy @

RO @044

Once the EULA is agreed to and the add-on allowed (one time prompts for each), then the client-side session will begin:

«

TeamViewer QuickSupport

Please wait until your partner joins the session.

$61-376-995

CLOSE SERVICE CASE

Ready to connect (secure connection)

When the administrator's TeamViewer is also running, then the user will be prompted to allow this specific session (for attended

access):




Allow remote support?

Would you like to allow Tony K to remote support your Android device?

DENY  ALLOW

DO <0443

Once the session begins, this is where the one-time prompt for the add-on will display (the user must enable for the admin to be able
to click or type on the remote screen...currently not working in our testing)

Universal Add-On activation

Please enable the TeamViewer Universal Add-On accessibility service to
provide full remote control of this device.

CANCEL  ENABLE

N0 <0444

And then, the user must allow the screen to be shared explicitly by clicking on the screen image, and then allowing:




Share your entire screen

Qui wants to share the tents of your screen.

share

RO @044

Once each of the above is completed, the remote session will look like this from the admin's machine:

® Google_HP Chromebook 11 G5_unknown

{EFile Transfer

Chat

The connection has been
established successfully.

TeamViewer QuickSupport

_" Tony K has connected to your device
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TeamViewer: 10S/IPadOS Session Overview

What

This article picks up from the administrator requesting a remote control session through TeamViewer. It presumes that all device pre-
requisites are already met.

When/Why

We'll usually create a remote session to try to resolve some type of support issue on a remote device. When we begin the remote
session with an iOS device, it is important that we know how it behaves on the remote endpoint so that we can assist the end user if
need be.

Behavior

Once the device receives the remote session notification (think of this as an alert to the device to begin a session), the device will
receive a notification. This notification (a behavior of the OS) is somewhat subtle...It plays a notification sound and shows an icon at
the top of the window. Opening the notification will show the prompt for the session:

10:45

Monday, September 27

No Older Notifications

Deckard ES St

When that notification is acknowledged, the TeamViewer QuickSupport App will open to start a remote session.

On first launch, the QuickSupport app will prompt the user to accept the EULA (a one-time prompt)



4 PushNotificationTest 10:45 AM Men Sep 27

TeamViewer QuickSupport

Session code

$28-467-686
Please wait until your partner joins

the session.
Close service case

Ready to connect (secure connection)

When the administrator's TeamViewer is also running, then the user will be prompted to allow this specific session (for attended
access):

TeamViewer QuickSupport

Session code
Allow remote support? $28-467-686

Would you like to allow Tony K to

Please wait until your partner join remote support your mobile device?

the session.

Close service cas

Allow Cancel

@ Awaiting authentication



Additionally on iOS devices, the user must choose to broadcast the screen after being prompted:

4 PushNotificationTest 10:46 AM Maon Sep 27

X

Tony K has connected to your device...
10:45 AM

Text has been copied to your clipboard

|/
Ry

and then...
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Screen Broadcast

RS TeamViewer

Start Broadcast

Once both actions are completed, the session will be opened. Note that iOS remote sessions are screen-view only:
Ipad Main

[§File Transfer

Audio

Microphone
Muted =

Chat

Text has been copied to the
device clipboard

chat
pad Main 10:46

[




TeamViewer: macOS Session Overview

What

This article picks up from the administrator requesting a remote control session through TeamViewer. It presumes that all device pre-
requisites are already met.

When/Why

We'll usually create a remote session to try to resolve some type of support issue on a remote device. When we begin the remote
session with a macOS device, it is important that we know how it behaves on the remote endpoint so that we can assist the end user if
need be.

Behavior

For macOS and Windows devices it is possible to have both attended as well as unattended access to the device. From any macQOS or
Windows device in the admin console that meets pre-requisites (web and native shown below), you can choose to open a Remote
Session from the context menu. Note that the admin user must have rights, and the client itself must have reported the right "state" to
be controlled. macOS and Windows clients will be the only ones to show Don't Prompt User but that will only appear if the FileWave
client has been set to allow remote control and to allow unattended remote control to see both options. The original Observe client
permissions are how TeamViewer permissions are being controlled for macOS and Windows. If you would like to change a client's

permissions then a Superpref can change these settings.
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Show Associated Imaging Filesets
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Clear Certificate(s)

Client Info...

Observe Client...

Remote Session (Prompt User)
Remote Session (Don't Prompt User)
Show Location(s)

Edit Custom Field(s) Values...

Edit Custom Field(s) Associations...

Unlock
Lock

Create Association(s)...
Create Clone...

Duplicate Client

Clone to Same Groups As...
Move To...

Delete

Rename

Comment

Set Permissions...
Restart Windows Devices

Client State >
Management Mode >

Computer Client Preferences

Computer clients also rely upon the client settings for these options to be available:
® FileWave Client Preferences > Privacy

There are two options available:

® Managed remote control
e Prompt client for remote control access



FileWave™ Client Preferences

Communications  Boosters  Options
Personal Data

Collecting personal data may be disabled at an organization level.
. Disable personal data collection

Location refresh interval:  Never &
Remote Sessions

Managed remote control

Prompt client for remote control access

Cancel Save

The first option will allow/deny any connection via TeamViewer. The second option will be considered when the first option is
enabled.

The second option, for prompting, will then either allow only one or both options to be available. When prompt is disabled, both the
options to either prompt or not prompt should be available. If Prompt is enabled though, the option to action a 'Don't prompt user"
will not be available and only prompted connections may be established.

These options may be configured with a Superpref Fileset.

If all of the prerequisites have been met then picking Remote Session (Don't Prompt User) will simply result in TeamViewer opening
on both your admin workstation and the remote computer. If TeamViewer or TeamViewer Host are not installed then FileWave will
return an error that TeamViewer was not found. Otherwise, for a prompted session the below workflow will get you connected.

Note that if you pick to start a session from your admin workstation and it appears as if nothing happens then please check if you have
a pop-up blocker. We have found even in a default install of Safari that there will be a pop-up blocker icon shown in the URL bar. Once
you allow the pop-up then everything should work.

Remote Session (Prompt User) Workflow

Once the device receives the remote session notification (think of this as an alert to the device to begin a session), the FileWave client
will open a new browser tab to prompt for the opening of TeamViewer.
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Open TeamViewer?

https:/j/get.teamviewer.com wants to open this application.

O Always allow get.teamviewer.com to open links of this type in the associated app

Cancel Open TeamViewer

Connect to 528178174 [ x}

Select from the options below 1o establish the TeamViewer
k connection. We recommend thal you install the full Toam\Viewer
varsion for best experience.

Launch Download
installed single-use
'rm-*m TeamViewer

_| Remember the selection

.

When that notification is acknowledged, the TeamViewer App will open to start a remote session. Note that if the TeamViewer App is
not pre-deployed, there is an option to launch a single use version of TeamViewer. The single-use version does not require
administrative credentials to run, but it does require the user to allow screen access, etc within System Preferences.

[ = P FileWave — UEM, ITAM, and ' X [ Teamviewer x o+ (-]
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E TeamViewer
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Select from the options below 10 establish the TeamViewer
connection. We recommend that you install the full TeamViewer
yarsion for best experience.

Launch Dewnload
installed single-use
TeamViewer TeamViewer

‘ Remember the selection

On first launch the TeamViewer app will prompt the user to accept the EULA.

Once the admin and client devices have both acknowledged the session, the remote device will be prompted to allow the session:
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Tony K - Remote control

Tony K would like to view and control your desktop.
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Cancel (24)

Please wait until your partner joins
the session.

www.teamviewer.com
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Once this prompt is acknowledged (and the admin session is also launched), then the session will begin:
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TeamViewer: Windows Session Overview

What

This article picks up from the administrator requesting a remote control session through TeamViewer. It presumes that all device pre-
requisites are already met.

When/Why

We'll usually create a remote session to try to resolve some type of support issue on a remote device. When we begin the remote
session with a Windows device, it is important that we know how it behaves on the remote endpoint so that we can assist the end user
if need be.

Behavior

For macOS and Windows devices it is possible to have both attended as well as unattended access to the device. From any macQOS or
Windows device in the admin console that meets pre-requisites (web and native shown below), you can choose to open a Remote
Session from the context menu. Note that the admin user must have rights, and the client itself must have reported the right "state" to
be controlled. macOS and Windows clients will be the only ones to show Don't Prompt User but that will only appear if the FileWave
client has been set to allow remote control and to allow unattended remote control to see both options. The original Observe client
permissions are how TeamViewer permissions are being controlled for macOS and Windows. If you would like to change a client's

permissions then a Superpref can change these settings.
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Computer clients also rely upon the client settings for these options to be available:
® FileWave Client Preferences > Privacy

There are two options available:

® Managed remote control
e Prompt client for remote control access



FileWave™ Client Preferences

Communications  Boosters  Options

Personal Data

Collecting personal data may be disabled at an organization level.
. Disable personal data collection

Location refresh interval:  Never &
Remote Sessions

Managed remote control

Prompt client for remote control access

Cancel Save

The first option will allow/deny any connection via TeamViewer. The second option will be considered when the first option is
enabled.

The second option, for prompting, will then either allow only one or both options to be available. When prompt is disabled, both the
options to either prompt or not prompt should be available. If Prompt is enabled though, the option to action a 'Don't prompt user"
will not be available and only prompted connections may be established.

These options may be configured with a Superpref Fileset.

If all of the prerequisites have been met then picking Remote Session (Don't Prompt User) will simply result in TeamViewer opening
on both your admin workstation and the remote computer. If TeamViewer or TeamViewer Host are not installed then FileWave will
return an error that TeamViewer was not found. Otherwise, for a prompted session the below workflow will get you connected.

Remote Session (Prompt User) Workflow

Once the device receives the remote session notification (think of this as an alert to the device to begin a session), the FileWave client
will open a new browser tab to prompt for opening of TeamViewer.
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When that notification is acknowledged, the TeamViewer App will open to start a remote session. Note that if the TeamViewer App is

not pre-deployed, there is an option to launch a single use version of TeamViewer. The single-use version does not require
administrative credentials to run.
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TeamViewer

Select from the options below to establish the TeamViewer
connection. We recommend that you install the full
TeamViewer version for best experience

Launch Download
installed single-use
TeamViewer

TeamViewer

On first launch the TeamViewer app will prompt the user to accept the EULA.

Once the admin and client devices have both acknowledged the session, the remote device will be prompted to allow the session:
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