Apple Profiles & Dependencies

Description

Dependencies offer a structure for Fileset installations, ensuring one or more Filesets are installed prior to one or more other Filesets.
This works great, apart from where Apple MDM Filesets are involved.

Fileset Activation Quick Re-cap

Standard Fileset

1. Client checks-in.
2. Manifest is observed
3. New items are pushed to device and activate

Apple MDM Fileset (Profiles)

1. APNs request sent to Apple

Device pulls queued APNs requests from Apple

For each APNs request, device reaches out to relevant servers, for MDM requests, this is the FileWave Server
Device checks-in

Queued MDM commands are pushed to device, e.g. InstallProfile

Profile instals

coprwn

For standard Filesets, FileWave is in control of the communication. However, for Apple MDM, there is an unknown amount of delay
until the Profile is installed.

The Issue

Since Filesets are installed sequentially, if a Fileset were allowed to depend upon an Apple MDM Fileset, the client would be held
waiting for an unknown period time, preventing other Filesets and configuration from actioning. For this reason, Apple MDM Filesets
can only depend on a different Fileset type and not the other way around.

Requirement Scripts

Requirement Scripts allow a Fileset to fail, let the client continue and then 2 minutes later try the requirement again. The

Requirement Script will continue with this process, whilst there is a non-zero exit code. By way of this process, the Requirement
Script gives the ability to delay the installation of the Fileset, until any required Profiles are installed beforehand.

Ingredients

e Fileset designed to use a Requirement Script to ensure Profile is installed prior to activation
e Associated Profile ID(s)

Profile Dependency Fileset Template.fileset.zip

Directions

Download the Fileset, import into FileWave and edit to match requirements. Select the ‘check_for_profile.sh’ script and click ‘Get
Info’:

8 ] 0 & 4 b i} &

Import File/Folder ~ New Folder  Get Im Registry  Edit Text Export Files Delete  Take Control

Revision: <default> (Initial Revision) 2 Manage Revisions
Hide unused folders Q
Name ~ | Size Access User Group Verification ID Modification Date Comr
v @ var FWXT-Xr-X root wheel 1406
v [ scripts FWXIWXr-X root wheel 1458
v I 736628 FWXIWXr-X root wheel 786973

B check_for_profile.sh 1.6 kB FX s Self Healing 786971 2023/9/26 15:30

The Launch Arguments will initially appear empty.


https://kb.filewave.com/attachments/379

° Info - Profile Dependency Fileset Template : check_for_profile.sh

D check_for_profile.sh

Kind: File
Created: Tue Sep 26 2023 03:30 pm
Modified: Tue Sep 26 2023 03:30 pm

Permissions ACLs Verification Executable = Flags
Execution Control

Execute at requirements step
Interactive (ignored in non Windows™ clients)
Non-interactive (background)
Wait for executable to finish

Wait for:  Infinite S

Launch Arguments = Environment Variables

@ -

The values of the command line arguments are set just before the script
execution.

To use an inventory field value to set a command line argument value, use
the svntax %FIELD NAME%.

Note: Log files will be collected for synchronous non-interactive scripts only

Apply

@ Click the lock to take control of this Fileset

For each Profile that needs to be considered for installation prior to this Fileset, its ID must be added to the list of Launch Arguments
(one entry per Profile ID). Profile IDs can be obtained from within the Payload details of the Profile Filesets.

For eah Profile that must be installed, open the Profile for editing, highlight the Identifier and copy.

Payload = Settings

Display Name: Microsoft Defender Auto Updater Settings

Description: (empty)

Payloads: Canaal
.I Custom Settings

[CERIIEIEMI|1063.1ocal.bd9007¢c3-41d6-45bb-
a2bf-774ec901e4c2.Confi
3-41d6-45bb-a2bf-774ecield 9%

Copy Link Location

Select All
Edit Payload...

Export Payload...

Cancel

Copy these IDs into the LaunchArguments of the Fileset. Example below shows 5 Profile IDs added for a Microsoft Defender Installer.



Info - Profile Dependency Fileset Template : check_for_profile.sh

U check_for_profile.sh

Kind: File
Created: Tue Sep 26 2023 03:30 pm
Modified: Tue Sep 26 2023 03:30 pm

Permissions ACLs Verification Executable = Flags
Execution Control

Execute at requirements step
Interactive (ignored in non Windows™ clients)
Non-interactive (background)
Wait for executable to finish

Wait for: ~ Infinite &

Launch Arguments = Environment Variables

ml1063.local.5bh1e7237-2773-4d3a-9627-361c4dd8a9b0.Configuration.5h1e7237-2773-4d3a-9627-361c4dd8aSb0
mi1063.local.bd9007c3-41d6-45bb-a2bf-774ec9071e4c2.Configuration.bd9007c3-41d6-45bb-a2bf-774ec901e4c2

ml1063.local.7f249c¢3c-f 48cf-952c-dd178a00a5a6.Confit i 'f249c3c-f. 48cf-952c-dd17
mI1063.local.f68916cf-c1e0-47e2-a73c-700678267fe8.Configuration.f68916cf-c1e0-47e2-a73¢c-700678267fe8
mI1063.Iocal.4726b0a7-4f74-4369-8aeb-2450e4f0f935.Configuration.4726b0a7-4f74-4369-8aeb-2450e4f0f935

+ -
The values of the command line arguments are set just before the script execution.

To use an inventory field value to set a command line argument value, use the syntax %FIELD_NAME%.
For instance: foo-%asset_tag%

Note: Log files will be collected for synchronous non-interactive scripts only

Apply

r% Click the lock to take control of this Fileset

The script allows for the idea of either by way of an Environment Variable (all_or_one). Set the value appropriately:

all All of the listed Profiles must be installed prior to the Fileset becoming active.

one At least one of the included Profiles must be installed prior to the Fileset
becoming active

The below, shows a Fileset set to require all Profiles are installed, before Fileset activation for the same Microsoft Defender example:

U check_for_profile.sh

Kind: File
Created: Tue Sep 26 2023 03:30 pm
Modified: Tue Sep 26 2023 03:30 pm

Permissions ACLs Verification Executable = Flags
Execution Control

Execute at requirements step
Interactive (ignored in non Windows™ clients)
Non-interactive (background)
Wait for executable to finish

Wait for:  Infinite &

Launch Arguments = Environment Variables

Variable ~  Value

all_or_one all

+ - Reset Reset All
The values of the environment variables are set just before the script execution.
To use an inventory field value, use the syntax %FIELD_NAME%.
For instance: MY_VAR: foo-%asset_tag%
Note: environment variable names are case insensitive in Windows
Note: Log files will be collected for synchronous non-interactive scripts only

Apply

r% Click the lock to take control of this Fileset

With this set, add any additional installers into the Fileset, that would need to be installed, once the provided Profiles are installed.

Create a Fileset Group and add this Fileset and all necessary Profiles to the same group (not necessary, but somewhat neater to

manage)

For example:



v @ Microsoft Defender Associated
MicroSoft Defender Installer (macOS)

Microsoft Defender Uninstaller

.‘ .‘

Profile - Microsoft Defender - Kernel Extension
Profile - Microsoft Defender - System Extension
Profile - Microsoft Defender - Auto Updater Settings
Profile - Microsoft Defender - Notifications

Profile - Microsoft Defender - TCC

Profile - Microsoft Defender - Web Content Filter

Associate the Fileset Group, test and then rollout to more devices once happy.

This Fileset is particular useful with Apple TCC Privacy Settings Profiles. Privacy settings provide access permissions for
software to function. However, typically these Profiles need to be installed before the process that they are allowing is

@ started. This means, if the software is allowed to instal before the Profile is installed, the software process would need
restarting after the Profile is installed. The above Fileset offers the solution around this, where the Fileset will only attempt
download and installation once the Profile is in place.
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